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Abstract  Satellite telemetry parameters are the critical indicators for the ground operation and man-
agement system to assess the normal state of satellite operation in orbit, and anomaly detection of
telemetry parameters is essential to guarantee the safe and reliable operation of satellites and the smooth
execution of tasks. In response to the existing satellite telemetry anomaly detection algorithms for pa-
rameter feature extraction there is a lack of differentiation, effective anomaly decision-making informa-

tion is not sufficiently extracted and other problems, this paper proposes an anomaly detection method
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based on the optimization of latent space interpolation, the latent space optimization constraints after

the self-coder’s representation learning ability and the density estimation ability of the Kernel Density

Estimation (KDE) method are combined to effectively carry out the anomaly detection. Real telemetry

parameter data from quantum science satellites and public datasets are used for validation, and the re-

sults show that the proposed method improves the Auc and F1 values over the optimal comparison

method by 5.6% and 5.8%, respectively, on real telemetry parameters. Compared with other anomaly de-

tection algorithms, the proposed method has strong ability to discriminate normal and abnormal sam-

ples, effectively solves the problems of lack of differentiation of features and insufficient extraction of de-

cision information, and has good noise immunity and effectiveness.
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Table 1 Parsed raw telemetry data
Time (UT) P0x1356WW68 P0x1060WW9 POx1060WWT7 P0Ox1060WW123
7 Jan. 2017 01:03 10.45200062 —-51.59808349 -0.23409990 -1.05939996
01:07 10.45200062 -46.31356811 -0.20004299 -0.47624000
01:10 1.24800002 -32.03112792 -0.00009200 0.34847998
28 Feb. 2019 01:39 0.312000006 32.17395019 0.137237995 1.004840016
01:40 0.156000003 30.81161499 -0.075713999 0.819400012
01:41 0.312000006 29.042785644 -0.04183999 0.641279995
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Table 2

Extraction and coding of experimental type data

Start time (UT)

End time (UT)

Experiment type Label experiment

7 Jan. 2017 00:11 7 Jan. 2017 00:44 R K 3
01:44 7 Jan. 2017 03:09 AR T RIBAES 1
23:45 8 Jan. 2017 01:10 B TFEHE 2
23 Jan. 2019 01:34 23 Jan. 2019 02:59 BT K 3
23:36 24 Jan. 2019 01:01 =8 s s 3
23 Jan. 2019 23:16 25 Jan. 2019 00:41 SRR K 2
*® 3 PBHERHEE
Table 3 Data after concatenation
Time (UT) POx1356WW68 P0Ox1060WW9 POx1060WW123 Labels
7 Jan. 2017 01:03 10.45200062 —51.59808349 ~1.05939996 3
01:07 10.45200062 ~46.31356811 ~0.47624000 1
01:10 1.24800002 -32.03112792 0.34847998 2
28 Feb. 2019 01:39 0.312000006 32.17395019 1.004840016 3
01:40 0.156000003 30.81161499 0.819400012 1
01:41 0.312000006 29.042785644 0.641279995 2
R4 ZTRHIREENERER
Table 4 Basic information of the experimental dataset
Bl E1353 FEARERL FEA S LA
Satellite’ 36 6535 0.316
Micius 23 205522 0.034
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1050, python-3.7, torch-gpu-1.10. £ 7 A%, DSVDD
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Table 5 Average Auc and F1 score (%) for LSIA-AD and baseline algorithms on experimental datasets

Method Micius Satellite

Auc 4 Std F1 + Std Auc + Std F1 + Std

OC-SVM 76.3 + 0.6 56.7 + 0.8 75.8 + 0.5 67.8 + 0.4

IFOREST 66.0 + 2.2 384 £ 5.5 80.1 £ 1.3 68.8 £ 0.7

LOF 83.8 + 0.6 62.5 + 1.0 84.4 £ 0.8 74.4 4+ 0.7

DSVDD 50.7 £ 7.3 33.8 +£9.1 725 + 4.4 65.1 + 3.8

DAGMM 63.7 + 6.8 30.2 + 84 86.1 £+ 2.1 69.4 + 3.5

GAOD 64.9 +£ 5.5 49.7 £ 6.7 76.8 + 3.6 67.3 £ 3.3

LSIA-AD 89.4 + 1.1 68.3 + 2.9 87.6 + 0.8 79.2 + 0.9

WA B(E IR B AR
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Sz BFSE T LSIA-AD T X I 25 52 2 A [A] 7%
JEE G Y e M I ) FRIN. BRI, BEFLE SRR 50% 1)
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R T RAFAIMEFEHTT k. jeAh, St Bk e
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Table 6 Auc values and Wilcoxon rank-sum test p-values for F1
Dataset DAGMM IFOREST DSVDD 0C-SVM LOF GAOD
Auc Micius 3.39x10° 3.38x10 " 3.38x10° 3.40x10° 3.40x10° 3.39x10°
Satellite 1.11x10° 3.38x10 " 3.39%10° 3.40x10° 4.59%10° 3.39%10°
F1 Micius 3.40x10° 3.41x10 " 3.39x10° 3.40x10° 6.00x10 " 7.56x10 "
Satellite 3.33x10° 3.38x10 " 3.39x10° 3.37x10° 3.95x10° 3.36x10°
R7T AEAREFIEEIMNEREREBERL
Table 7 Resource consumption of different deep learning algorithms
DSVDD DAGMM GAOD LSIA-AD
Micius BT /s 400.0 4114.0 483 1245.0
T4FEMTE/MByte 566.1 1872.5 1995.3 1748.8
Satellite BATRE] /s 294.0 1340.0 467.0 308.0
THFENAE /MByte 485.7 1726.6 1964.3 1593.0
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Fig. 3 Anomaly detection results on contaminated training data on the Micius dataset
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