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ZKiBA5 (enhanced machine-type communication, eMTC) Fl NB-IoT £z A\ B E M %% J5 2 WIFET 401 5G NR HE
2R, BT OV RE T AL Ao i BLE TR RHEE 515 5 IR 55. FEMZS L0 21, 3GPP 358 3 1 B W e R
PP A O, FEE B AR, TV ARy k™ i, S DT /E 28 3 55 b T 7 S il 2 [R5 W A% A 56 A5
T, T JE U SCAL BE S AR T i A O R SE R BT AR T B R AR PR SRAR, AR O S TR I
FEANERURK . H 56 Y0 B R AR = 1 37 55, 9 R MR IR BIIE (geostationary orbit, GEO) LA AT W I £
it M R, AT 7 LEERI R FAAEERE ), [IFLRRE SE RS 5 MR | ARID Y 2% h hRg, oF
A0 A S [ e S T 4 ) D 2% L. T R 2 A X b T RO AR, A S A e T S 3
FEAGTIN AT, DRI £E 75 B il R AR 1 R ERHUIE (low Earth orbit, LEO) PR B E A . IER N
Ub, PR 3GPP R19 By Boiffi 37y 5 R BV 7 7], AR O EAE T4 350 70 sl e B ikt B 5G r—
I (next generation nodeB, gNB) Zh#E J5 2 /0 1% Co W FH A THI DI REESE T 2 b, ITIEARA E3& L5 ases
H5R4H M.

SR, 24HT 3GPP ARk NTN [sIAE 5 1) 224 ZERg BT T I = WPk ik, AR AR JE DRI E -4 450 1 1 I 2% 1) 22
ZHLES NTN MR 38 A MR R EAE AR A YEAN TG BT, R4 3GPP £ R17 Al R18 BBt R A IPsec
R 5G 22 A3 DL sy 47 (28], (AR B2 IR DRI B AR BE T E. BRI &, £ 5NES
MR (B E LAWY (transport layer security, TLS)/IPSec) 2= TIREF 4L  FF AGER S FRS RN RT
SEM T, 073 HAE Do H T A R I B e« B 22D, DL 2% SR M BRI NTN 28, A& S Hl
W MR 22 AT IR AR T, 7R NTN PR ol G SO B 578 IR SR N, JF 2240 % 10 B % 1) o 7 v i o™
HIRS W BeAh, B SRR R, ASERIN R NS AN E N E A R R, 28
i TiX— . Hit— i, IPsec %42 Rk (security association, SA) ™ E {5 [&] 72 [ .M B (Internet
protocol, IP) Ml HEAT S AIIE Pl 76 TEAT sl B a3 sk, 1P ARl SA S s, 7™ s
BRI, TR, SRR NTN [EIE5E % ¢ 4 FEIR AE 25 R — A X 48 i 75 ok —Fh e U8 RIS 28 5 5 %
YRR EAE S B E 7, DMECRIE NTN [RE RS 224, 307 R — AL g PR R . B B
AP, AP T —FIEH T NTN s 2 B UGE S %A 5 R, 1%07 R0 B S T SRR ek 4
ARHFHTAS: —T71H, IINT ZRAE B R R R PSZHIM L —— EDHOC, PBARANE N NTN K
& 55 W SRR RFIE ) IPSec HEZE, MTTRA DR BH U i I R A B ) e RS Bl 53— J7 1, R CL-PKC 1N
EDHOC Wl () S AN UEAR JE, AT DARIEEAE St A FHE Al (public key infrastructure, PKI) 7 K FEF T4, M
TN 2 BCESLR IV R B IEER. 28 LATIR, PrikJr 22 Rems s inid N B M B B i) ke e, PRS2 22 LI
B BT SRR, Bl E a5 RS —.

AR SCH T ZE Tk T i

(1) ASCHr Rt 97 58 ATCUE A5 A B i Al Dy 22 A e, Boit JFSEPl@nc 2 LM CL-PKC ZH1RAE
WL, LEFRT 22 Ao 1 R I (2 25 BRI R G4

(2) AW EDHOC st T2 i 51958, 38t EDHOC-NTN 2818 #e 5 IAEM: KA CL-
PKC AR AFVHAXE N DH S, H5I AT BINEVMHESE & E MRS TP PRSIt i)t M T 5
TETC R I E | RS2 PR (1) L M {5 PR

(3) fJm, MBI LA SYEREVEAN, SRR IR T AR T L i S0 AE S THEE 7 BT T 2R & 10
%, UESE T TR T SRR RUF R AT S AT R

AJEBNFLHW T 2 2 WEARMRIIBE T TAR, JEo Bl T3 AL ; 26 3 T TRARIT P Imlf% 22 42
HURIRIBCTHAT; 285 4 A0 5 190 BT Zatbntr SRR A 55 6 1904 7 NTN MBI PR U1 fe i 2
R )T B8 7 90 4 SCRHEAT B 45 R AR 7L U7 1),
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2 HXMRIE

2.1 fEEMEEREE]

ERSEIBE ML T, AL TR LT, (41 gNB/eNB) 54%0o WX 2 8] AL S E, FH 48] i ks A il
{54, WH TR h 4k (A 1AB) SKBUERE. 1£ 3GPP FMEHEZL T, L HERS 1 22 L] T 2l DL R
2 MIHIE. TS 33.210 6 iZpRHEE LT M43 %24 (network domain security, NDS) /TP, B 23K [] 1% 5% %
R TPsec P SCORFREHE AL KL 2 1 5 52 8 M. TPsec S IN 28 SN, CRAP R 5 4% 0 W 2 1] FrE A,
e R AL B 1 2 2 2 T B TS 33.501 7 AEA 5G B U2 bnill, Ut — B e T 2 22K, Wi
T 515 BRI RS, 410 ML HERE, AR ZORR AR5 R 2 2 VIR TPsec, DLBAOREE I 2242, By b (e A\ 2
Y& CE

FEBEBFEM S, IR LT 1E R GBS, TR EAE R R 2 R 2 W RGE SR R
(CCSDS) B 7#LA) # (DVB) brifi: SCPS %43 (space communication protocol specification-security
protocol, SCPS-SP) R J& T2 [HE A5 PhllbriE (SCPS) Wh3UHk, B £ 973 [ADE 15 - AL TC 4 ) ity 213 22 4 LR 18],
4 DVB Document A155-1 5 ETSI TS 101 545-1 %191, DVB 44 78 L5547 ] F 1R A A Of 2 BRIk 2
SR AZBOR IR RS N A AR SC BB B B L S ) AE AN A0 R B TR E LA, JFEERE AN [ 2 A R R s
E TR RSB R =G e heE M

2.2 EHELE ML IAIENLS

1B MRl D 4% 22 s, [ b 3R AR 2 UGIERL, AR R A BB S 2 1R B AN ] X ey ) 32 22
AP AL 3 K.

(1) T X FREE RG] TAUE SR TT L 22 F0UE 2 1, ) FH I A R B O PR o 85 002 S 300 v 285 ) £ 47
BSUE. 2019 4F, Zhu 55 A D21 0t 7 —Fh T T B 25 4 1 2 18 4 N UGIE M, AR T2 P0E v 1 5 2 vt
THRERN LEO 5 GEO HIAENLH]. 2023 4, Yang 55 A 18] 5B TR B2 o] FOMARETE, 52 40K S 05 B 48 5E
FINL B EH b W IR B AR B AR, SEBLE AR B VGERZH . FE, Cao ZA 1M
T BEUAE S Xk oy AR 32 T HE S GEO A, LEO T2 57 SUMIE 5 3 FheH R GELH,
5 7 PR AR X AT 425 1) o PR AR

(2) ZETHAEXFR B LA BRI TAES PKI FIE. 2 TR M 28 % /% (elliptic curve cryptography,
ECC) MIINIES T S0 % 04k (identity-based cryptography, IBC) HIIAIELL & FET CL-PKC IAIE &.
2020 4, Xue 25 A 9] &%t 23 845 B L% (spatial information network, SIN) 47 H 35 - Fih 25 1L =21 28 2545 115 7 3
W, FERGAS SR X RRINE AR BT T A B HYIHE T . 2021 4, Guo %5 N 101 £ BLFE 5 Z Lk P
R U R LSRN RV, 52— AT ECC I RTIE 22 2 e N 5 1 H AIE B
2022 4, Liu 5 A\ 071 &1 Fl P B8 A B4 1 1) 8, 32 BUF P B 44 T B P 3 NTE S 7 2 4 %
SICTT . 2024 4F, Gautam 55N B8] EE5%F TR — HuTHIAlA 45 50 2 RN B I8, 22T BECC Ml A
25 [ ABAR IR B TR B [FI4F, Ren &8 A 91 2 —FpBE T ECC ) LEO 5 MU M4 1) 22 A AIE T &, I3
ZYIERIN s TR 2 S 2 Py s, Tl AR 56 S T W) £ A I BR AR 2 M I % I, 2025 4F, Chang %5 A 2O 4
A =07 AUE PRI, S8 A RN o [ e e ESE L T - B sl TR R A ELAE.

(3) BT R A HIA R G FOEHEARBIUENLH]: % TERE 2 PR SCI SR S 2 H . 2022 4F,
Abdrabou %5 N 21 DL % B 8458 FIH 0 D R NHRFAE, 256 BB RIS 55 SCRF S AL (support vector machine,
SVM) HiA, #et—F LEO TEWIEZINIETTE. 2023 4, Soni 55 A 22 ¥ X Bt 5 R 584 HABE, f2H
TR 6G S 2 (I FELL DI B AAIE T 56, 2024 4F, Chen 25 A 23] JEF X HUBER R MG 7 2o b Ok ) TR 2 R
Gz @ s L, I A AR T 4 S8 v OAIE A A2 78 B 5 n B . 1 R A 1T Rl A AN 2 5 i)
R 2025 4F, Yan 55N\ P4 2 HIE T ZHRHERLEG S SVM 402810 LEO B EWELEINIE T %, H1Z 07 M DAL =
BRI A B T R4, Ramesh 58 A 291 £ W 35 TS AT VR4l (1) T B2 0006 0 £ o A UEATL 1), &5 6 e A e AT
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SM2 FUF A BRI T V5 HVAE PR, SEBL T ARG AR s ) 2 A6 AR 55

SR, X B A Ak i £ 20 2 4L I T T s 7702 PR 85 B 2 A 5 8 B G AR PR A A SR AL T A B, (H
i e THEIT A SN2 b BRI G XCHRBEICRAL ] D5 [ 7 (RIS S, vk A2 A2 s B B SN PR 75 5K BRI
IR E E 2 AR TERIE AR o, PTSEPEA L. (R, 7 BBt —Rh 2 A A By etk R4 (1 [l A% B % 22 42k
UETT 5, DMESRTT 2 R & f 2% 22 4= P

3 FREHAIAE: EDHOC-NTN

3.1 REHMSREER
3.1.1 EMRSEEREEM

4, LEO PR ML R ERRE L — RIS R RS 29, T LEAHE Erdistr, T2
54 TR 22 T B P S D He, TR B Bt R TR AR R B R RR SR AN SR, XM sl A S B 4 40 +h
FERLINS 18] 9 R AR 22 AR Ak, A4S % bl WML R B AT BT S 5 SRSl (RIS, B Akl o TR ki =l T 5 A 3 1
HPRAT V)30 5 TR

Fok, LEO TR 73 A h B0 38 B0, B2 I B BR (5 5 (R A RE B vl ik B A . KRB AR (5 5 58
5y R BN TR A OKFHRL 75507 FRL AR A AR 30, EAh, TR 2% BT I A e ok 2 e 1) P e 3640
FB, Blanidd KD AE ST DS E R, 1RSIk 27 KBE B g n 75 S5 T AR, Bk
] G MO R AE N DRI, S RS B A5 X 2% AT B, 2 [ B e BE 7 Y 2 A
17} [28]

FRR, LEO R ML AN S KEE B AR, 9o # 9ot 2 F et B3E 1 2614 29, BEQFRLT.
(1) BLAETEW 5T B EHEEER T I JCLAE 5 5w T i BRAT AL /AT SRS T (2) IR AL
s Bl 4 A\ Sty 5 1L T A5 DGk 2 [), B TR IR AE XU HEAT . (3) BB By ey B OO B ik vt B T %
P, AR R ABRR s . (4) SO : MU AR B R R IE T s Al (5 it DAPLHL R Gk
FREFRIBBLER . (5) # PARUWE5 B JCak 2 Bt ol g Bk vl A o U O R B, (6) BEIRFE R el Tl R IE K&
TEROE R, FER PR GHITHE A 5055 TR, 1R S5 H r

e, DR QAETHRRE) . RV S 58 55 7 T GRS 32 PR, 1 22 15 M T 190 2% ol oA ) o A S0 vl LA EL R
TR WS P, B &M% R 2 a7 RBOTRAS TR BRI, W5 5L T, SRR
Za SEBMNGRIM, WE—FRRAN 22 S AL,

3.1.2 ZE2EK, WHERLKLZLBF

o WM, NTN [LHERKEE T ORPE SN E L5 e BEVE, I RC o2 BE RS R R AD R L I IE I & 4 Hh iy
ZNFASTE, 7 B L IS R PSR TR S T B R, OGN, £ “DENBEEZER. 2L
Fuh R A EhIe B R AR E ST, 2N R SEIL LR 6 SRl (B B2 —
) BB B UIE. S R[] A% 22 4 R BL w55 T A% o DO I 56 X0 1) S AR DA IE I W R 2 i B 9, DA DR PR 2
A I AR 2 Ay LRSS S0l 7R SE I B0 IR R SR, B ORI N SR IR0, e R e 1 Pl

o WL, BT Bk 2 e R JATTR M Dolev-Yao AU B, R sUBRY b il 2 Ae g gl L 2L
B R A S, T VB e mih S 58 ST EHTIEAS . Bk, AT E A LUTRED.

(1) seafEhliBEEE: Weilr. 28, hid. EREESH T SRR E . T2 5 R 2% 2 AL 5 AR
[ERERSY

(2) B SR AR W bR B AR M P At B R B, R S TR B M R ((EEVE E R K
SRV B RF IR S5 L A B ).
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E E 1) Identity authentication i
! Base station(/D,;) <: 2) Key agreement I Core network gateway(/Dy;,,) :
| Key material(S, P,) [ i Key material(Sy Pp) |
: ' ! :
i i
E Satellite(/Dy,,) <.}-].‘j.e.'3‘JEY authentication P Gateway station(/D ;)

e A

1 EMRERERE.

Figure 1 Satellite-ground integrated security model.

(3) VTR ZYrRE Sy R TR Y ST BRER T T2 A) HL AT BE W IGAZ PR, Mt 3 ] R SE i A 3 o A5 3
AT, W B SRR 3 TR T 55 (1 2 RS B B 25 4, (H TG0 K BB SR A JTAR 25 4.

o A HER. BAVL G NTN EHUBER & B IF A TR PRS2 IR A4 &, HAE W U2 1H 2 8 25 B9 5
PBL ) NI 5 2 e A gy, S T BLUR 24 H AR,

M1. MENESZHDE: EHITE ARG, 5 INER SR 2 18] 26 0 BRI 7 5 0 1 EJ e, IR
P HH — MO T R ) 2 R 25 .

M2. LREEHT )5 5 ) 22 AP 1 ) 22 A VAR 02 B P 2 5 07 B SHAL R AE AR S I 220 e itk B, ok &
WICTEMR A HAE M BT RS AT UG 280, 5 ) A 4R 1 2 B X O 4R FE L H I S %08, ek
FIF EATHE SR 4 AT R SR 21l %5 4.

M3. FEAMIA: 7RSI SE RS, A5 XU ¥ RERE X 7 CIERTHE S B CA R 25 % 5.

M4. YRS R SRR AEREIE AT KR, BhE R NTN 385, H 2 e thah I sk i M
257 R

M5, HEAE M B kB R I RIS AN ARG AT R T R, SRR IE S 2 S A
Bz —NHM 2.

M6. HLAEHH R AT RS e e HE G EE (T, B, AR BIEAUT, PG iR 1k
i B 78 S A A ] — 7, (AR AE SRR LA IEAE S A3 B SR AT 8 15

M7. HEAE B8 B Bl TR A5 SEAR I KN FAH B A IR IE 5 2 A B R AT AR R, Wi ovk i zh th
B — M EE SR S 5 — 7 SE BGAE VML
3.2 HT CL-PKC HWZAH %1372

NG NTN 2 B g & BRI . 2 sl & SOE B B A im 8, A%t CL-PKC %8

MBI R TT SR %I7 B E A R L R R S O MM RS 5, BARRIDERON: (1) RGN,
(2) B K GIAE; (3) IAE LA A B SERE A RS

3.2.1 ARLGHREK

Z B e AT E AL - AR L (key generation center, KGC) 7E B ZRARAS T 58 k.

o ZHUEMN: MINLRESH k, KGC 11T WM ZHUE R EE IG(k), fith RESH (G1,G2,¢), Hh
G1, G2 BT NEREL ¢ BIINETEAREMIGEIEIATE, e : G1 x G1 — G2 N— XL AMEMLGS .

o BEYPIEM: KGC FENLEHE D EEW s € 27, TH ARG AY Pow = sP, Hh P32 G1 B9 MERUCT.

o WG BRI B FE: PRI AR A R AL H1 2 {0,1} — G1*, T S Wi 2T,

o 251 K KGC AT RASH params = (G1,G2, e, P, Pyuy, H1), I8 2477 A E £ 5 Ak
iz oMMk, F5%H s H KGC 485 R 17
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*x1 BRFEHS/HBEREEX.
Table 1 Cryptographic symbols/operations and their definitions.

Cryptographic symbols/operations Definition
Extract(salt, ikm) Hash-based key derivation function (HKDF)-extract operation.
Expand(prk, info, len) HKDF-expand operation.

The shared secret computed by ECDH from the on-board base station’s ephemeral private

G
Xy key (Gx) and the gateway’s ephemeral public key (Gy) (or vice versa).
The shared secret computed by ECDH from the on-board base station’s static private key
Gay ,
(G a) and the gateway’s ephemeral public key (Gy ).
The shared secret computed by ECDH from the gateway’s static private key (Gg) and the
Gex . .
on-board base station’s ephemeral public key (Gx).
TH> = H(message;) The transmission hash of message,.
THsz = H(THz || datag) The transmission hash of messages.

3.2.2 EHTAES A SUIE

KGC AR W 2% SR A il H 5 0 95 58 BI040 FAEH.

o ERARA L M T BN D HIE EIEVE KCGC W5 Quvp = H1(IDgyp) 1ENILERAH, HEifiit
A Dong = sQgnp. [FIFE, NHUEHZ LM M IDew £ Qaw M Daw = sQaw.

o EAIYR: WO RVIEI 2 A PATHRERS (WURSTRTTE Bl A He TN 70 K BN RSk,

o SLARIGIE: SRLEWR BB FAH G, RSEFAA A, DA WSE 1) KGC Mili. B IR I0IE S5
Danp = sQenp FE T OL. A5 ML, WIUE B R 2. b TR O X X DGR AT AR 7] PR 38 UE AR
3.2.3 HAPTEEHAXTER

& SEARMST AR R, HE SRS, TE e R AR E BB SRR R RN A L, RE R 4T
&R NTN WS

o VAR B LIS BN vonp € 2 NHMEME, I A7 ik T R F 22 b Hhm% 0 M
W% R AR B zaw.

o JE P SERENFAE:

PKgng = (XonB, YonB) = (ZenB - P, gNB - Poub), (SeNB = TeNB - DeNB)-
o M I5EHENFAEH:

PKew = (Xaw, Yaw) = (raw - P, zaw - Poub), (Saw = aw - Daw)-

3.3 NESBRERFEANETE

iR NTN [EAE4E BT G E SR E IR 7R, AN rdE EDHOC Pril B 347 74 .
#7728 SCRFIBAS AT B TR I A AT IR I DH L% 10, JFRAH B S AH S EAD SiE R
(3 B3EAT COSE %44 5405 84, J7 Rtk — 088 BEAP MEZRM RIS, A& sePlE Bt s « PR — {5k
— HUTHTAZ o P X 5 TR AR B4 0L ) U3 AAIE, IR AR HE 9 JE € 58 1T 1) 5 5 ) DR 3 1 T 2 TR 5 4.

FEFHE M, RH EDHOC METHOD = 3 #EAT S A UEAVE GH W RS, BIIEAS X7 ¥ SCRFiff A DH NIETT
3, WKl 2 frzs. EDHOC 1E—Mi 8 gHac 07 20, ER A 2 F2 2l 15 I o 75 08 B LA B WG AT 35 3¢,
PRI ABMSCR A EAP #0306 EDHOC V1 BT E4%. BARKIIE S B A b BURfR an Fprd: v 7 7 EHE
ML, TAVEH Pa M P REAN Pong M Pow. BT EMCH BT R BB RS2 5F 5 /AR E R 8 Lk 1 .
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Base station(Z/Dgyz)
Key material(S, P,)

Satellite(IDg,,)

EAP-Request/Identity

1

1
Core network gateway(/Dg,) |
Key material(Sz Pg) '

1

1

1

1

1

1

Gateway station(/Dgs)

EAP-Response/Identity

EAP-Request/EAP-Type=EAP-EDHOC

EAP-Response/EAP-Type=EAP-EDHOC
METHOD=2, SUITES,,G,C,,EAD,

EAP-Request/EAP-Type=EAP-EDHOC
G, ,Enc(C,,PK, .signature, .[EAD, )

1. Select the supported cipher suite;

2. Generate the temporary value Gy and compute the
DH temporary shared key ;

3. Calculate the signature, ,and encrypt the Plaintexty

1. Obtain the temporary public key G; , and derive the key on the
base station side;

2. Decrypt the ciphertext, verify the signature, and authenticate
the identity of the core network gateway.

3. Acquire the identity information of the gateway station and
verify the identity of the gateway station.

4. Generate theM4C; and encrypt the Plaintext;. EAP-Response/EAP-Type=EAP-EDHOC
AEAD(PK ,.MAC,.EAD; )

EAP-Response/EAP-Type=EAP-EDHOC

1. Decrypt the ciphertext;
2. Verify the M4¢; and authenticate the identity of the base station;

3. Check the satellite identity information and verify the legitimacy of the

satellite identity;
4. After successful verification, feed back a Success message;

Coptional) 4EAD(EAD,)

B 2 EDHOC-NTN RZE24HZEHTHmML.
Figure 2 EDHOC-NTN lightweight key exchange protocol.

FE 0 WEZROMMKXLIE EAP AIE. M QMM S NIIETS, FA2E EXuRIE—1 EAP-

Request/EAP-Type = EAP-EDHOC H E. Wi BAEN— Mok 8%, H T R4 EAP-EDHOC AEHFE.

H

>N

BT DO, BB — MRS ITHEATE RIS IR AT, B AR Rl i 2 Rl BT 4R % JF A% EDHOC

RIZE 1 A REE .
$] 1. 2 LREIAINH %% EDHOC #iaiHS.

(1) ¥ EME. Fu5A i — EDHOC #J4A7H 5 message,, B8 LA R RS
« METHOD: ##% 3, &7 ERIE DH #HAcH:.

o SUITES,: Juli AR B EIFIZR, R k.
o Gx: ZEVEAE MG DH A4,

o Cp: FEVEHIEREIRIRTT.

e EAD;: AMNARIRBUEHE.

(2) #HEEE KX BRI message, HEATHITE 3t HI X %K IR (concise binary object representation,
CBOR) %ifi, 334 EAP-Response i H, H EAP-Type FBHE & N EAP-EDHOC, B 5 Kik4A i

NCICES
ST 2. WERORMELIEEHES.
(1) MRS 5 KT b T A2 PR 9 S5 1 5

o HB EAP B3¢, XM#ATHE1T CBOR fi#9, 193] message;;

o M\ SUITES; "k #% X5 # S5 I i B4
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(2) HHIHSIRAE.
o WSRA IR DH % T

PRK32, derivation—ephemeral session foundation

IF message; exchange is completed THEN
shared_secret_ephemeral := ECDH(z, Gy ) = ECDH(y,Gx) = Gxy;
PRKj := Extract(salt = NULL, ikm = Gxvy);
State_Key := PRKae;

END IF

o I YRS =S4, KM S A T EDHOC-NTN JR4: 75 7 4E message, 0% 354

o HEYRAE: M4 EDHOC-NTN B2 HATAT7 3, IRAEH PRK 3020

o SEREVERSES: HuTHIAZ 0 M X OGS FH B B Il FASH 5 2 EIR I #8S DH AP EIL=%5 Gy, #M
AR BAERS MACs,.

messages encryption and authentication key derivation

IF State_Key == PRK2. AND generate message, THEN
Keystreamsy := Expand(PRKge, info = “EDHOC message, encryption”,len = len(Plaintexts));
Ciphertext, := Plaintexts @ Keystreams;
Saltseam := Expand(PRKae, info = THy || “salt for 3e2m”, len = hash_len);
shared_secret_static_ephemeral := ECDH(b,Gx ) = Gpx;
PRK3e2m := Extract(salt = Saltzeom, ikm = Gpy);
MACkKey, = Expand(PRK3ze2m, info = “MAC2 Key”,len = mac_key_len);
MAC; := MAC(MACKey, , THz || Ciphertext, || contexta);
State_Key := PRK3e2m;
END IF

(3) T4 S, HiTHIRZ Lo W X S 2% o S Kt , R EdE T

o Cr: HUTHIAZ Co I I G BT EEFE AR TRAT

o PKp: HUTHIAZ o0 0 G il L 1) 2 £H.

o MAC,: f#H] EDHOC-NTN {74 % 5Hxt B SC A il (171 2 36 e RS,

e EAD,: AMEFRBCEHR, BALFH 4507 M 5 S ub i) & 4 IDgss.

o fEFIA IR 2 URAE MR %51, K LR B s, £ % SC Ciphertext,.

(4) HALHKIK. K Ciphertext, SIEI A% Gy PHEM message,, #17 CBOR il )5, #3F] EAP-
Response/EAP-Type=EAP-EDHOC H, &% [A & b HEuh.

FR 3: 2 LEIEFE DM AHEE.

(1) RS 5% B B IENE B s

o X message, 1T CBOR fi#h5, 153 Gy 1 Ciphertexty;

o T F] E RIS RS AI R S I I A Gy, THELAS B [F] ) 3 55 4

o PAT 5 W DCAH [F] 1) 2 SR AR AR, 15 B 2 % 5.

(2) M55 S IRIIE.

o fERIGEKT DH JRAE H KI5 1A% Ciphertext,, B HHH Cr, Pg, MAC,, IDgs %%.

o HUTHIRZ O IR SC B B UIE. (1) ¥ IDgs $RALSS DA, Al HESEENEEEIIRY. BATE, LRI
Ze by As. (i) A AZ O R R SR BRI DH A ST E 5 S DH A, AR — st
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B, 4 LR AE MAC, HIATAME. SRRy, T 76 OGS 1 T A% < O I 55 FR) £ 3 DA

(3) A= BLHfIATH ..

o W H S HERES DH A4 MAC; il EAD; (MLANEH TR S35 B IDg., ), MR¥E EDHOC-NTN % 4HIRAE,
155 FH R BRE PRI N (authenticated encryption with associated data, AEAD) SHiZIN%, A2 #% 3L Ciphertext,.

o ff FHHBTAZ O 2K I IS DH A8 (Gy) 1A EEE H 5 14 DH A8, i8id EDHOC-NTN %8Ik
AREETHE AR B MAC.

messages encryption and authentication key derivation

IF State_Key == PRK3c2/m AND generate message; THEN
Saltesm := Expand(PRK3e2m, info = THs || “salt for 4e3m”,len = hash_len);
shared_secret_ephemeral_static := ECDH(a, Gy) = Gay;
PRK4e3m := Extract(salt = Saltgesm, ikm = Gay);
K3_IV3 := Expand(PRK4e3m, info = “K3\I'V3 derivation”,len = key_len + iv_len);
K3 := K3_IV3[0 : key_len];
1V3 := K3_IV3[key_len : key_len + iv_len];
Ciphertexts := AEAD_Encrypt(K3, V3, Plaintexts, associated_data = THs3);
MAC _Key; := Expand(PRK4e3m, info = “MAC3 Key”,len = mac_key_len);
MAC3 := MAC(MAC_Keys, TH3 || Ciphertexts || context3);
State_Key := PRKu4e3m;

END IF

HIR 4: HE O X ST EAIE.

(1) s S AE. MmO R S )T B

o [ FIURAEHIAH BB B ES Ciphertexts, 193] 2 ERIEHIAY] PKa 1 MACs;

o B I B IIE: SRIUE EIEuGHI AP, Bk MACs. SGUERLTY, MIBANE b Ikt Sy 532

(2) WRESEK. Z Uk, XA B AERRIISE M. BT ERAE T CATAE A R A — S i, AT T a4
15 BN A0 58 BEPE LR

Final session key derivation

IF State_Key == PRy4e3m AND mutual authentication is successful THEN
Session_.PRK := Expand(PRK3e2m, info = “Session Key derivation”, len = session_key_len);
APP _Key, := Expand(Session_.PRK, info = “Application Key 1”,len = key_len);
APP_Key, := Expand(Session-PRK, info = “Application Key 2”,len = key_len);
State_Key := Session_Established;

END IF

4 REMHH

4.1 BERXSH

FE R R AT IT I, FATKE LT 8 A T7 T P U B AT 22 4

(1) MEUERE G . A7 Sl DH 91 W A2 2 LBk w55 M A o X 4 O ) 28 Rl i I 36 2 41, F
URAE MR SRS TR AR B 9. LT AZ Co P90 DX S A T i A5 A B 5 i I 8 91 25 R MAAC, i DHJRAE S5 9102 7
B B A AR [R] e i 2 PR A U, T DL SR A PIIGIETH B R UR. [RIRE, 1M 50 e B ot A B BIE T B E
feh, SEPURT A EANEE.
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*2 MUHIREMILE.

Table 2 Comparison of the security of various protocols.

Gautam et al. (18] Chang et al. 29 Liu et al. 171 Guo et al. 161 IPsec®]  Our protocol

Mutual authentication

Yes Yes Yes Yes Yes Yes
and key agreement
Forward secrecy Yes Yes Yes Yes Yes Yes
Backward secrecy Yes Yes Yes Yes Yes Yes
Key confirmation No No No No Yes Yes
Scalability and flexibility No No No No Yes Yes
Resistance to replay attacks Yes Yes Yes Yes Yes Yes
Resist t -in-the-middl
esistance to man-m-the-middie Yes Yes Yes Yes Yes Yes
attacks

Resistance to impersonation

Yes Yes Yes Yes Yes Yes

attacks

(2) B2 4. AMUCRA ECDH A HAL ], 2 il % 91 XU g 2 51T 545 2 A 3L R R A K.
BIMEE A o 3 A AR SRR e i g A% - DO 9 G AR ST A RA B, ER T 020 P 5 b T 2 0 6 P P i P 3
R, BT AR I SIS A, A RIS AT A A

(3) Jal . AMEh, FHR IR RIS KIGR DH %51 (Gx, Gy), HE ISR EA
RIK. BRI, RIS — o 1d % Ptk BR , Mok & oV U HEEAROR 20k BB B, DRI PSR 46 58 26 /5 1) 22 AR

(4) N, AP, B RIS message, JFIIER MAC Ji5, AMXAE TS BN L T 0 4 10 5% 1
WIE, 38 AT B A A O R I 56 2 IE 55 L 3L = 5 ) RAERAHIEEY, 4 a4 T @i 55 uE ) MAC.
[V, A% o W 100 S0 2 b Bkl e i B AR, SIS L AR R .

(5) Al JENES RAEVE. Suites; 28I RFEAE XU i 8 FH (K0 S B 5005, A P B2 P BCRT & BC AN [R] 2 4 75 3K
SUF RS, HAEARRSEEEIKNE T I 15N, EAD, 5 EAD, FBOATHRHE T i RIETE, SKREA
BRI OEIZ AR AT T, a0 N EE R (TR BRI S 0y), B 7)o 38 o il N 2 % B2 Ml
ZRH4.

(6) FPTHE BT, PrlAERR ORI B 5 R AR A B I iy A 81, Bt &5 ESIH A 41, ¥ 2 8 5
WM, BT B IR AR S AR A S AR R R, MM SCEIE AR IRAT (Cr, Cr) SR8 AIEIE K500 5, AT
FAT TH RV B A0 2 3 00 At B e R 2 94646, BEA1, message, 5 message; FIIEIE & MAC &t
%5 e R, BN B TGVE I e B IR, B P A R PSR A P E T e

(7) FHTH AT, PECRA METHOD = 3 (2 DH i), 385007 8 o K17 A8 5 0 52 S A,
JE b v 5 M T A% Lo 19X I SR oL B8 TE S 7 A BN B A S R G B AR AR 7 AAE, BETE AR
A R o S IR S SR, e il AT R SRR A A5 44 B MAC, #80E SIE it A) N B

(8) MEPUEE Beakr. — Iy, Moo AN AR R E Il st i i O X 0 50 (g S A, BV ZE A% MAC,
BEMTCR BAE— SR B 3 53— 7, W R 5E RS 05 B40E 2 EAD, 5 EAD, 7B, Hixety
Bz e B AR, A Bl X AN 7B, 22 53 EAD WA SIIERFEA —2, B0 /a0 HE 4.

MF 2 (22 Ve B RORTE, AR SCR R A P SUAE 22 42 MR RO BT T A0 T e fhxt EE WM. AT &, A
AR Y E S B B F) 224 Ja 24, PTGt . e Nl SR B Bl S5 R A 2 4
Thk, BHHH Gautam 55 A Chang 55 A\ Liu % A\ Guo % NS M ATEk Z 19 B4 A <Rl 4 @5 R
Y. PRIk, A AESR G LA th e LR BB, JCHAEH RS YIS nI (S RS R gl i R 5 TR IR .
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4.2 ROR &EEISHh

ROR (real-or-random) %2457 43 Bt S B At 2% v F T IR UEXTFR NS . AEAD S8 50y O 5% M e AL I B AEE
2R, g0 JBE e o B Ak 1 T A8 B AR L SR R A B B SO A B L A R, TR SR T X
A 78 2 TN 8] Y, 50T BB X 2 A 3502 T 2% 1) (&l 1 0), WHIE BT 50200 2 ROR 4@ 1, REeHidi
SIS S TR Y. A5 ] ROR, BUIA EDHOCNTN 48 R4 5 s B M ST LB . i
T 4 HAE T Bl IR 110 (g RPN ) 2 L IESRIE Ty (b REREIESEBIA ) f3
KIGSM 118, (s ABAE RIS g5 ) PR 0L, (¢ £ TESHHRT). KGC Z2rEME =77, {UKH RS
WA 5% 73 KR T, A2 5 LI RE.

FRWCIRZSTE X . 4 S W 21 e 4 WU BRI d s ik, HIHWOR B R A 85 T B E 7 2 1l 2T
BEANFLIRAS.

(1) Mhyp: UL Ty, KIEH) message, J&, % AEAD, $1E MAC,, % IDgs 2 S EEAESIERT.

(2) I w: B HgNB KIEH] messages J&, % AEAD, KiiE MACs, £036 1D 2 S ESIEFIZRH.

(3) Igg /I, FRSCRIBR SEGI B B AR 3018 3K, I B EETINE 5.

BCXTE X Ty A1 TN HPKHE 75 R A2 20T 261

(1) BT IRE TSRS

(2) FERCU A S AIE: WS IE T JE 0 A FHIGIE MACs, kit X e AEHIUE MAC,, I H 9k S 4, B
IDgs, IDsa ETHE K AI{FE 513K TrustList .

(3) RUJ5 Wi ) 2> U B 7 4 — 8, HEH A SEG) 5 Herp— 05 T2 B R R

B E M.

(1) AT 24 37 Mhyg A Ty, ALK IEE AR Reveal A ITHER, RIE XS KR 5 a3t %, 1%
ST AR b

(2) JEIA) %A AR RS TE IR I 25 B0 AR B R, RI(E AT 2 1& Mt 5, AR im0 a3 .

(3) B HE bRUE: Bl i)t S PR MR, BT I I /25 SR A T iz 2.

KHEZERENENX. #T Dolev-Yao BB, Kidi#E A H&LITRE

(1) Execute(I1gy, Mong, Mg, Tk, ): BINrMIZE{5IE, FREL message,, message,, message; 7€ %A% f L.

(2) Send(IT%, m): [ HARSHGN AL D& I S m, FHFHRBO N H .

(3) Reveal(Héw,HgNB): RECY AT 2216 2 15 24 SK.

(4) RevealCurrent (I, Iyp): DL FE AT 1% SK, A LS A G S AR & i B

(5) Corrupt g (Moyp): fMFRIER, SRIILA I Donp s MHAE 2onp KRGS

(6) Corruptgy (I ): FIRMR, SR FAH Dow BEE zow KRFESHL

(7) Corrupts sas (s /My, ): IREUE Sk / T B 5 3 b5 1R SAFAES 3K TrustList.

(8) Hash(z): [AIMa7 TS MR AL EAMA o, ZREOW NS 75 {8 Hash(z), HIT 20 54K e A Wk 48 24610k O
T S S A A R

(9) Test(Iyy, Myp): BIEATEET b, 24 b= 0 IR A5 SK SR AIBENLTF7H, 24 b = 1 IR A5 SK,
PLICIG IR 224

REMBIEN. Biti#E A %0 BARRIX S SK H5HENLTAF 8, Wakah Rt fR e M5 % o'
WP Rzl E UN

AdvaEA = |2Pr [ = b] — 1] (1)
FAdvEEA e (Hrf e N ZBG/NERD), MR PMULE ROR B Tl 5 e 4, BRI BT 24

HJa A% a)g k.
EE5IERRETE.
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EN1 Bl A 2T ¢ WIBAT, o N Send EREL, ¢, N Hash EHIREL, AdvECPHE(1) S A
fifttk ECDH [fl IS, [Hash| VS A BRI IK, negl(N) L ESH N HIRT 2SR A, MBI 2 a3 IR
i

2
AdvARA (1) < 2AdvECPH 9h ds
vp (1) VAT Tash] T TTrustiisy

MERR %€ X SUC, N A 7E Gamek WX b ISEAE, Pr[SUC,] NiZFHE KRR, Wiz P i insed #
77, Z9 b JHL X A8 R 2 1Y) 52

Game0: HSEXEY R, A APATAEFE W), (OESFEVRE X 73 SK 5P . s 24 m)E X
CIES;

+ negl()). (2)

AdvEA = |2Pr [SUC,] — 1. (3)

Gamel: ¥SiI Execute &), A BT EIVT T S1EH R, H message; /o3 HRIAZ OB R (Anim e FAEH . 2
IR (%) BB ABAD NS MAC $R0k4 19", (L5% f B10F SR R4 54 i SK. Dk, 34
H A R MR AR R A 384k

Pr [SUC,] = Pr[SUC,]. (4)

Game2: ¥ Send 5 Hash Bif]. A KL FIEB, HPAT Hash i) 2260 F RIS A M. Prilcmid iz
BFRRAT (Cr/Cr)~ W TEIEL S MAC R4 H S 5 40l Sk, AR AR H T8, ie 7l a2 H PRy

2
ap

P -P < .

[Pr[SUCs] — Pr[SUCH]| < gt (5)

Game3: 7RI Corrupt,ng T, A fiZRFW G, FTSRDOLKIIFAY] (Dgnp, zonp), HETHEY] SK HilmH
DH L2349 Gy IRATIK, Wi TR ECDH A4 REIREL G xy, BEMHES: SK. HIt

|Pr[SUCs] — Pr[SUC,]| < AdvEPH(¢). (6)

BED BRI 1 PR 1] 22 4, BIME Sl A S RA Bt e, ek U5 JE ik 17 S 2 T Y SK.
Gamed: ¥sJ0 Corrupteyw A, A 3R HFSRPOLKIAFAH G, V5T AE ECDH jn) @A BefE 3 2218 %5 4H
SK, #t— bl 1 A % A AR

|Pr[SUC,] — Pr[SUC;]| < AdvEPH(1). (7)

Game5: ¥l Corruptas/sae 1. A SKEL TrustList J&, 2210 hi& IDgs/IDsa 25 AE, H DRI T
i 22k B S TrustList U EL{E, B

qs
_ ST
[Pr[SUCs] — Pr[SUCJ| < | TrustList| ?
Game6: ¥l RevealCurrent 2. A 5% 77 2 1& 1 SK, (EPM TR RHR 1 A s B IR DH %

PIX (Gx /Gy ), RKZTEH SK HFT I 2 I IRAE, 52407 SK AR £ o0k, Bl oikifid 2417 SK
HEFRREZIN Gxy SR AAY, Kt

|[Pr[SUCg] — Pr[SUCs]| < negl()). (9)

BED BRISAIE T PSR e R 22 4, B 2 0 8 G e A S M R R 2 ) 2 A
£ Game6 H1, A CHRPIA W RERIICERE ) (B30 Dhid . SRS M AT 2 1h 5 5]), RAAME Rk
it fe, HAERT b MR QOYRENURT IR S5 R, B Pr[SUC] = 1/2.
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WRAE = A ATER, KBk 8] LR Z B e 1S

|Pr[SUC,] — 1/2] < [Pr[SUC4] — Pr[SUC]| + |Pr[SUC,] — Pr[SUC,]|
+ |Pr[SUC3] — Pr[SUCy]| 4 [Pr[SUC,] — Pr[SUC3]| (10)
+ [P [SUCs] — Pr [SUCy]| + |Pr [SUCs] — Pr [SUCs]] .

B (4)~(9) BIERZE ERAAA (10), HEE T Pr[SUC,] = Pr[SUC,), Al 5

1 qi ECDH da
Pr[SUCq] — =| < =2 2Ad t) + — 1(\).
il o 2’ 2|Hash| * vas O+ | TrustList| +negl(3)

HF Advp™ = [2Pr[SUC] — 1| = 2 [Pr[SUC,] — 1|, itk

2
AdvAKA < 2AdvBCPH(4) | ‘H‘Z; t ITmZ:LiSﬂ + 2negl()).

H1T negl(\) NP ZBE R AL, 2negl(N) 59 7] Z0& B4, W& 30N negl(N). 2k, EHE 1 433E.

EDHOC-NTN Wy b e & Ar R B, Hozg M mTHS58 4 M B CBA 200 22 e ml: B3 R At 1) %2
VT ECDH [nl @7E TH 5 R % 4T 32 8 Ot B8 77 el HURESE e A R BUOR I SR B 3 AN T B 78
HETE S SZI MRS 513 (TrustList) SCI; 1705 7] 22 4P ) B BR R 2 08 O AR BRI B 25 ST R R,
F ROR ML RALIE I Bon, W R 2 03 B A AdvpRA i BRI ILEZR, BTl kT %
ESHN ] ZRS R R, APHXAE ROR BN BAIE B [R5 208 L4, iM% e 5 R M%Z4e, RS
PEHOHCAEGINT « Y B SR, S e KR ER J o 2 g g2 S5 b, & T B =S hih 5 %
TR HRCRFAE 1 2 Hh fb & [R5 B 2 22 43 5.

4.3 ERWHIIETEDHh

Scyther #&—FhFET I A TTVE M) 22 A P ICIE TR, #00AF 22 T 50022, B 3R E s i
AT, BN AT BEAFAE Bk 2k 32 Scyther Y22 B 37 E 4 ML) Dolev-Yao Bl 2 |,
BOABGE R E @ E 51, AR T F0H 2, At B oEi il B, (2 iEmR S 2 HE A S . 18
Scyther T-HH, RHALEII L&A IES (security protocol description language, SPDL), #h3G@E i —2H 1]
THE “fte” SRR, MM —MMS 5. MO mE s e, Bl ORIz M B w
T A BB S AT 7 A Bk N 2. e A AE RNt S BT B E ) B s, Hh A 4 BE W % s
JEVE: Secret, Alive, Weakagree, Niagree/Nisynch. Scyther % 4Eor#r4h R 3 Fros, A MmN B 42 4
JEPEIRAEIY BoR “No attacks”, IXEME 2 _F R 5 HUTHZ O W I A SEIL | 235 IR, FZE RS
Pt 2 nT PR ELR, IR R T IS 5 07 Z ISR GE ST B R, sef R 8 Sk« A i) N2t e ik
B35 .

5 MRESHR

AR ST Al ST THEITA 3 A5 AT B o B AT VER I PERE 70, IR 5 Al P SG2EAT
XFEE AT, XS e A R b, ASCERRAE SR Ry N, BIEAE N AR RS 5T O R X S 3EAT 5
B VEFIZE PR
5.1 [5<L7H

BAUHNE TR EL R 3 P, AE TP ROEUE X ELAT ELE H, Chang 48 A 201 R T 5 (N +3)
AT HA P, RBEAE T HRA T REEVOENLR], R XS — 4L (E SeR HAT & IAE S S 9, A
RIEFEAR T H2  R AR LM K IE 2 0H. 2R, Guo 55 A DO TPsec [P Sz A B4 SR I SEEAA 2 18] ) 45
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* Scyther results : verify X

Claim Status Comments

zuwang BS zuwang,BS1 Secret KDF(KDF(G(xy))) ©% Verified No attacks.

zuwang,BS2  Alive Ok Verified No attacks.
zuwang,BS3  Weakagree Ok Verified No attacks.
zuwang,BS4  Niagree Ok Verified No attacks.
zuwang,BS5  Nisynch Ok Verified No attacks.

GW zuwang,GW1 Secret KDF(KDF(G(xy))) ©% Verified No attacks.

zuwang,GW2 Alive Ok Verified No attacks.
zuwang,GW3 Weakagree Ok Verified No attacks.
zuwang,GW4 Niagree Ok Verified No attacks.
zuwang,GW5 Nisynch Ok Verified No attacks.

Done.

E 3 (M%EhFE) Scyther WELER.

Figure 3 (Color online) Scyther verification results.

&3 MUKIESTFHIILL.

Table 3 Comparison of signaling overhead of different protocols.

Gautam et al. [18] Chang et al. [20] Liu et al. [17] Guo et al. [16] IPsec [5] Our protocol

Signaling overhead 2N N +3 2N 4N 4N 3N

REAEA A TR, T MBI N REB AR K, 45059 AN, AN 13 3N, Gautam %A 0
A0 Lin 250 07 TR (U 2 0 &SI . (BRSP4 IR S T AR, S T
S T A I LTS A, TS U LA VERRER S0 5 45 W AL 55 & TP AL T o8k
¥, TR T EDHOC WIEHERE, MR BB TFRLRE, R4 600 SR AT 0 % AR Z 975 T
T

5.2 Thoa T

7 GE A NPT — UGNIE S S B DGR b, P 5 2 P R 7 1 . DG — USSR Uil
5 AR S TT SR SE TR, A SCIRAE NIST #niE B3 MUE Y 128 AL 2R, XUl s K 2K S 50K
FEVEUR R HEALIRE: S AR IR EE DY 16 779, XS MRS /s i S« AR BCEHE EAD IR 16 5
T WA BB A D 32 T, BEALE WRIR th 2k mORIE A R Oy 32 7 I TRIER. SRS EAF IR SUITES
R EER O 4 7711 R EEARRAT Cr/Cr BIKEEDY 2 7711, HJUBZHOKREED 40 715, PRt 5 HAh pil
R SET AR I B 4 o, JF HIE 4 EOHUERS T & A A TE SR SRS 1Y 5 00 T 1 98 0148 324k
&

HI TR IR R, DAASSCR§2 i oSO Bl BEAT A 4. AT EDHOC-NTN H 3 2% 3278 8 1A R iZ 1
BEAT EINTHE (RS 0 BT EOTE): HE 1 BE TR BB AP ERARRFFMAMEIRAL
Hodle, IETF 55 T IR 2 WA WIRT I A SRS (NS IEEAR IR A8 MAC RAMEREAEHE),
it 162 75 WA 3 BEMEEA (NE A MAC RAMBEAEE), it 128 775, RiFEIFEN 345N
FA (RVOAESLARRI R V). Chang %A 2O (7 SR DR G — ek N AT R A AIESS 4 28 T
uli, HOT A& TR 5 b 2 18] A [ 52 15 23 20 LAZBE N Ze MBS K B0 Guo S5 161 Liu &8 A 17 ik
TR B S PR A e A B BRI A AR R R, S EUR A TE T ECR, 209308 468N, 340N M
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x4 MURYE LI HIIEL.

Table 4 Comparison of bandwidth overhead of different protocols.

Gautam et al. [18] Chang et al. [20] Liu et al. [17] Guo et al. [16] IPsec [7] Our protocol
Bandwidth overhead 248N 242N + 152 340N 468N 592N 345N
10°
10° £
w
3 £
=4 <
. F
=100k =
= 10 =
= 2 10?
: E
3 « / — ® - Gautam et al. £ - ® - Gautam et al.
= S
= Chang et al. g Chang et al.
= —4—- Liu et al. 2 — 4 Liuetal.
= ' 2
£ 10° --v--Guo et al. £ v Guoetal.
N IPsec SRTI IPsec
—<¢— Our protocol ; —<¢— Our protocol
M 1 " 1 s 1 N L 3 1 " 1 " 1 " 1 n 1 " 1
0 20 40 60 80 100 0 20 40 60 80 100
The number of authenticated entities / N The number of authenticated entities / N
E 4 FEFHEEIEHETUIILL. & 5 HEFHEMESAKE T,
Figure 4 Comparison of bandwidth overhead with varying Figure 5 Comparison of computational overhead with varying
numbers of entities. numbers of entities.

Gautam 55N U81 [P 80K 27 1) T8 S A7 B 4 o4 8] 58 K FE G 75 8, 72 DA UE S 2 A AU A% i b i A (1T
SERE TR R fth 22 A BH BRI A6 A AR EICHE, AT 2 2 FRAIS 1 B IR IR A 46 v 47 Bk 5 2 51 W v T 5 A o ) s ==
KATE 248N, TPsec ) A it I FLIE I 22 4 B, BTN T e ik 5 REE, R E LS TR Z . MR NE
TR I B TUAR R, BIFEIL 592N 775, ACHEH EDHOC-NTN RH %% 1) CBOR Jwht 5 4%
AT 451, TR B 2GRS B A A ik, AT RIERRAS 1 E 5 A 8 T8, 5 Psec AHEL, AWMNLRE
WUk 20 41.7% KT TETH FE.
5.3 TEFH

76 NTN B [F 455 28 22 A AE g st YRR A2 T O 32 B HR I A IE 5 Thasn~ WAIE Hh 22 i ofe
FEIIZHE Tou, Taaas SFEIREIZH Tone, Taees BHMBBIEH Tug, Toer~ BHIRAERE Tiar. BTIE
YT S B L, TR A A DIFE b ER e 0 A IR, 8 R RE S — e R R E g EE. SR,
b DEBARMKE, A Rr) TR %] iR & TR EERE ), R B BB R R, Fi,
T S A FRATT TR R UGIEATL ) 0 5& PR e, AT FE & 1 — M0, L 92 23 (45 B R 2% 1 IR
5. BART S, AV S EREA R TE EALEEAT I G G R F TR, — S 4N Intel(R)
Core(TM)m3-6Y30 CPU @0.9 GHz fE AR IFEZIR AR (L), 55— G AE N Core(TM) i7-7500U CPU @2.70
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Table 5 Computational overhead (us) of various cryptographic operations.

Thash Tmul Tadd Tenc Tdec def Tsig Tver
Satellite (base station) 2.39 1.00 x 103 2.53 8.97 0.08 2.42 1.20 x 103 0.81 x 103
Core network gateway 1.21 0.52 x 103 1.39 5.32 0.03 1.23 0.73 x 103 0.44 x 103

UCREIN e AR 6 h 2 s SR 5, AR PN G B AR RAREZ M. Rk, £ 5 o, BAl1G— R I iUE T
AR BT, AR TT SASTE N PR B LA 28 IR

AT TR MR, FATEL Gautam 55 A M8, Chang S5 201 v i BORBIHEAT /o 21: 230K (18] th, N AN T2
[ e A 2 T 2 R AUE B BUR AR Y, 58 R TRV M GIE R #EAT 15N RIS 6N AR dh 2% P1afeis. 18
Chang 5 A 200 #piftrh, N AN Pl i T2 58 B S T R OIE S5 S S R R I, v SR T84T 5V DX B it 2%
YL, SN RIS A B AN 4 JOWRE th % 91k, DEFRHEAT 4 DR th 265 91301k, 3 IXIe i S 2 Ik
A1 f 2 B NI, Mo 7 HEAT 2N RIS 5, 3N IRMRIR ih 25 P1aR%, 2N CEIIRAE, N inEis
AN KBS AR IPsec fETHEITH_ BB 2Z PG, BARTHEITH IPse [ 6.24N s Jl/b EA LA
459N s, PR T 26.4% MITHEIEFE. EEFEFZTE IPsec 1, PEM T HAT SN2 4 5505 4850E, B2
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Table 6 Comparison of computational overhead of various protocols.

Protocol Satellite (base station) /user Core network gateway/ Total computational
ground control center overhead (ms)
Gautam et al. 18] N(15Thash + 6Tmul) None 6.04N
Chang et al, 200 NOTmu & 5Thash + 4Taaa) +4Tmur (4 gy N Ly N 8T 10.67N + 6.62
3Thash + 2Taad
Liu et al. [17] N(3Thash + 5Tmul + 2Twad + Tenc) N(3Thash + 5Tmul + 2Thad + Thec) 7.63N
Guo et al. [16] N(9Thash + 10T + 7Taad) N (4Thash + 5Tmul + 3Taad) 12.65N
IPsec %] N (2Tt + Ticat + Tene + Taee N(2Tmu + Tkas + Tenc + Taec + Tsig + Tver) 6.24N
+Tig + Tver)
Our protocol N (2Thash + 3Tmul + Tkatr + Tenc + Taec) N (2Thash + 3Tmul + 2Tkar + Tenc + Tdec) 4.59N
xR7 EMMNREEEZEIFEILL.
Table 7 Comparison of security connection setup delay of different protocols.
Protocol Tproc (ms) M Tprop (ms) Tiotal (ms)
Gautam et al. [18] 6.04 2 10.0 16.04
Chang et al. [20] 17.29 4 10.0 27.29
Liu et al. [17) 7.63 2 10.0 17.63
Guo et al. [16] 12.65 4 20.0 32.65
IPsec [%] 6.24 4 20.0 26.24
Our protocol 4.59 3 15.0 19.59
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Table 8 Comparison of authentication success probability of different protocols under different bit error rates.

Protocol Liotar (bits) p=1x10"6 p=1x10"° p=1x10"4 p=5x10"4 p=1x10"3
Gautam et al. (18] 1984 99.80% 98.04% 82.00% 37.08% 13.75%
Chang et al. [20] 3152 99.69% 96.90% 72.96% 20.68% 4.28%
Liu et al. [17] 2720 99.73% 97.32% 76.19% 25.67% 6.59%
Guo et al. [16] 3744 99.63% 96.33% 68.77% 15.38% 2.37%
IPsec 9] 4736 99.53% 95.37% 62.28% 9.37% 0.88%
Our protocol 2760 99.72% 97.28% 75.88% 25.16% 6.33%

6.4 HHEAESEFHIE

T 24 B AR MR 6 K . M P R | BB 4B S 2y
ASHE (b)) BOMIES S MR ESERYE. T RIS NTN 6B R AP 24 UG E B L SR B
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EH R EE TS, EIREARHE T, Gautam % AR REILRM, AWILS Lin BAKTEISIH
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Table 9 Comparison of handshake success rate of different protocols under different link packet loss rates.

Protocol Lavg (bits) Prer =0.1% Pt = 1% Prer = 5% Prot = 10%
Gautam et al. [18] 992 99.75% 97.54% 88.06% 77.00%
Chang et al. [20] 788 99.61% 96.12% 81.70% 66.02%
Liu et al. 17] 1360 99.66% 96.64% 84.00% 69.90%
Guo et al. [16] 936 99.53% 95.41% 78.66% 61.08%
IPsec 9] 1184 99.41% 94.22% 73.81% 53.61%
Our protocol 920 99.66% 96.59% 83.78% 69.54%
6.6 HHE

FERE L 2 R A, BRI RS S B B Throughput BRI EEAR4 P 32, FARHIT- gt Eom) 22 4
(¥ Padhye #84REE B, Hh, Y P BN BE D230 BRI, FRnk s nlim BlRoR N
MSS - Wmax
RTIT - /Pt

AR ZE RTT FEAREYEAL R L (2r) A ER G0 AN BRI 2 (R 5 B0 I N 2 / 2%« B
PR AL TR, SAF AT, ALENEZ/NT LEO 5t AL ZE. Rk, #f0 gb PRI %E o] 4 200, RTT it
A RTT ~ 27 = 10.00 ms. Mk, B Pror = 1%, S RAEHIER TG MSS = 1460 bytes, B KAHZEE 11 Wiax = 10, 1t
AT ELR A& Throughput 2974 2.29 Mbps. BAE N & MAEAR RV BEL 6 4F T B S BIR, sSehrfnt g
PISCERAN TS « T ZE 428 1) SR 55 P 22 .

FIR NTN LRI IE 7 A2 PR ek i AR AR, &P sCAE AR [ 0382 26 4 R R B Atk & E R AR
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N RTEE AR LD T R RS B B S A R TR (2) SEAREIR SO R 4 JBOR T AR
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B S 2 IR T
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7 BERE
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PR BBE 5 4 T A 0o P90 D S ] B 1 RO IE 5 B 915 Bk, FFARIE EAP HEZUSRRRZ USRI, % a5, i id
AR A M S AL, IEWIZ 5 SR8 2 My, B Bm i 2 aom i TERED T, AE2 . W 51T
TP 3 DNYEEEVHL, RJHAERCR G e 2 8BS T RAF-T7. Hik, A7 REREEMN NTN [BI4LEEH =)
& BIESZIRIFRE R, GREN T IPsec SHAEGTIMAEZIZ R PRI, AR TR RET LEO B2 M4
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2 AL,
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EDHOC-NTN: a lightweight authentication and satellite-terrestrial
integrated backhaul security protocol design based on CL-PKC

Meiling CHEN'", Jin CAO?, Yuanyuan YANG?, Haitao DU!, Lingling SUN!, Xiaoting HUANG! & Li SU*

1. China Mobile Research Institute, Beijing 100053, China
2. School of Cyber Engineering, Xidian University, Xi’an 710126, China
* Corresponding author. E-mail: chenmeiling@chinamobile.com

Abstract The 3GPP-standardized non-terrestrial network (NTN) serves as a critical enabler for 6G integrated space-air-
ground architectures, providing global coverage, low-latency connectivity, and multi-scenario adaptability through satellite-
based base stations. However, due to the characteristics of intermittent connectivity, high propagation delay, and dynamic
changes in network topology of the NTN satellite-ground backhaul links, the current Internet protocol security (IPSec)
solution adopted by 3GPP terrestrial networks, which has defected such as multiple interaction rounds, high latency, and
severe reliance on IP addresses for identity authentication, is not suitable for the current satellite high-speed mobile scenarios.
To address this issue, this paper introduces EDHOC-NTN, a key exchange and authentication protocol that integrates
certificateless public-key cryptography (CL-PKC) with the lightweight authenticated key agreement protocol EDHOC
(ephemeral Diffie-Hellman over COSE). Our proposed protocol, while ensuring the security of the return link, achieves
the integration of low overhead, low latency and strong security. Heuristic analysis and formal security verification confirm
that the protocol resists replay, man-in-the-middle, and impersonation attacks. Performance evaluation and simulation
results show that our proposed protocol can save 41.7% of the bandwidth consumption and 26.4% of the computing cost
compared to the standard IPSec protocol, making it more suitable for resource-constrained satellite-ground integrated network

environments.

Keywords NTN, backhaul security, EDHOC, security authentication, base station onboard satellite



