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(—1 Source code )_\ /—1 Decompiled code )_\
int Fibonacci(int param_1) {

int ivari;
int ivar2;

// Calculate fibonacci numbers.
int Fibon(int number){
if (number == 1 || number == 2) {
return 1;
} else{
return Fibon(number - 1) +
Fibon(number - 2);
}
} }

\ J K}r‘etur‘n ivar2 j

1 RERBERFFRENLREE, RFEFEIES EEWITFERRPEARKENEEE.
Figure 1 An illustration comparing source code and decompiled code, clearly showing that the latter is likely to disrupt
the watermark format present in the source code.

if ((param_1 == 1) || (param_1 == 2)) {
ivar2 = 1;

} else {
ivarl = Fibonacci(param_1 + -1);
ivar2 = Fibonacci(param_1 + -2);
ivar2 = ivar2 + ivari;

FERE E 57 T RGO (EARRS X R 5110 . S B bA R R IR I A R A AT, (A5 3RA 1A 7873
B P O AR S SERF PO T 10 22 AR HH e 1)
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ERs, 5 E B L il N BEATLACRD P B KR FE2 S AL 3 IS, T e 2 S 25 PRI ARS A mT B 1 L T 4 1k
ANThBE— 2k, ARIF R SRR o T BB K BB EE S, T 4 FR0 L P A7 B B LI,
HIABORAFAE NG BRI, (EAFAEAN R 5T R BN Fa e Aa] 5.
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F WS, BAARRIUNF R R B E a4 S5 B R A R IR Ik, &g
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BRI R R, AR e R R R & A5 S g 1F L RLAE B S A G O ARG, B — 2D ORI
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AR R K BN 5T AR FU A E E DTk
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Question

bool check list_value(const std::vector<int>& |, int t)
"""Return true if all numbers in the list
| are below threshold t.

(a) Solution (b) KGW, Strong watermark
for (int elem : 1) { for (intk:1){
if (elem >=1){ if (t<=Kk){
return False; break;
_ }
return True; return True;
} }
(c) KGW, Weak watermark (d) SWEET Selective watermarking
for (int elem : 1) { for (intk:1){
if (elem >=1t) { if (t <=k){
return False return false;
1
: J
return True return true;
1 1
J J
(e) DeMark(ours)
retu :‘:'1'S‘i;:?::aI;:‘f(ffst,b if:’;(),. list.end(), [threshold](int value) {

1;

2 (MEMZE) KGW €, SWEET ! SAMRAENRESR. BIABKRE), FEIFE (b, c, d) FRIKED
M FRIXELSHE, AARNBEF AT RIHRX LSRR, (a) EWMEI; (b) KGW (GR/KED); (c) KGW
(837KEM); (d) SWEET (i£#F147KED); (e) DeMark (ARXF53E).

Figure 2 (Color online) Simplified comparison of KGW (6], SWEET ¥, and our watermark-removal attack. The green
annotations (b, ¢, d) denote the key tokens required for watermark detection; our attack eliminates these highlighted tokens
entirely in this illustrative example. (a) Solution; (b) KGW (strong watermark); (c¢) KGW (weak watermark); (d) SWEET
(selective watermarking); (e) DeMark (ours).

(3) ARG IT R A TH ) S50, B9AE T DeMark £ BUAT /K N7 VB0 (A7 %k, Herbr, Unigram
IKENTTVEAE DeMark Bifi N AUROC BB H] T 54.96% M T FEA, BRI ) /K BN e
WTC SR 1 H LA

ASCHIER 2 TN TR AR, 55 3 WA VA SOKEIMd 7%, 5 4 TSR E . Sk
GUOR RO ER I T SEHE, 55 5 TR IEAVERN I8, 5 6 T ARRTASCHY S SRR AR TAE R E.

2 MxI{E

2.1  KIRBKENFAR

KRB F M (LLM) 7K EIHOR 32 S0 A SO A ol At I W RN B (5 5, B FERAIE i H SO
o P ) B, SEEBISRT PAY 2 R U ) 5 18 9 AN Z80kar ) D1 ~14) 7 Ax 22 KRR K BT v, RAIRHR R 2
— & Aaronson 2 A\ 191 $2HH (2T EXP RAFE M H % (EXP). &7 e /iAo (token) £ —A
PHBENUE 751, AR T — AN e o, fim) T A LE Re 8 f KAk B SRR 53X L5 O BEATLAE A 2R £
) 7o, A BOWARAS T — SR 73 R BOR PP SO 5 1Z D BEN L 2 B RF S A2, Rl e B
BEAT IR, EXP JHEEYIE R LLM JKEN, feoR 7R 4E R A ST A A TR g R N T ARG I 5 B9
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71, N T IBSRFE SR 4 G R AT BE R B, S5 S AL ) 1 R AR 0 A AT B BT TR SR
B4, Kirchenbauer 55 A (6 & (1) KGW J73%, SR T —FEE T logit 44 HALH]. HARM S, Bl
T A S H ] TS A B R BRI /IR, B R <k i oA TR N — AN TT, A
IRAIKED. RE W KGW S5 7145 7K BIHR A J7 T B 3E e, (H$ /K ENAE 0 B 2 SUAR T (e
EAH) B AERETR 2 — OB, £ 5%FIX — 8, Zhao Z5 A B £ HI) Unigram, FFURIRER W1k
IKEHR AN ) #E1%. Unigram @i % H — PP € SR L0 R R 7 g, i AEshas s Ay, B e —
SE FRAN BT DL B8 BH 2 ) DA PR o s T K ERRR e 1. IX P4k AR T e /K R o &
Bt AT DLt AN A 2% BT 2 TR) 3R AT ASUABET 7 — 24K

DU KB AR RS E N 5, AR AL A 55 o, R, 31X — PRI A% Lo T AR 1 [ A 1K
ke 5 EARE AL, AR B S5 M AL AR P A HAR ke B A R BN, S BUA 2 7 BOE i LT
SEVERY. XA AFAEA 25 U AURS D BE BURT B R AR R4 HRNAN TR < o 2 R AR /K B3R 45 R .
DU 2L T2/ 205 B0 Togit S HOZK BDJ5 3, AE TN X AR A PR, A4 DL B2 961 “E
£ SRR EHERIZKED, B0 2 S BRI BRI R . AR Jux s R %, —FEirik (SWEET) ) id
R R FENE HEBRARR 1 BOIEAT 2K BN, 9] G S 78 T3k o) sl vt FRE A A ) AR 5 g v R N K R, T
FELVET A LEAFAE 2 R ihRIE T SN By, AT DR AR o B ) (R I S 22 3 7 T A e e, LR
DLz BA Tk, SR, SWEET & TS8R 5 i 7 B0 R T, RT BE I SR AR 1), e
HORAE R R TACH 2 B S AR il st ep. RV A 1 IR et e, KT 35 IR /K BN AR AT T s i 22 Bk
AR T I . S A K BN R 5 AN BRI (R A o LT B e 7 FRAIE ZK BN REFR P& A i (B
SCv B PRI BRI, S5 K PR P I A R SCAS Jo B A SR G T R, S ST I 1
. FLUGRK BN R F IR AE 70 I RN AL 08 HOAE BRI R LLM AR L 55 S At i
JZEFFERI P, AR AR AR E 2 BB SRV R 178 B4k, B LLM (7 2 B A ok e, i
FESCA . U F 00 A R N A P LI g — H& B RIKEN T &, Moy — 8% B R a8 f
FUI3 ). BUA TR ARG — VPG 1 6 AR B ARUE TS T 5 A AL, AR BN i Z [ 1 B e 1S
I, BRm, MR K ENEOR SER ) B B2 et (R sy B W) MRS &, Bl i s iR K B
LLM A g NATHGINE B, R A RER R R 17 [ (160,

2.2 JKENEHEM

DA KNS ik E R 2 KR, — 202 ARG 5 BRI W % R BLili (paraphrasing
attack). Bilan, He 2N 7 (A 53R 01, @K SCARRH B 2 I ME 5 FEE Rk (B “fEiREEE),
A DU SR SCA K BRI GE TR AE, X AR K BN 3 T S8 8%, R E R R T AR o C++
OS5y Python FRi%[RI MMl BEA LT, 3 — SN S AR B i A £ 1 45 ) M Bt . #E3X 7 1,
Suresh £5 A 0] - H1 T —FhIL T3 GAEVER (AST) BEATACRY AL B8 735, FHTI-A5 K BN HiE
SARFFFES I RE JT. 2B @ IR Python ARRGHH WL 2 AME 7 20 (B GG AN SEARRY . AR & E
44 try-catch FRADHUE2E5E), REGVEAL T IX LEHEAEXT KGW 101 Fl Unigram 18 25K EDRIN LI 52
Wi, SOG4 BB R R faT B A AE 250 (AN print 155 BAS B EE A7 42 ) 4 6 3 BRI /K EIRG I ) L
P (TPR), M E R MEL (WHRE try-catch HERBEARGIEN) S2md 9 535 . B ok B
¥n, TPR #t— R, s WrapTryCatch f&M&d 5 WIEEHE KGW /KEIF TPR M 0.79 %
0.22. BFFUE R DL, ARAD AT I BEBE & 15 LR B34 I i Ak, 39038 4 S B AT IS I e K. R
AU K EDER B i PSR T B AR, (HANEE S TR 1%, O iEFREZRITHE,
FERE MG, X, T AOOCEK BN 22 B R 5 RE AR vl it xS /B ™ & T 7 i — PR &R
BE R v 2% 25 B 7K B S R AR B A QR Pl S 1tk T B R
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[ Watermarked code _ ->[ Non-Watermark code]

bool check_list_value(const - ' '
523::5es:or<;:t>zall:ei§:n:) { Binar I&I
for (int k : 1) { —
// Use range loop to traverse 1 ‘ G
if (t <= k) { [ B Py
return false; —
} ¥ ¥
return true; B . .
} [ Decompile(IDA Pro) ]— [ Optimized code ]

3 (MEhRFE) HFEIIERE.

Figure 3 (Color online) Overview of the proposed method.

3 H&E
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AR B S 5 AT A E B R AN . HILE 2T, G — e P R R IR 2 S BURACAL 45 4 (1 . 35 22
e, Az E b 4 A% A EAAEREMIER, LSRR BRI UK ET R SE B, R, 3RATTHE
H A P 90 15 S 2 1 1) 22 TR B A R DR K BN S BRI DI ), JRAE SRR _E 3t — 2D a5 6 0 S A AT
Pt DeMark J5i&MIR% O BIBHE T HARF K90 13 — S — ILALIRRE, 256 T IRIG B PR iR
HRIEFHRMAEREMACRE ). 2R B A R 3 52 R S e AR, A s R b [ A 5 B &
RS ERRAE, AR ERNIRT LLM A2 AR g 7K Er.

A DeMark JREQIA 3 From: 5, 5 /K EDAOUEACRS 4 13 0 b SCAF; I s g 194 2L
W JF Dy AR f5 i M KIS 5 A AR AR AT 21 Th B8 1% HIE/K BN RIS, XA R w] BUE SR
N— RNt

B = Compile(Cym ),
Cye = Decompile(B),
Copt = LLM,Optimize(Cde)7

Ht, Cum FRHKENRIGIRANES, B 250165 10 —3E A0S, Coe 721 (BT L KEN) JEH)
AR, C,pe Fngeid LLM A5 (1 B 2 AR,
AT H Ao i B AR R KK ED, [RI OR B B4R DO REFF 1G5 rT 3. 3XmT LARoR N

min D(Copt)
subject to S(Copt) = S(Cspe)  (DIREENE),
and Readability(C,,;) > Readability(Cg) (PIEEMEIG5R),

Hrp, D(C) AN ¢ HoKENRY TR (BRE) (R 3, HABUINR IR /K BT DA Al S(O)
TS C 1IE XIIRE, B R AAE 5 R4 TR BCAS C.pe THRE— 2L Readability(C) &AL
AP,

BROR, BATRAE 3.2 ANAT BRI A LR PARTIEX — H R A ] SEELTE.
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—————[Source code | Decompiled code Optimized code

bool check_list_value(const std::vector<ints& 1, int t) {
for (int k : 1) { // Use range loop to traverse 1
if (t <= k) {

*va; ax

5 // [rsp+26h] [rbp-40h] BYREF bool areAllvaluesGreaterThanThreshold(const std::vector<int>&
[31]; // [rsp+3eh] [rbp-36h] BYREF list, int threshold) {

17 [rsp+4Fh] [rbp-11h] BYREF return std::all_of(list.begin(), list.end(),

5 cha
¥ char *v9; // [rsp+Seh] [rbp-16h] [threshold] (int value) {
unsigned int v1e; // [rsp+sch] [rbp-ah] return valu

e > threshold;
N
}

int main() {
std:: t i

int> 1 = {10, 20, 30}; // Init list
ecked

:vectorcint> values = {10, 20, 30, 40};
int threshold = 25;
if ( 1ValuesGreaterThanThreshold(values, threshold)) {
cout << "All elements in the list are greater
than " << threshold << ".\n";

else {

"At least one element in the list is
" << ".\n"; std::cout << "At least one element in the list is less

"At
than or equal to " << threshold << ".\n";

return 8; [ LLMs

h 4

Binary -

4 (MEIFE) DeMark J5:ERFER G
Figure 4 (Color online) Example workflow of DeMark.

3.2 DeMark FARIRIRIRIE: ThREMREFS AL IE1EE

BT RTIR AR, AR — Ui DeMark J7 15 7E D) Ag CRFFFI AT 13 14 3G 58 07 T )30 ORAIE. B A
M5, HIERFETYniRas s SN E . RdmidE LRSI IREPE, DLEOKIE 5 B 138 AR AL RE
71, RHHIRAE 2 BR/K BV R B, A A QRS AR SR T RE TR HLPT s 58 .

o YRIFSFIRIUETNREZMNME. TG IRAT 2 0 ™ M MG AE, e E 2 B bR R A SRR 7 15 S (R
Ihfe) FIRTHE T, B a AR o L asiD. (R, %5 10 — 3k B 5 EIGVRICEY Oy, 13
e A2 2R SEAN . S(B) = S(Care).

o RIFETESHWREINGE. M FTLE (B0 IDA Pro) B 78/ Al g vl — HEHIAHS h S 2k
FEFF I AT R, BARE @IS Cue FTREBRZ Cype BT RIS I 0 S50 IR B0RE, H AL 0T
REIEH LR S(Che) = S(B).

o LLM RUFARATIITHES LM, 9 - ok 2 )5, DeMark 5] A\ LLM MRS Cye
BEATHE— A, X B B 5 T AR R L AR ARG, L), LLM # RO AE
A FE PR RIS ) Th RE e RV JFI I A BBV IR 8 HL T AT AR S SRAZ S 0T 68 1 e g1 51 N1
RS MR, R, S(Copt) = S(Cae)-

ZEEIXELPIR, DIReSE M EAEEEAS DeMark JitFE 145 LUREF: S(Copt) = S(Cae) = S(B) = S(Cyre).
I X LA, DeMark BEREAT 22 BRIKEN, (A B A DR A2 RS 1Y) T 6 5 % 14 A m] A 42

BT VR XA = B R R AR, 2 2 9D N TR [F S, ST X K B A A2 B
RIS THRE AR R DL R e & AT SR ME AT, O LLM AR sRAARRS At 1 — R m] 5 YA QRS Pk &R /K BN 22
BrT7 5. S B BOG BRI B LE AT 2 DB 4 ZDAE ARy DX, FLTE T R T it S0t 72
3.3 =BG EEITSXM

DeMark J7VE M ARSI E LLR 3 AN RBERY B, BB Bel R F AR & ROATL SR ik Bl 25 B A
AMETis=¢/SadiNER
3.3.1 21 M wmESKENVILZEE

URB B A AR E G 1P 28 B 5 /K BN YRAREY Oy S PEA ZREHIARES B, gmie it FEIE L LL R AL
SRR K EN B A TR IR 5 2B,

o MRBRXEMESRIBNEEERR. WiFSK SIE 5 IO —dkhlFE 4. i
H RS A E R FEE PR UE R, BInEG TR A R iR . REE VAR R R 4
4, TEGm PR RO SIS I 2 K B4l 25 A Bt Ak, N, A = SR B 44 23 8 9 P A7 H bk B2 A7 9%
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IXHC, RN e AR B . XA RO AR 1K ENEARE B g7 R R, a0 ROK AR X Le 1 5k
AT 9, HIR RN E LB Bt A 250 b 5] 20 1 55
o RIBEMEMSRIFF[MM. ISR NGO AR BEAT HA M, DR mPAT . X

EFFAHARR T R BRI 20 E « Bl A/ AR B BB 2 Pum FRTRATE Cum VRS E K B
EREE K. RiEasilifl O ¥ Cup ¥y B, iR IRIR/KENEX P, TRANFTREZE B BUBE/E ) Cye
REE, B Py (Cuwm) # Pum(Decompile(Compile(Clyyy, ). X LA ITE PL T 77 Bk K Ep.

(1) ZEACHSTHE R, B ERXI L PP Dh e v A S M AR By, B8 Rt ad 4 A\ o AR H HRON 7K B
AR
(2) BREUAR.  BURAE B HIA IR, FT R T ek O F S A B 7K B
(3) MBI RIT. 22 UG R GS H G B2, B JE T 2 A0 7K B,
(4) WEMAKSHS. FARIIENRITR, FTREBIA IS TR e A XS5 M 7K B

(5) AEHEAMmH G ARIN. HIEEEMY (B R PFETRR™Y)) BRBIR 78T
R 5 A B A Bl A (B R K BT 6.

LKA ILFIFEFH, )5 SRR LK BN 25 BR B8 LAl B /K BBt 28 vl Ae il e W B2 N1
B, B A AT B A ROTR R ER oAk 6 o 1] 22 THT PR 7K BVARFALE .

3.3.2 2 M REFSKENRE LR

TEAF 3R —#HIAES B Ja, ATt — 2R T g3 TR (40 IDA Pro &%) # AR 2 IS
ol 15 BVNARRY Cue. BT IRIW S FEA S AR R Z U BRI, DAL A B Dy AR A EL R 464 0RY
FEARID G540 55 T7 T 22 R A A8 Ak, Ik — 8 LB SRR /K BN R JRZE. SR, 21X — i A b & TH ImE ) —
A i) A R PRI AR T, BRI BRSO, RTRE S A AR AT AN 4 o S g PR A8 A B
FIAEFR AR AR BEAS G S O, BT ISR R KA AE, BAR BB TV AT DU ROH BR AR ZK B, {H 2 A1
bR aa RS, FoH S DhRE AR T AR, JoiE 2 AR K B0 BR B AR i (M) 75 K. AT 76 7K B 25 B 1 ()
JRATREVK SR SR AR 248, PRIE S g e 4l R (1) S B Ve 5 — Bk, R 75 M e e R DR, AT T
NHTTE.

o BRMLERECARBEME. £ AT ST ) TR FRARRE P IR e B A hy 2 — N
Pk, FATHR HEE 1 (TR B0 A R ), IR E N T aa A a5 B ) R HOR L B 1
FAE e mT Lod i B 4 BB im LS. i BEIREROR 1O BRI B O R IR FE I 7, BIE main PREL
W check list_value RPN A XS FoA H 5 SCeR 08 L, 0] DURE 58 B R ) S5 A0 . 158002
T I A AR B VR FEE, A CRBE 1A% 436 T VR R AR, DT e 0% A i b ks 73 e A R R0 K R
IR 2R T BRI R LR B DAL S 2R 0 A

o WRBYMBMIUEEN. SInmiEAsm) O RIDIEE B8 TURB ., S d e SH 7 g U
— BRI O — e, AR R T RS 2 (RS B SR ). 1R TR0 ) e
TS, gt VA 2 BN B AR HER R TR 2, B BRAN L AN, FFEAT R A AL 3, AL 4T 20
AT EA— 3. W 4 B, =Y (decompiled code) & U1 std: :operator<<<... XK
TLK PRI FE 2 EALER ) LAY H AR,

IR B 1 B AUZE TR AT R R A b P SRR 1 BB IO FH O R AR IR, @ Wl i B B A B,
HJEEEI) LLM HRAL AU 1 4%

3.3.3 £ 3 MR LLM i EF[iEMRLIER

REZLIwPE - RIWPFERIEE, Cae TR /KENCH LR, H i T Rgm IR B 5§, 4
D ARG 2 T I A i Z il R AR iR . PRI AR UG, DL Z s i 5 10 H AR RIA SR R L, 3R
ARSI EEPEATRT FPEAN 2. D9k, AR5 3 BrBeRATTAI AT RTE S8 (LLMs) XA Y Coe BEATIRAL,
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Algorithm 1 Recursive search of subfunction calls.

Input: Function name fstart, decompilation function Decompile(-).
Iteration: Initialize F < @&; > Set to store processed functions
1: Initialize a stack S < [fstart]; > Stack to manage recursion

2: while S is not empty do

3: Pop feurrent from S;

4 if feurrent € F then

5 Add fcurrent to F;

6 Csubs ¢ FindSubfunctions(Decompile( feurrent));
7 for each fgup € Csups do

8 if foup ¢ F then

9: Push fgup onto S;

10: end if

11: end for
12: end if

13: end while
Output: A set of all subfunctions F.

Algorithm 2 Code replacement and optimization.

Input: Decompiled code C, a set of replacement rules R.
Iteration: Initialize C’ +— C; {Start with the original code}

1: for each replacement rule (714, Tnew) € R do

2 Replace all occurrences of r1q in C’ with rpew;

3: end for

4: Remove unnecessary lines in C’ (e.g., placeholder code, empty statements);
5: Format C’ to ensure consistent indentation and structure;
Output: Optimized code C’.

B AR R A B R = AT R AARAD Cope

N T SEBXAS B bR, — B A S 2 B KT 5 R0 Oy AR AT i 2w O DAk 2R, ELERAL
S R B R VAIR 5 M TU AR S5 I RO AXAD, S KRG in LLM OHERE S 4H, 25 5y 15 R S
A B AR AR BARAS X9 (hallucinations), MM FEAK T 4GRS B Ky (1 w] Sk 5 R e 1.

N ARGV R X e e @, AT B T B R T LLM 1 B M AR AL SRS iSRS RO
FE T 510 S PEARRS I 5 WLk BE, AACLTR JUAS SR BEE S EAT RS A 5t (1) 38 iR AR &85 g 775 T 2
(2) T TUREE R HFEHIR; (3) ZIKE ZRINESPHh M S SHwigiis. 8 7 ARES LLM {£
XUy E YR LT, FATRE 0t T — R 5 H A3 3A 527518 (prompt engineering). 413 1 fr
R, B B BRSNS B — ML IR R4, FFEAEREE Rt TR

B, BHxd <G SmAEREIT L, BATRIHR R (WA 1, 26 1 47) B S1S LLM SCEAQRS AR
MEE BT X — B, T T R @B R, oA N2> & A1 LLM 4 A ARRS A] RE>
VT ek, SRR I B AT S NSO AR A, P 3R 18 B & — i fE & ——
“Output only the refactored C++ code” DA O/ LLM A5 4l AR, 8 T 5 280 3 sh ik b 22
AP, 8 G 1 AR AR AN I ARV SOAS . XA T A B R AR R 7V, 15 LLM Refs 5E 3R 4
THRFE VB A AESS, A3 T A AR AROAR A 12 A AT 244

XA LLM SR8 Ak, FATANGE— D3RI 1 A bR AR AN XA — Sk, 8 &g
57 R PR RE 5N IS P 1) BN B SRR IL. AHECT Suresh 5\ 1O 7 H ) 75 FOCHR
MPAT 2 HELH (AR HREM A SR ZFERAE) KIKEIERRTT SR, AT75AE LLM R ALHT
BAUH AT — K B AR a0 R A I R, RTS8 25 32 7 C B K ENARRS B B4R BT, el wl ik, 3X—
FEMEAORME AR 1 VS BTV AE, SEEE 2, ORI 7T H AR A — K BN 2 B g™ e =AY wT 14k o
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*1 HEEFEMREERN LLM ZRiE%T.

Table 1 LLM prompt design for targeted code optimization.

Refinement goal

Core prompt instruction

Design principle/key elements

Enhance

structural clarity

Refactor the following C function to improve
its structural clarity by modularizing complex
blocks
Output only the refactored C code
[CODE_PLACEHOLDER]

and ensuring consistent formatting.

below:

Guide the LLM to focus on the code’s
macrostructure presentation;
[CODE_PLACEHOLDER] is the code injection

point; explicitly require code-only output.

and visual

Simplify
redundant control

flow

Analyze and simplify the control flow in the C
function below, focusing on reducing nesting and
eliminating redundant checks while preserving all
original functionality. Output only the refactored
C code: [CODE_PLACEHOLDER|

Emphasize functional preservation; explicitly

specify the optimization directions (reduce
nesting, remove redundancy); guide the model to

conduct logic-level analysis.

Restore high-level

The following C code is likely from decompilation.

Inform the LLM of decompilation-derived source

abstractions Identify and restore higher-level programming context; guide pattern recognition and concept
abstractions or idiomatic C constructs to enhance  reconstruction; aim to improve the code’s
conceptual clarity. Output only the refactored C  semantic interpretability.
code: [CODE_PLACEHOLDER]
General Improve the overall readability and Comprehensive optimization directive; allow the
readability maintainability of the following C function. LLM to be fine-tuned across multiple aspects;
enhancement This includes refining variable names where avoid introducing excessive explanations or non-

context allows, simplifying expressions, and
ensuring a clean, consistent style. Output only

the refactored C code: [CODE_PLACEHOLDER]

code content.

ATAES RS T IPE I ZR G 3T, SR EE RN IER, 4t DeMark 28 =i BULAL IS Cppe AMUE N
it e 2, FLAT SRR AT AT ey P thAS 2 7 B E M0, DR SRR ARG . N T A TR N B T

LSOMIbE- 2T

4 SBEHH

4.1 SKEIRE

WG, A SLHIAE Ubuntu 22.04 RAMIRS 2 ek, MR E G 8 % AMD EYPC
7402 ALEEEE (AT 2.8 GHz). 128 GB A7+ 12 TB AL LA K 4 Bt NVIDIA A100 80G GPU. 4% T 1
XM GCC 11.2.0, JAH C++17 #aifEs -00 ift; RgmBEm % T IDA Pro 9.0.

RBELE. FA1EH DouBao-1.5-Pro-32K X [ g 1% Ja HIARIS AT Ak, 1B A/KEDER AL RS 3R
(PRGN PN, Fit

e Llama-3.1-8B. Meta A H A K] 80 (S L BT KA, CHREFEIEENK 8 FES, AF
128k (K EFXXCE L, & T 28 5 m A g5, ERCR 5ty mR s 08,

e StarCoder2. #&T The Stack v2 AR IIZEA 150 LS HHR, H T 600+ FIEE . %R
o A WE R JIHLE, SCHF 16384 token [ EFCE N (3 & HVER /14 4096 token), 1E 4 /1L
token il e A 191

IKEMEE. TEATA L2, TATEIEREE TAE 689 ke, BAME, S48 v #Hlg i
FRFERE R SETIIRE, & P20t TR BRlc R B2 A MY BOUWSR 2 T z-score HIGETHRR SR, JFIE
G—BIE 2. EMG—WE T, AT 3 MR VL7 Hh A
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o KGW 101, 1Z 0715 R AR /K B AT e R4 W 1) 7 B2 —, i s e St 07 AR T IR R W, 1F
ZATHETTIEAR A T HAE token ETHIHAT IR KB, Ham it Mg «4¢ - 4 Heh R I mia ik 2
ORGSR NS 5, A7 PR F Ge T A 56 e RO ML AR A BSOS . R SCAR i s ma i B A
BRI AN, BRI — N EERL. 4 =05, 5 = 2.0, 2 = 4.0.

e Unigram I8, 1Z 7V ETEREN A pd FE R UG 2R F [ 2 H ARG — M 4 5, 5 T 5N ooz
SO RS 5 B, AT 235 38T T /K ENTE g iR I NS, 8 TE S BAUKEI & 8y
F, AT ORI 5, R ARRE A BUKE . v = 0.5, 0 = 2.0, 2 = 4.0.

o SWEET ). Z 5 k5 RHRRG IR R E SR 1 IR BEME /K B SRS, ASCHE T00I 73 A7 495 {6 e i s P
2% — CLA B T G0 T RE B PR 1A o B3, AR R R A RS RBMERANGES, 7
TRUETh e eV I R 2 2 3R T T /K ENFEAR IS st T Y S S . Rk T 1 1A R 5 de
A G RK BN, LA S R ) R RS Y. v = 0.5, 6 = 2.0, M e = 0.9, 2 = 4.0.

R, X 3 59 ME s 7 FIBE M ik S AK EN T, DRSS ) s 7 2.
FEIX =7 F50E DeMark FA 20, RES [B]4 00 B G 46K 22 B0 AS 20 K BN J7 22 35 B4 Bk 8 7).

SEIEE. IS M TR Se P, A SO MultiPL-E #E 4 200 3B 161 MURSHRR, H%
R 2.1 /N IR R SCARIK B 7 VE A B AR B $ 3 DA SRR A, 17 LLM AR A5 i) i B AR RS
C++ kg, FRATKTEL T BAR PP 5.

o REGEA 1O, JEIEAE 7730 (WHE A A ISISEARES . FEAFTENE ) 33 try-catch %) B
fiche B, [ B R ¥E Th B AN AR

o REBERIE 7). 4% C++ LB ATMIET (W Python 55), BAEHIE C++. XL A I/KE]
AR R N IE I Doubao-1.5-pro-32k ##H1FK 3 FgwFLIE S Python, Java fl C#. {EIEF ZH I,
C++ 5 Java fl C# BA W IAHLNE, 55 Python f77E 8.3 % 5.

ERFERENR, Bmie - REFEVEN—Fh BT BOR LB RE 5 AR RS R K B, 2 —A
BB FL T 1) FRATHI AR AR BEIR K ED, 16 TR AR M 28 s i i s ml sk RS I =X, LAMET
JEEERIF R ANGE . SRERATHTAL, H AT IE AT & 1A 37 5 0 R 28 Mo ikl ik Bz L.
I, AT TAEAMNSR I T — R 8715, NPl RSRAR IS K BV R 1 S e 3R T — N2
s vt

4.2.1  JRENTCERARBIFILE 5347

WS 2 M3 ATLLE H, DeMark I H A R Bkt e, W& FK T AUROC #1 TPR
. JRRTET, KZEIAKEDEAR IS (B SWEET 4b) sii#iE 5 R HE R T, X SECRFE
B EKED—SEE 5. Ak, HARES ORI E R AL R RS A 28 R A A ER S,
X LE SR W 2 R B B AR e S (R340 n-gram RFAE, 475 AT ER K EDA I BV IR ). SR T AEA QRS A,
FFEIE S MIEERIN Z R E K, #lin Python {4 FH 4R xR EL, T Java A C4++ KEAESES . i
PRIK B SE R 22 57 R IR K ED— B0 & — N ERBRAR. TR, TC18 R B A8 2 5 1 5 il 2 S 5
B n-gram FEAF AL, DeMark 14 B8 S0 I IR R AE T Hom ik 4 1R A0 g B A AL, 1R 3.1.1 i1 3.1.2
NTFTVEIR I, SR AR R MG B R K GiFastiib DL R S BRI R R i 45 i E 0, K ARAD 545 T
IKENMR TR, SR i d R R B 1 o AR AD T .

4.2.2 DeMark BT AEKENG REBYIE S

M 5 F1% 2 W LA FE Y, 7€ DeMark Hifi , £ ARURS/KEN BT SWEET ORI H b H:
fih 7K ED 5 vk S B A B AP, KGW FIl Unigram 7E DeMark X5 N # AUROC E 27 FF% T 30.16% H1



ARE PEMF:EEMFE 2025F Hss5k F11H 2896

%2 FRIBEHEENSLKENNERIEITFME. DeMark 7£ 3 TUXELW FIHFEL S A (Unigram, SWEET),
BERIFEIE PASS@L (%), AUROC, TPR # FPR (H1{& < 0.10). iFERRELER.

Table 2 Effectiveness evaluation of different attack methods against various watermarking techniques. DeMark
outperforms baseline approaches (Unigram, SWEET) across three key experiments, with metrics including PASSQ1 (%),
AUROC, TPR, and FPR (threshold < 0.10). Best results are in bold.

KGW Unigram SWEET
PASS@1 AUROC TPR FPR PASS@l1 AUROC TPR FPR PASS@l AUROC TPR FPR
Model 1: Llama-3.1-8B

Attack

Origin 49.7 0.945 0.888 < 0.10 39.1 0.575 0.174 <0.10 49.1 0.980 0.957 < 0.10
+ Refactor 87.6 0.778 0.280 < 0.10 83.2 0.445 0.012 <0.10 88.2 0.826 0.484 < 0.10
+ Ours (DeMark) 90.7 0.660 0.137 <0.10 89.4 0.259 0.000 <0.10 91.3 0.800 0.478 < 0.10

Model 2: StarCoder2-15B

Origin 14.9 0.985 0.963 < 0.10 21.7 0.930 0.795 <0.10 23.6 0.970 0.938 < 0.10
+ Refactor 75.3 0.772 0.180 <0.10 77.0 0.769 0.205 < 0.10 84.5 0.809 0.466 < 0.10
+ Ours (DeMark) 92.5 0.821 0.161 <0.10 78.3 0.752 0.180 < 0.10 80.7 0.624 0.236 < 0.10

% 3 (M Llama3.1-8B X} DeMark 5ASETHIENSEE C#, Java fl Python FHIKHEBEMITELL.

Table 3 Comparison of attack effectiveness for DeMark and translation-based methods across C#, Java, and Python
using Llama3.1-8B.

KGW Unigram SWEET
TransLang
PASS@1 AUROC TPR FPR PASS@Ql AUROC TPR FPR PASS@l AUROC TPR FPR
Origin 49.7 0.945 0.888 < 0.10 39.1 0.575 0.174 < 0.10 49.1 0.980 0.957 < 0.10
~ Python 83.9 0.757 0.230 < 0.10 82.0 0.457 0.006 < 0.10 88.8 0.869 0.634 < 0.10
~ Java 91.3 0.767 0.304 < 0.10 85.7 0.414 0.000 <0.10 91.9 0.872 0.646 < 0.10
~ C# 91.9 0.788 0.323 < 0.10 84.5 0.428 0.000 <0.10 95.0 0.879 0.696 < 0.10

+ Ours (DeMark)  90.7 0.660 0.137 <0.10 89.4 0.259 0.000 <0.10 91.3 0.800 0.478 < 0.10

54.96%, FEFENUEIAKF. AHLZ T, SWEET /77 AUROC SEAAAFT N, (HM 0.98 F£% 0.8,
N FE 18.37%, Ui RFFE R K.

E—WEMRZEREY, BIELE DeMark XM 57 KK ENBH 750, SWEET A3 88 PR HF 4
AR, FARX BN AUROC FME E— 2™ 2 1 AT At ik ) & tE A B T4 RE 7, sde 7 3
FESEBRR ) (JGH AR P B S R IR B ) /R 9] SE7K BN (138 7).

EAERNZ, SWEET %m 1) AUROC {H ] BEVE T H R T —Fh B E R KA BIZ (recall) 1)
PSR SR . R I B I PR B, SWEET ] REE M) T U5 AE K BN H bR, RIAEACHT /2 0 i 1) 15
iR, EARIX RN v g T A — SRR A, (HA AR T IR AR A, AT ER T 17 7K BRI 1) & A
Hff I A e

4.2.3 REERSITE

WK 2 fior, A7 PASSQ1 FaAR VA4 PR @ ) ] 161 MR H (JHH MultiPL-
E 34 ATV, Seatat R, 0 Mok VA R BROKEN I RN, SR e RS i . X R
SE R 7K BN RN B 2 5] NGERPE R (a0 Sk SO B AR, T KA BYLE J5 22 ab 2 m] ge A& 1
IXUEHUE. DeMark JVA7EML T THIRI L M. HARR g% - RmiZET2 (W0 3.1 /NTTRTIR) &K
i P BT IRIE K N, A R 28 154 B /K ER A 5] N PR R S 4 B
BB AR BRI Ay IR AR MR B, (B H bR 2 S D Re IR MR I AXRY. B B 252, DeMark S Z&H HK1E
SR (40 3.1.3 NTATR, FFEEAR 1 IR TR X R BEF-i T B e AR, X — B
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= (b) 10 = () 10
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=

True Positive Rate (TPR)
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True Positive Rate (TPR)
True Positive Rate (TPR)

o
o
o
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KGW -2 e KGW

—— SWEET Vi —— SWEET

—— Unigram e —— Unigram

0.0 0.2 04 0.6 0.8 1.0 0.0 0.2 04 0.6 0.8 1.0 0.0 0.2 04 0.6 0.8 1.0
False Positive Rate (FPR) False Positive Rate (FPR) False Positive Rate (FPR)

B 5 (MEREE) ERHARNMKEIART, 3 MKENEAAE StarCoder2-15B 22 L) ROC HiZaftL 5>
#r. (a) Origin; (b) Refactor; (¢) DeMark.

Figure 5 (Color online) Comparative analysis of ROC curves for three watermarking algorithms evaluated on the
StarCoder2-15B model under two distinct adversarial attack scenarios. (a) Origin; (b) Refactor; (c¢) DeMark.

1.0
0.8 1
<
-9
=)
L 0.6
<
a7
4
N
2 0.4- 7 =
A / — Origin
) ’
2 Ry —— ~Python
=~ .
: g —_— ~C#
0.2 ,/ —_— ~Java
/// = +Qurs(DeMark)
R4 === Random
0.0 + T T T r
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate (FPR)

B 6 (MEMRFE) £ Llama3.1-8B &8 k. XA SWEET KEIFEAR, 3t 3 #4HIZIES (Python, C#, Java)
FIH ROC L5 AR B 75 AT 34

Figure 6 (Color online) Comparative analysis of ROC curves across three programming language implementations
(Python, C#, Java) in contrast to DeMark, employing the SWEET watermarking technique on the Llama3.1-8B.

TUREHE— 2D T BR/K BRI, 18 8 2 3 7T HE 51 N AOSREE, 14 8 525 3R THACRD TN AL . AT i MR AT B 1
gk, B, 4 DeMark AEEJE RS, fERTHATYE . A€ PEAT AT 4E40 Pk B RBLM B0 s. X
it PASSQ1 fEAREIIRTT, JUHIRAE DeMark J73, BT T HE 3 HrEhy LLM ik, €A UE
Br 7 OKENERE , XS 1B AR R AT T IR T T

4.2.4  REEBEEXKENFE A MERF2 00

ik 3 AE 6 P, AU B IR, K A OR B 5 B2 5 50 5 A0 H AR 5 AR ABLEE )
HIZR: C# M Java fENHERIES, 5 C++ HARGENEMALIE (B2 AEY . 2521k
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# 4 HETE G++ HEBMUFRS Llama3.1-8B {ZE T, FEIMEHENEKENBEM EIL. BIBERTE
IKENBIRINER (%). BEEMIRIERNEBHBIEHR.
Table 4 Comparison of watermark-removal effectiveness across different attack methods under various G++ compiler

optimization levels with Llama3.1-8B. The reported values indicate success rates (%); a higher rate signifies a more potent
attack.

Lovels KGW Unigram SWEET
PASS@l AUROC TPR FPR PASS@l AUROC TPR FPR PASS@l AUROC TPR FPR
Origin 49.7 0.945 0.888 < 0.10 39.1 0.575 0.174 < 0.10 49.1 0.980 0.957 < 0.10
-00 90.7 0.660 0.137 < 0.10 89.4 0.259 0.000 < 0.10 91.3 0.800 0.478 < 0.10
-01 91.9 0.650 0.081 < 0.10 87.0 0.225 0.000 < 0.10 92.5 0.787  0.435 < 0.10
-02 90.7 0.664 0.087 < 0.10 89.4 0.232 0.000 < 0.10 91.9 0.785 0.435 < 0.10
-03 87.6 0.655 0.068 < 0.10 88.8 0.236  0.000 < 0.10 90.7 0.787  0.379 < 0.10

FE3 )78 ), FERIS L TP RE DR B B 22 IR AR SCAR B CRIZ AR S5 4, AT A TR AR (1
KGW) sifCIZ 4 (i1 SWEET) KI/KEIHLIFRSAFE. AHELZ T, Python fENENARAIE S, Hik
P R (RS L ST ARt P ML HIEERT ), AR IR P 75 AT 45 H il R AN
it (kPRI ARG ), BB E AR R SR paa (LB Br. BRAh, X iE
EZERBORIIE 5 KR RIS A AR AT 1, X it — P B 7 5K BT R TC R B AR D) g
PETCE.

SRR AL, ik - S i AL BLIE L 22 4RI SC L EAD IR /K BN £ BR: 1540 3.1.1 NPT,
P AR PR AR Th BT R EOCAL (nERe bR . RE it BN 5 Eandd), S G
AR PR RN (LAY 7o h), TS g s R RE R LL UL Jm 3o vh S D2 A
TXRAS T30 R PR e 4 ELRE T B 1 HOBUEE K ED (30 KGW HISCATUAR « SWEET HIKS 52 4H).
RIS, i e & BT AR DIREVES S (AR B /R TR, [ 185 OB IR T 4 o il P A+
(4 funcl, var2), WIS A 44 AVE A ZK BT 56 (U028 T IS A IS RN ) R
PR P s R, PRI DR B A0 JRUUR AT 5. e Ah, 9 P 2 OXSh B AR SR e e (I3 A JRIT L 7032
I EARMAN) SBIAREEE (1 SWEET HITUR A7 32), THACT B S ORAETE A5t A
SRR, e, W - R EIEMOEIL RS IR AR ] R e e PR R R, RO AR
i (A% C++ S RIRRI R . PIERERZE R C++ ARR), W] DASEEUACHSIRVE, A A
FKER TR, TARSEH % (41 C++—Python) AE B2 NSRRI, A P RELR B T 7K
EIVRFAIL.

4.2.5 ANEIRIFFHITTKEDEBRIIRAIZZNT

NI DAL SR B R 25K ERRCRIFE M, BATE G++ 19 4 MEALEES (-00/-01/-02/-03) &
BEAT XS LESEE: (AR 4). BB SEI BIEEA S BN -00 2645 F, I “HWiF — R4F
it 55 = T i L LA 25 1 59 T K B IN  B FABE 7D, U I Z R A B A5 A 1R T A5 M EE A,
REBE A K E RIS 5.

FEMEER I, SR RIS R UbrERRE MM as: I -O1 LT n, ik as(E o R 50
fl A SEARE MR W RIS SEAP/CFG #5355 AR e, (8 WM R] 70 70 A1 BE A 2 K B gt —
AIBAL; -02/-03 EFEMAL M IR 1) A 55 75 T 10 5 9 EE A, k482 T IRl 2% FCRA 1R, BB
il LA

ANFKEN 5 SRS DAL 35 5 BB FEAF AE 22 5 DA Unigram A1, #£ -00 CLESITRENLA A, 4k4E4
THRAL SR B AL 51 R S i h; i A A3 5 ik 1 SWEET MIFE = S AL S IR — & S # ik,
J(ERSN A R e SR 21N i A R T
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EARERKE, Rt — RmiEm RIE BAH4, LLM 125 20802 5 5 BBk sl AN T
“HAEIT—1L (style canonicalization)” RN: BEBONFETHAT 320 5 —80hE, S0 R A m gt S 10 5
10 FH A ASEAR (B T A B A / Sk A F T i 44 /A ik A ). 2 B2 5 R i 4 4 R R sh 141
5T -01 DA B R G S 22 57, PRITAE S B Jm USRS 2 18D, SR -01/-02/-03 HIAIRLE 2275 4 5
GuME R 4E, R R IFEAR AT MBS, #F 2, BRI EeR . mABE s, R Aoy
HERE” AR, X S5IRATIER 4 LR 1) Frlle s — 2L

5 1118: DeMark HIEBEA M 51ERBEE

DA B ERAKENE R Z R T2 T G R AR RN SRS, #E3X—2RJ7EH, KGW, Unigram 5
SWEET 73 milAGEE 1 R BEEE T 58 . S B AL ] p0 i@ FI 7 28, BLACEE XA AR 45 R 42 L A 2
BETT 5 689 PRI, ATEACAIR 3 KT DA E & 1 4R 2 B R IR ZOK BN, 2R, 72
VRO R LA SRS, EAT L R R AR TR e I G v A A% . XS5 SR a5 PR AR e (W
ERES . RS R, THRASR I S % - R FLRE) NEESHA SRR, SBUKEK
MRES R TR, FT X — WS, ASCHR I A AU RIS X B — /K BN D7 AR 2L, I RE BLA &
TP ER BAT LG, XK DeMark B B &85 07 IR A0 ITE, REVE R ROK EI BT 50 Hibit 7o 5
BB ARSI

6 Zig

ASCHEH T — M 408 DeMark fIGIHN 575, BERAERKE SR (LLM) 2R K
Efl. DeMark R — Mg A9 1% — S i — LA =B Bt ie: 5 SG i ad 2 196 1 2 r (O AURS e 1 [
A UG B ERRAID IR KEN; 515, M S g B A hRe AR, I RE 2 it — DR K ENGS ) e,
s B R TE SRR B RE AL RE 70, SRTHACE IR T B PEATRRYE P, [R]I ff A 0o DI RE IR 58 BB 1.

LI A R B 7 UEW], DeMark BERSH BB 2 Fh EHUKEIER (B35 KGW, Unigram SEEXHAS
YAt SWEET) WmIATINE, FERIIFE AUROC Ml TPR 45 CHEFR AR R340 T-& e (A A E )
oS TE ISR I T B A, DeMark AMUBRIIFERR 1 /KED, AL PR FFE 252 THISPERER
IS, 825 o 7 ARSI AT P, X I T AR RR 7R 1 24 i AR 7K B AR AE DX G A s 2 191X RIR AR
R I PR S5 2, SRR X S A e R X A QR 35 A AT SCPRIAR AP X028 A2 AR BR IUAT (R 7K BRI

BT RVE S BRI b H 80O AL, B ORAE BUARAS ISR IE W IB I | 22 e 5T Stk
AR HEL R, BATREHF AR R W T TIT A S S b AR BT 581X 2875 S8 2% R /K B
BN BRI ERE . EARE KRS, Gl RAEER (AST). HEIZIR (IR) B G2
JZEH, DARPIZRIL DeMark FFH A, BEAh, RRE) TARIERIR AR ZR TR TP — g K
B2 BRITVA I BN S, VPG DA 7K EDBORAE BRI T M S B ek, 0T FUREEAE S 2 . e 1%
LARARTRE DR 7K BN 58 B AL AR 3068 T4 AR IR P A 38 R AR RS DA R B B (1 B
g e RARE R

S
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Abstract While large language models (LLMs) efficiently generate code, they also introduce potential risks
regarding copyright attribution and code misuse. To address this, LLM-watermarking techniques have emerged
to trace code provenance. However, when applied to code, a unique medium, their effectiveness and robustness
face severe challenges. Existing abstract syntax tree (AST)-based attack strategies for evaluating code watermark
robustness suffer from inefficiencies and instability. To overcome this, this paper proposes DeMark, a novel
compilation-decompilation-based watermark removal method. This method first compiles watermarked code into
a low-level binary representation, leveraging compiler optimizations to eliminate watermark traces. Subsequently,
using an innovative automated function call graph construction algorithm, it decompiles the optimized binary code
back into high-level language code that preserves core functionality and readability, thereby efficiently removing
the watermark. Experimental results demonstrate that DeMark exhibits significant effectiveness and superior
adaptability in attacking existing watermarking methods, particularly when dealing with watermarks involving
complex semantic-preserving transformations. Furthermore, this study pioneers a systematic evaluation of the
robustness of watermarks in compiled languages like C++ under code refactoring and cross-language conversion
scenarios. It reveals the inherent weaknesses of current text-based watermarking algorithms when applied to code
generation and offers valuable insights for designing more robust code provenance mechanisms in the future.

Keywords secure watermark removal, LLM security, trustworthy code generation, secure compilation,
adversarial robustness



