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Satellite Internet
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Figure 1 (Color online) APT lateral propagation over a time-varying satellite Internet topology.
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Bk [25] 3R 1 7 — R TS S AR ) TR 2 AR DAL S, TR R H AL S5 AR A P AR 45 A IR
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3 RipER

3.1 MgER

B G(t) = (V,E(t) FoRtEm Z ¢ % BB N TEBRM - LEO PEZ MMM ERE KR, Hh
V = {v1,vs,...,un} FN LEO LEESR, £(t) FRIENZ ¢ FAER) T EEEFERES. 14 {vn,, v} € () FoR
LEO P22 v, 5 v, Z A EPEREHEE. 2 A®) = [amn(®)] vy B G(t) FIARERERE, HF apn(t) = {0,1}.
5 {vm,vn} € E(), M @y (t) = 1, TN, @pn(t) = 0.

i 1 PR, BT E R LR MEIEEF (LU IR “BiE) 2 Z1 ¢ = 0 A0 3] 22 4 57 A, IR
IR [0, T) P SEit— R0 il — F&= — &> (detect-quarantine-harden, DQH) 4= #AF DL il g%
5 RG KM AR Z ¢ € [0,T), MZ R TR R v, PR HAE 2283 T 14T R Rt — X5y
HNER 5 BHFIRA: IEH (susceptible, S). ¥R (latent, L) ¥IF (active, A). FBES (quarantined, Q) 51
(hardened, H). HH RS FEIESGFRNKIED (compromised, O). 5 FRIRA I E LW .
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T R 732 WE I 1R S0, e 24 W] RE o] 1) 15 2.
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REFIEFRAE S\ BIRAE L. BTIRE AL BBERE Q SIERES H. LA v, fERZ] ¢ Eﬁﬁéﬂjﬁ*ﬁ%
SN .

Tn(t) = |S,(t) Ln(t) An(t) Qu(t) Ha(t)| - (1)

Hort, S (1), L (t), An(t), Qu(t), Ho(t) € [0,1] B RIFER DR v, %] ¢ LT IEFHE BRE. WS, BEES
IS RS, B S, (8) = Pr{Ba(t) = 0}, Ln(t) = Pr{Ba(t) = 1}, An(t) = Pr{Ba(t) = 2}, Qu(t) = Pr{Ba(t) = 3},
H,(t) = Pr{B,(t) = 4}. LA S, (t) + Ln(t) + An(t) + Qu(t) + Hy(t) = 1. BET, A TR R L1
% ¢ (22 AR PR A A &

X(t) = (xl(t),xg(t),...,xN(t)). (2)
FESEBRZ AT, ATl SCHR [27,28) TR APT Rl R PR BRI AR IR X (0).
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Ko W o (t) AER TR v, BBGEREHIAS R, FH L0 S # A 21 ¢ A 9203 s et B8 o5 FH Simg. A

AR () = X5 un(2), 3)

o, AgT > 0 R AL R T SR I fE
(2) MR s, £ LETIEM R, o4 bR BB B S, b A I 52 95745 kA W % A PR HEAT B T RS B ot Ao
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Uy, TS KL 0y, BTG RE R
A () = G i () Ry (1), (4)

b, AGY > 0 ABEFERRIEE REL u, () IR R v, BRI IREE, Ry (t) € 0,1] M v, B v, KIETR]
BEER R M R R S R R R BB AT OE . BRI 5 IR T IR R, IRIEER AKX, WEE
EIAIBEHE {vm,vn} € E(t), BRI LA FR IRy 29.50)

Py, G B, (1) RS

Rmn t — Wmn 1 1 mn mmn , 5
0 cgg( *'%mna>+k@zJth) (5)

Horf, Winn 9 ISL SRS {00} B TE; Py N IEE vn BIRMINE; G WK RIS 28; AL, (1) NHE
H 2 ()5 FE, FCARBE ) LA B B ~F U 5 L 32 g 130

0= (st ®

H, ¢ NICHE, dinn(t) NPTERAERZ] ¢ FUTEERS, fr, P00 g, M INZHBIRE, Q7 i PESAE . 3
FRATREST; ko NBURZZZ WG To NRGEFREL. BIREEE {vm, vn} € E(t) FIRHIIFR T s0mn(t) 7T HIM
25 A IR B ) BN 8 221 1y

s (t) = Z vij (1) P; Gij ﬁ{] (t) 1, (7)
{’Ui U }EA 77777 (t)

Hr A (t) C E(t) NXTEERS (v, vo} TR ISL BEBEEE A vi; (1) € {0,1} NEUGTRRERE; yi,;(1) =1 K
NZEERE {v;, ;) FENZ ¢ IR TARRPIRES B2 AT, viy (1) = 0 R EIRE.
R vy, DRI R F2 B4 B 1 S8R ] SRR N T AR A R RN R A &
N
ARt (t) = Z Amn M (1) (8)
m=1,m#n

GRS SRR, TR v, 1R B TR0
N
An(t) = Agir(t) + Aft (t) = )‘gir un(t) + Z Amn )‘%)at Un(t) Rmn(t) - 9)
m=1,m#n
(3) Bl A&, IR R X (1) KIShAE M BB S5 B RS T 5T Ak E).
o WHEITHITE. Lk #1217 1K m) &€ N

u(t) = (ur(t),uz(t),...,un(t)), 0<up(t) <ul™, Vne{l,... N}, (10)

Hor, w, () FoRBUE RN 2] ¢ 3 R R v, BB 9B SRS, wipex Dy BT i A 7 BC AR doe K 80 5 P58 B A ol
PR LR, w,(t) = 0 FaniZ TR U Al R B
o BETEIEITHIZEE. B 12 5 SRng 1A R E SO

1/1@) = (wl(t)an(t)""adjN(t))a 0<¢n(t) gw(rinax7 Vn € {17~'~7N}7 (11)

Forp oy, (t) RoRBIIE AL Z] ¢ XF AR v, KICRBTEGRE, BRI (88 5N SRR, oo RoRBitE# £
BT T SN A B KBRS . o (1) = 0 RN P2 v, T ERIFIRE.
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B2 (MEHREE) R ¢ DE v, RERTEBE.

Figure 2 (Color online) Security state transition of satellite vy, at time ¢.

3.3 IDEREUTRLER

TR HIKM RS 2 4R RN (W 3h 2L, rhdd — AR IRy TR T ZIE. RGN TR A
FEANTR) 2 22 fr BOZ 18] RAR S IE RS 52 BB BB 1B 98 B 12 2 SRm LA K ) #h 41 5C &R [ 3R R 2 mi. 4
2 P, AL T AR B Fy A A R,

EIE1 W%t DRERMAER PR v, Vn e N 2R B T 5150050 77 R iR

N
S(t) = — [)\;{”(t) + Z )\ﬁ%(t)amn] Sp(t) + ogHy(t), (12)
m=1,m#n
) ) N
Ln(t) = [Aglr(t) + Z )‘Litn (t)amn] Sp(t) — aoun(t) Ln(t) — Yn(t)nr La(t), (13)
m=1,m#n
Ap(t) = ag un(t) Ln(t) — dn(t)na An(t), (14)
Qn(t) = ¢n(t) [77L Ln(t) + A An(t) - pOQn(t)] ) (15)
Hy(t) = poton(H)@n(t) — or H(t), (16)

Horb ag MBREEE, ARG SAEBGEE v, (t) FEAENEESIESR, @) 5 Mat 1) 2aRRTE
BT v, FEBGEER 5K B AMETT A v, BRI AEGIZE R, an, NNEGEERIE TR, 0 5 na 25
T B AR IR RS A 255 s AN 55 B B 2 po RS R B AT IR R 2 % ARSI R, o RN
[ 25715 AU E AR RO I

MERR RN, AT ZE LA SCER [14,15].

4 ERIEEEEMASFRIESHIESR

4.1 IBHRRAS R E
(1) T2 B R B 38 1 AR B B0E SO

N
Calt) = ra(un(t))® + cLVaLn(t) + caVaAn(t), (17)

Hor, w,, (8) ABGEE R A v, ERONENBIERIEL, cr 5 ca 2 ADNERESABIE ST RN 4ERr AR 25, vV, &
DR n FEZEVER (BRI 5.2 N, 530 7o (un(t)? N 9EE A, SR — IR AE AR B
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2 bR ot a2 I S 181, RV 3 R g et o, AR 2P 5 R BT R I R R RS
L (t) SIEDS A, (t) P IR, Ferh B RS R 4 Rr Bl ) B B 5 S ISR Thme, Bod &1
W55 DR RFEE T IR NG 5 S AT M.

(2) LTI I r B8 A B BOE SO
N
Cp(t) =Y ra(¥n(t))® + cQVaQu(t) + caVaHu(t), (18)

Il
—

n

Horf, ¢, (t) RonBIAE T S v, ERONEN . BBESBREME, cq 5 e 730 W11 £ R 2 S A0
S THYEITRE. 58— I rq(n (t))? NBTEREE A, JRR A R G5 31 DUAREL i E R At (51 e 3
A B R B Bk TS HORMTHIE S IR B AR LR K. JR S TTUN R GRS BRI R Qn(t)
AR En] PRI S EUE ST W, RIS ATHUR, N R H, () BE S 5 % 200 UE IR /85 h B #E.
4.2 DEEHEMHML APT R2EEEEER

LA MG E SPIEE RIS TR, REH S AYERTEARE N

U)= 32 Vi (LT 47440 T =155, (T) =3 HA(TY =10Qu(TY) = [ (Calt)=Co(0)at

=®(X(1)) —/0 (Ca(t) — Cp(t)) dt, (19)
Horp 2 e
N
(I)(X(T)) = Z Vn (VLLn(T)2 + VAAn(T)2 - VSSn(T)z - 'YHHn(T)Q - VQQn(T)z) ) (20)

Horb ye, ya, vs, vas vo N E I 2% 2 ARSI B R L KO (X (T)) i R GAE HIREE RN Z)

T HRER 2z 4755, R B RS S IOES T RG] (L, (1), An(T)) JRATRERS, LLSEILECRAE VG L 1M

B EE MR R G IR S, (T) IS Hay(T) SHREE Qn(T) 5 sl U m, LRI ML 22 RaE 1.
Rk, TRETEKMK APT SRAEE AR

min max U (u,
P(t) u(t) ()

X(t) = f(X(1),u(t), (1)), (21)
st €0 < un(t) <u™™>, 0 < b, (t) < PP,
X(0) = Xo.

4.3 FTEFRIEEHEE

LRI ARG, B 50EE B 5t R 5 % e S ML AT KIWEh A i, HBA B fE ] &
B — ARG Tl D4 Ty 7 de e B 5 V8 SN ) TR DR S s be g, B AR FE AR L B
B 5B T REFEAR R GRS, DAORSF AR 22 e SARSSESE. Jyidt— 0 2 X M- 00T e I (] 248 72 1
) SRR AL 5 SR LA, AR SORE 2 WL RIS 1 R I R AR Ak 9 22 AN EL ORI A I Py 125 320 DU e et 55 7 A
FEA R B i SREms 1 38 S RS SR DRI, R eAE I (8] IXTA] [0, 7] A 2 i A R T O — AN e B R SR 2
XHHEZE.

(1) WA Z 5. CBE#E N A, Uit D. FEAERENZ] ¢ € [0, 7], W7 73wl SRR &

u(t) = (ur(t),ua(t),. .., un(t)), Y(t) = (Vr(t), ¥a(t), ..., N (t)). (22)
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(2) IHZRHAmE 2 0], Kooy 55 B ) SR 2 18] 50 390 5E SN
U={u(t) : 0 < up(t) <ul™, Vn,t}, U = {p(t) : 0 < P (t) < 7™, Vn,t}. (23)

NI B R, ORI AT IRSR (), BB I R G0N X () JEPME SR a, € s
LS (1) = ¥ (u, X (2)).

(3) WP THZRE M. FERENIIR Aty = [th, toga] W, BUEHE ERIEERSERE oV, B B2 AR S 15
DBEPEPA R B FHZRLRE, RGREEFN X (t) = F(X (), u®, o)), FEHENT R R, 7
Stackelberg HEZL N, By T # (leader) AT HR5K, Hefe ML SR 75 TOUYIBT AH0E OO MA B2 ; [958 2 AR Dy BB =2
(follower) FE457E u(t) THOLT, MR T I e Ak 1)

V¥ (u) = arg min U (u, ¥). (24)
Kbt MR e N % (u) ARG, B LA 1) 8] R oR
u* = arg gléig{(U(u, V¥ (u)). (25)

(4) g, Ayt Y ) E T RS BRR R SRR TR AR, How L.
EX2 (W) 1] wr = (ui(®t),...,un(t) 5 v = (¥1#),..., o5 (). EEARERTN, Pk o Lo
wAME U, B E 5% w DR UL BN BN, B AR — XS (u*, ) W EXE R AT (u,v) 3H

U(u,v*) < U, ¢¥") < UMW, ¢), Yuel,yel, (26)

JBR (u*, ) N LR BRI BN 5 A IR 48 2 1 A

5 ZMrEsERIUREKR

5.1 BiRERE

TR TEM A0S AN BLR U558 B I e PR AE A R SRR R 23 B N Jm B e DL, DAyt e e N\ e i e
MREBEF Sl e R IUB RS, A T — D= B R HESE, BIE a3 9 B R AG S iR A
SR 3 B

MYER I: MEEHIRRESHRIM. (XN B, Wi m e TIA APT Rl 5 55 (U 7% B7-28) 402
T2 TR I o R RTS8 5 e TR IR, TS B RTINS X (0), MR sk S it

MrER I1: TR EEMFM (W 5.2 /YY), R BT 2EAE, SR —FhiE A 2h & 90 SNl VAl
FE. SRR LRI AN N, ZREF I8 RIS AL AR BUR L 5 P A e VESE R, X1 s
HEVEATAI SRV, VPSS RAE MR B I b NS4, H T AN RS R Bk,

frER IIT: BT RMIEHRIREEKEE (I 5.3 /NF5). EETI R EEE, M Pontryagin A K {E JF A
AR RS, IR 5 PR S BUIRES 5 FEBE J5 RE VISR AR, 75 2 R SR PRI A [ i 2
A2 SR, T S I 0 B DR IS 2SR 55T ) 7 R AL
5.2 EFSHRINTHTN R EEMITEE R

FERT AR TR P o, 37 nUE BRI T 28 450 . APT AL HRRE ). RNV B E S Z R R, N
e, Wit 7 A R S AR AN R A BRI 5%, DS R SR LB B R

(1) ARG . 5 SR AMHIE e T HAE M 2% i E 2. ARSCR A keshell 20 fR5E B3 RAETS S7E
W28 R RS2 L, JF A5 A A0 (betweenness centrality) 5 O 248 @ M sTk, B CPet(¢) =
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S tmgmen 22 K1, oy, FORDE 15 m ZIEILEEEEL, o (n) AL DR n WEMEREH. P
05 DL 2, 514 4 (4N AT

kSheH(t) Cbet (t)
VIR (t) = wy - —2 L= =1 27
w8 =w max(ksbell) e max(CPet)’ e &7

(2) BEFEERRIA 7. IR F T 1 e £ 2 S ) U I x4 RS R AR (O S M RE JEE . ARAE SR [34],
TPEME RSB TTRRN p(AA —Q), Forh A BB SRR MR, Q BRI R, A 4
SBHEFEFE. 5 n OB RR IR T8

spr _ ap(AA B Q)
Vi) = L (28)
RN R n B RS0 5 A AR AT 4 oy A FB T e 1Y 12 s D iR
(3) B AR 7. SAZIE T RS A TN T A B B, AT AB PR e R
VP (¢) = exp(—/ﬁ - Var (kflhcn(t))) , (29)

b, Var(kshell(t)) Ron 1 sl n R4 €I S DA RIEARTT 2, £ 9T R 2380 et sAEdh dhisie
IRa ek, BEBEhBR 2, FLi Fras e VAR,
GRE B ISR IN AT « REFAL R SIN PP sl = JFIE, P2 n MRZ EEVER 7)€ U

Vi (t) = ar VU (1) + an VST (t) + azVI™P (), i +as+az =1, (30)
/E\:EP, a1, (g 5 (0% %%Uﬁ*ﬂﬁ%ﬁ

5.3 ETHRMEFIHNSMABPREK

NSRRI XU (R B A 2 5w, SN R A(t) = (Ai(0), ..., An(t), Forb A\, (8) A TE v, BT
B, SN Aa(t) = [NS() AE(8) AA(t) AQ(t) M ()] T, R GEIA Iﬁﬁ@%ﬁﬁu?:

N
HX A, 00,8) = Y LT, Uny Yy t) + A F (@ U, ¥, B), (31)
n=1
Horh, BRI PEREFR PR 9
‘c('rna Un, '(/er t) = wai - raui + CQVnQn + CHVan - CLVnLn - CAVnAna (32)

RSB 1 TRE f() B (12)~(16) & L.
WA Pontryagin H AR 3, Brs 2 -5 B A3 145 1 S 23 7036 A2 M 26 0 R 500G T &% B 45 ) A0 S AR 0 A 2% A
B 25 — 0 (et SRR A 228 = 0 OB SRAR/IMED). X wn (1), Vi € N SR A &

oM _ - of
aun(t) =-2 alU n( ) )\n 8Un( )’ (33)
T
aif(t) = [—Agirsn(t), A S (t) — aoLn(t), aoLn(t), 0, 0] - (34)

H AT A5 s R e s A

0= (3050

= MW ugery 5, { () = ASONTS(6) + (VA(0) — Ao (B)ao (D)} (3)
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o, T e )] (1) ALIR X AU BEEL. X 4, (2), Y € N R AT
oM of
Bl 2rqtn(t) + A, T D)’ (36)
Jﬁ——[ A A r (37)
51%(75) - 07 77’LLn(t)’ —na n(t)7 nLLn(t) +77A n(t) 7p0Qn(t)v pOQn(t) .
P 75 2 B 4R 2 e e s s A
Y (t) = Ijg ymax] (—MAI 8%(0)
= Iljg ymax) {271"d ML) = AZ(E) neLn(t) + (AL (E) — AL (1) nadn(t)
HO20 - M) @0} . (39)

F, g gy () NZIRIK OB tH = SHOTRL H X, B9 HHREA —2r, < 0, 4 g, BB
TR 2rg > 0, RIS (ARG 55 00 o8 E5CR ™ eR B B A o T ek B, B A ra ME—, B AR5 il f A7 7E.
s Pontryagin A, ST RN N

: OH(Tp, A, Uy, Uy, T OL(Tp, A\, Up, Yp, t

(5 = X5 M (1) + 20—y @ Mt (8) B (1) ||

ao(Ag = A)un + 0L Ay = X2t + eV

= A = AQ)Un + caVi : (39)
pO()‘g - Af)% —cQVn

O'H()\fll — )\5) - CHVn

FL 2 b 2% R PR RE I e 14 24 i TR 2

T
>\n (T) = van)(xn (T)) = [_Q'YSSn (T)v 2’7LVnLn (T)v 2'YAVnAn(T)7 _QIVQVnQn (T)a _2'7HVan (T) : (40)

HIRAPR S WL 5 R BB g R (0, v), BT RN B R Y, ASCRANE i (forward-
backward method) 35 BEATIEARRAR, 207158 B B HRRS R SIS 1R, A IS g s, Bk 05T
1. A G T R AR BT M B R0 25 B A0 TR b - 0 AR S B S 1 0995 1 SRS 24P O(MIN?),
b M OAREEEEC BT LEO TR E RIS LA B4 R 5 4 g 36~38) FURRAE 30 K TR AE
R T A 55 25,/ ) 0 ) O ) LI, R 0 o 2 7 400 1 50430 — 28 301 J 3
R T8, AR SIS AT R 1, AT T S AAR 0 I B 7 s, IR e R ) A8 B A S 4 PR b oy
BURSE B, Tk 8 J: Bl — B 1R % O (M K N,z), Hob KONFESL N < N OB kb AN S

6 RS

6.1 {HEIRE

G BRI T A T 2 R4 4, 43 I8 10 R 500 1502 PR LT B . B E0IIRA B 2,(0) —
[1,0,0,0,0], Vn € N, FR I T AAIEA T IE# A, 8] TR BEMIGIE 3) SE0IE A 1L, TR B
177 R TR o AT SR, - 7E SR AR I 201 Fod BB R4 H A MR 2% ELA TR Starlink 55—
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BiE 1 M BUF B R R RAEEE (three-phase sequential repair game solver).

HN: BHRIXIE) [0, T, K At, SURME &, FATRRIT 8 € (0,1], BRIERRE Knax.
1: MYER I: MR RESE R

2: ﬁ% APT KBk 5 IR0 5 vk (27, 28] 3R /%?E%Uﬁ AR X(0);
3: WHRALIFRIRRS to = 0,t1,...,tar = T, TEHIHE w0 (), o0 (1), EARHEL &k < 0;
4: MER 1L BISAINTH P R EEM TS
5: for BB ¢, do
6:  FREVANEBEHIE A(ty) 5TTARE X(t);
7 %? k shell 5 Hb Ot 5 25 M K 1 VST (tg);
8: 2 R BUR T BB BRI T VSR (4,);
9: ﬁ?ﬁﬁ%?mﬁrﬁlﬁfhﬁ BT V2P (1,);
10:  FET N (30) ZEE MBS RN R EEM: Vi (tr);
11: end for
12: MYEE 1L EFHMAEH SR - FEE KR &K RS
13: repeat
14: k<k+1;
15:  CIRSIERF: R w0 (2), pF=D () FRE T (12)~(16);
16: AWML TR (10) 15 AP (1) = v, 2@ (1));
17 ERERS: TR 39 Mt=T 5 0 RARSMEHFE A (t) = —0H/0zn;
18:  JoLIR A Mk e 12 1) A8 5 5
@l () %AWT%, (41)
B L \oT Of
(1) = =5 X0 (42)
19:  Hg A E
ul) (1) < g max)((1 = B)ul ™V (1) + at?) (1)), (43)
5(8) = o ymai(1 = BBV () + 8O0 () (44)
20: until /ﬁj/@q&@i%ﬁ:
maxc{ugt” (1) — un ™V O [ (1) =TV @1} < or k> Kinas; (45)

M BRI (wr (1), v (1) BIERPURSIIE X (0).

B R R %)) Y B U S N 550 km, BUEMUAY 53°, B IAIEERK X B K IE 25 BT o] WML B8 5014 km,
ﬁ%ﬂi%TLi 4 2% 1SL BE#%. SR HBENLEERE v FHPERLRY AT O ISL BE 8% {vpn, v, } TERTZI ¢ [P0 1 DA
BEZE P = 0.5 WRIE. P71 HEPHCRE DY 1000 25, FE5HE 1, ﬂ%ﬁ%ﬁﬁﬁ%&iﬁ% 1000, FA5HE T 8 = 0.1, W8k
BE e = 1le 6. PRIBEMAhSHLE T B0 ISL B % W, = 80 MHz, PEKHIIZE P, =20 W, IL
RRLGEEAMZ G = 42 dB, FHINZEERITAE he,, = 2 dB, 0K fo, = 33.25 GHz, BEH R E Tp = 25 dBK.
PRUE VAR I 2P 1, SR FHSEAEE 7 BO SR, SRS B RIS — N v = va = 75 = 7o = 7 = 100, Biif
TSP R sRPERRAI I 73 R uiax = ymax = 10, B E WASEEN 1, = ¢ = ca = 1.5, BifHIE fA 2
BN rg=cq=cy =1, %ﬁi%‘fﬁkﬂi%%ﬁxﬁ a; = ay =az =1/3, TRAGEHHEFRER v, =ws = 1/2,
HRZHVENE 1. VPl Frde SR vERe, WBiEE Mt 7 UL 3 Pt s 6.

(1) £ Stackelberg 1#HZE[) APT BifHISEHE (Stackelberg game-based APT defense, SGAD) !5, SGAD TRHE /&
— PP B THHIEIR ) APT BB, COR T RO TN Z 2 5 A% 2R, W7 Stackelberg
T ZTHE S e 158 B {0 Mg LA KAk & B R R,

(2) [F 7€ W (fixed strategy). Bk KT 15 A1 5 VA S 5 HE0E, B8 R F 1 DI A 5, 1 ¢ (t) =
2. 1ZIELR B 0™ 1 Bl A VR R 5 A T U5 ) B L

(3) BENLHERE (random strategy). BUeh# K& 17 J5 [0 77 ik (REE SEug, B 82 R FH BEALBT 18 SRS, ¢, (t)
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*1 MESHRE.

Table 1 Simulation parameter settings.

Parameter Description Value Parameter Description Value
)\8” Direct penetration rate 0.2 )\bat Lateral penetration rate 0.05
ag Activation rate 0.5 nr Detection efficiency (latent) 0.6
nA Detection efficiency (active) 0.7 P0o Recovery rate 0.8
oH Degradation rate 0.1 K Temporal stability sensitivity 5
10 a 1.0 b —— S(Susceptible) Lo C) —— s(Susceptible)
D! P!
L (Latent) L (Latent)
0.8 0.8 —— A (Active) 0.8 —— A (Active)
—— Q (Quarantined) —— Q (Quarantined)
—— S (Susceptible) —— H (Hardened) —— H (Hardened)
0.6 0.61 .6
%6 L (Latent) » 20 0 ?
= —— A(Active) = s
«» 044 — Q(Quarantined) «n 0.4 wn 04
—— H (Hardened)
0.2 0.2 0.2
0.01 M 0.0 0.0
0 200 400 600 800 1000 0 200 400 600 800 1000 0 200 400 600 800 1000
Time Steps Time Steps Time Steps
10 (d) L0 (e) Lo (f) —— S (Susceptible)
L (Latent)
0.8 0.8 0.8 —— A(Active)
~—— Q (Quarantined)
—— S (Susceptible) —— S (Susceptible) —— H (Hardened)
o %6 L (Latent) » 20 L (Latent) » 06
s —— A(Active) = —— A(Active) s
2] 04] — Q(Quarantined) «n 04{ — Q(Quarantined) 2] 04
—— H (Hardened) —— H (Hardened)
- % - JZ 02
o eee M
0.0 0.0 0.0
0 200 400 600 800 1000 0 200 400 600 800 1000 0 200 400 600 800 1000
Time Steps Time Steps Time Steps

3 (MLEMFE) NEMEMEMPTRETRAERERERE. (a) FHRER (N = 10); (b) EER (N = 10); (c) B
HLREE (N = 10); (d) FiRREE (N = 500); (e) BEIESREE (IV =500); (f) BEHLIRES (N = 500).
Figure 3 (Color online) Security state evolutions under different network scales and defense strategies. (a) The proposed strategy

(N = 10); (b) the fixed strategy (N = 10); (c) the random strategy (N = 10); (d) the proposed strategy (N = 500); (e) the fixed
strategy (N = 500); (f) the random strategy (N = 500).

E [0, 1] PIBENLIUE. 1ZFE4 M T I0AE A 3R S T8 H B A R 3.

iEFRE T AT 4 BRI IR REGER2MA (system utility) U(u,¢). ZEXAIEH (security
dominance index, SDI). FF{HIE1Z1§# (defense control index, DCI) fIFKRAEIEE (average strategy
intensity). Jt, SDI F T 2 3 G5 £85I 2 1) 22 45 SCRCRR R, 78 SON B A2 P IR AS 5 A 238 5 ek 2
PEHPIRA S RUROMER 2 b DOL JH T 58 7 1 2 70 B A 2Rl R rhons I 2819 s BRLEVR SE e 70, 49 AL T 1E
WA R R A BN [ AR R B2 B AR TS B T AL TIERAS B A NI R B T AR Y SR SR R Sk T
U7X A ZR I [A] X TE) [0, T) P B BRI BN K, el v 542 1) A B A A I 3L F~ - S (B A5 2.

6.2 {nEL

AVl TS SRR SRR R (AT Rk, SEX L T R LA [R] R 2 AR A AN [R] el R 28 4t 2 4R AT
WS, WnlEl 3 Frow, B R P s e sk iy, BEns 28 i Mo (B & S5 91T N, RIS (L)
SRR (A) 1 R H A B AR TSR [ 2 SR s BB AL SR (07 58, LR AR IR I BN BURCIR S, B 5%
AR RTT, BUBCIRZS MR IZ L AR 17 AR A2 Wil 3(a) Fiow, REZE (Q) SN (H) f£/RE L
Tt, RPN TR v b 2 5 0 AR, AT AT 2] 9578 R S HaE ST R LG A2 R, B 3(b) A1 () KW, 2
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b

01 4.0 (b)
35

=301 3.0

2.51
520 I
EE Proposed Strategy 151 ' MEE Proposed Strategy
BN SGAD Strategy 1.0{ WS SGAD Strategy
.
2

L
W
S

System Performance

Fixed Strategy Fixed Strategy
0.51 'mmmm Random Strategy

|
[\
S
S

Random Strategy

4 o 2 4
Attack resource budget Attack resource budget

B4 (MERFE) 4 FBETRE TRERRMENRENOFN. (a) REHA; (b) REXEIEH.
Figure 4 (Color online) The impact of attack resource budgets under 4 defense strategies on the system. (a) System utility;
(b) security dominance index (SDI).

175 405 3 Sl SR PR 2] 5 S 5 B ATL SRS I, X DA 2008 1) e i) B A AR K a %5, Ja ST 250 MR AT R 8
Bt ARG et RE TR

H1&l 3(d) FI%H, PR ah & Fr ST B A AE KRR I 2% ATy REA 8| B et A5 4, RS il st 1BRES (L) 5
A (A) T 5 F] i 2R T b sking, HERRAS (Q) SIEES (H) 3 s tbfifasd BT, RPN ST 47 5 &
o7 4 B2 2 DG B TY i AR T APT 23547 8. 18] 3(e) A1 (f) AIAN, [ SREM 15 B AL SR W DRI DA 32 46 $h 22 4
S SR A, RS S GRS A L BIRE M 4% O BT, BT ERCR B 28 L B TR 5
N =10 F/NBEZEFILE, N = 500 BRI 2% s dn Sl U o0 8.3, AR 4k A2 SE N 0. P S s
I B A S BV S IR R R, (R CRFFRMRAT R I T m e, B R R I d e & M

N3t — 2 UG IR i 32 SR (0 (8 PR R S M, S R ) o ) de K SR R R, A TS RN BE 0 R
PJubgst, TR RN 4 Pos, /£ R GBI 2 23R K07, Frig w48 jTa Bl IR TS M0+ SGAD
TR S HAB L T . H ] 4(a) P, Sl RE 1 8SS (RN BRI BUR) I, 5Bl A SR PR e 22 5 AN I
&y ORI, BEAE Bl e ) LR AOERTE, RGUIERESR AR BEAR TN B, TR FH P die foe DL SRS 1) 75 A0 JR A DR BRI Bl
TERCR, HA5 AR SE 1 22 HZ B K, R 5 SRns BT BRSNS BGse /1. B 4(b) #t— P RoR T
ARG A TERE S R /1AL K Ea S, B BT HR B8 SRS £E i B MG T R4k e % 4Pk, 10 SGAD S
SE 5 REAL SRS ) 22 R T Bl TR, T SGAD SRS rURS @R BONfRIL HAE 8 — e B BUf g%, R
EFE 7375 FE T UK AT AL 10 2 EVE RS [RI I B 22 5 A2 SRR 5% rh 7 SR s ATk, BRI R 7 A S s 1
RIXT % APT BUli b AT9 R AN A2 ; T P $72 SRS 38 1 A5 200 A 1) TR AL AN 2 50 T P SHAB AL, e BE T b 22 i
KB AZ AR, AT SEELRS 2R 40 22 25 35 (0 AT A B 4.

NIRND T RS HOT RGNERE . R EMBMRRHERIEW, dE— DI T 3 HBURIEDHr L.

BERZERSEPERBROEM. B 5 wH, HGEZRSEREAN, Yl E Bl Bs @& 01y S rhe
1G58, RGVERESRIR EIUE 2 TR Y. AR, R 1) % 5 5 (0 K WA U 7 T2 W 48 N B ) HIRE 7038 0,
SEARGNERESE R T I

B R IR AT ZIR S EMAZE M. & 6(a) A1 (b) 8 AR L 22 AR IC I & e 2R A 5 2k
R s, yu, g, FHUETEEDY 100~1000, 2K 50, F LA Hr Hox B A S 4 48 50 R e RO ROREIL. H1 18] 6(a)
RO, BE A b I 2R AS SRR L A BRI, T die foe DL SRS RE N8 B 3 3 B B8 BRSO, T2 22 R T+ R G
EEERES). MBZT, [EE SN T ok = s &M EERE )1, UGl sm o 2 im i 2 H AR A 2o 92 B I
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rimance
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B 5 (MERZE) BEREERSHEERERIRE LM,

Figure 5 (Color online) The impact of direct & lateral penetration rates on the system.
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Bl 6 (MEMFE) RKEEEMRABMLEREREN RGN, (a) REYASKRESEEZMRY; (b) BHEERERSRKES
EEMRY; () FHKPEESHERARY; (d) BHHEERERSHERFRY.

Figure 6 (Color online) The impact of state importance coefficient and attack cost coefficient on the system. (a) System utility vs.
state importance coefficient; (b) defense control index (DCI) vs. state importance coefficient; (c) average attack/defense intensity vs.
attack cost coefficient; (d) DCI vs. attack cost coefficient.

BB AR B M R FE. B 6(b) BE— P IR T S dm i 2R EALRE EE XS R GUTERE (R0, Bl A 07 08 X 28 I IS
ZIIRAS EALRE EE G, Boeks F AR R # 2 N B, SR DA AE T B i ot 28 A 5 AEAN RIS SO LE R, X 95 24
HE P At T N B

WEERAZRE ro B9, B 6(c) M (d) 28T T B liA R r, X (1, 10] W (PO 1) 2405t
RGBT S 2. ] 6(c) FTI, BEFE G AR A T, Ui 7 (1S538 18 SO o BT R 88, B ) R
DUAE S SR S L TR SEAR LT P 3y, 3R A P 3R R 0 77 10 S RE % 5 3 15 3 i 7 T8¢ 2 SRR 224k B 6(d) w1
Tk BRANS Z2 G0 S A% FE IO BUaky FROAS A HS TN 288 i) 1 b AT O, A4 2 i I 221 05 A S A PR e 3 o g
TEISRIRTE. R AR, RE [ E S NSRS AL T T I v B A A pe A, (HIX R BT
FEREN R RE R LERF KT BEAS BTN, 3 BOLBARPTE B IR AR K.
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RAABE NS, 5 18 TR MZR I B IR AR a2« 2 AR S PRI S RS E, MU 19 2 RS AL
RURFP SUE R IR, SKZm APT Jik Ktz iE S P a8 e B ks, 32l 7 e SR TR LAY &
BV SE, G S BRI BRI BT IS R D7 ik vt 1 ok B SR T SR AR S, S TR A
IR B I S DK 7 LA RAR Y, iZTERAE 2 MBI B3t T B3 K APT BUlig s R giin 1%
TH R R R GBS BRE. 58T FUR B — PR R 2 4EM5 B AXTFR LU IREEE T R85 12 JRE 5l 45 22 4= T %
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persistent threats

Yuntao WANG, Chunlin HE & Zhou SU”

School of Cyber Science and Engineering, Xi’an Jiaotong University, Xi’an 710049, China
* Corresponding author. E-mail: zhousu@xjtu.edu.cn

Abstract With the rapid development of low Earth orbit (LEO) satellite constellations and space information
infrastructures, the satellite Internet has become a crucial component of the global information network. However, due
to its time-varying links, heterogeneous satellite-ground architecture, and resource-constrained nodes, it exhibits high stealth
and defense complexity under advanced persistent threats (APTs). Traditional game-theoretic defense strategies, typically
designed for static or semi-static topologies, are inadequate in such highly dynamic environments. To address these challenges,
this paper proposes a dynamic and optimal recovery strategy tailored for time-varying satellite networks. First, a dynamic
sequential repair game model is established to characterize the adversarial process between the attacker and defender, in
which the multi-stage evolution of APT penetration and dynamic defense actions is modeled as a series of sequential zero-sum
subgames over a finite time horizon. Then, considering the dynamic evolution of network topology, node heterogeneity, and
limited defense resources, an optimal control-based forward-backward search and strategy update algorithm is developed
to efficiently compute the game equilibrium with low computational complexity. Simulation results demonstrate that the
proposed method effectively mitigates cumulative attack damage and enhances defense robustness under resource constraints.

Keywords satellite Internet security, advanced persistent threats, dynamic game, optimal recovery



