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Table 1 Feature comparison of related works.

Features [10] (12] [16] [19] [20] (21] [23] [27] [29] [30] [32]  Ours
Temporal access control v v v v v v X X X X X v
Fine-grained access control v X v v v X v v v v v v
Tracing for attribute keys X X X X X X v v v v v v
Tracing for time-slot keys X X X X X X X X X X X v
Privilege revocation for traitors X X X X X X v v X X v v
Privacy of time ranges X X X v v X X X X X X v
Access policy hidden X X X X X X v X v X X v
Group structure PR PR PR co co coO PR PR co PR cO PR
Security model CPA CPA CPA CKA CPA KCA CPA CPA CPA R/W CPA CPA
Access structure AT — LS AT AT —4 LS LS LS LS LS LS

' Remark. PR: Prime-order group; CO: Composite-order group; CPA: Chosen plaintext attack; CKA: Chosen keyword attack; KCA:

Keyword collusion attack; R/W: No-read/No-write rule; AT: Tree-based access structure; LS: Linear secret sharing scheme.
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Instances of range cover algorithm @ Nodes in the range cover set

@ Nodes at the range boundaries
o
001

1 Instance 1:
Input: [£,R]=[001,111],
11 Output: Cizr) ={001,01,1}.

{ 1.x=£=001, y=R=111= Cigr] = {001}, x=01, y=11;
»
/ 2.x=01 y=11= Cjgr] = {00101}, x=1, y=1L;

o) 3. x=y=1= Czr)={001,0L1};
111
Instance 2:
o .- g .1 Input: [£.RI=[000,111],
E v Output: Cizr) =2.
00 \ / S 11 1. x=L=000, y=R=111= Cigr) =D, x=00, y=11;

p . 2.x=00, y=11= C =@, x=0, y=1;
\ / \ /\ / Y R)=9, , v=1
® @

3.x=0,y=1= (C[E,’R]=®, x=0, y=0;

000 111 4. x=y=0= Crr)=2;

B 1 (NEHE) KBS,

Figure 1 (Color Ounline) Instances of range cover algorithm.
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e:G1 x Gy = Gr. giv go M & HHM Gia Gy B Z, HEEHLIELIL. %564 D T

2 L 2 l
D:(glagfvgglt7"'7gf7g27g§7.gg287"‘795)'
FAEEMZ Z I 8] (Probabilistic Polynomial-Time, P.P.T.) fhi&# F LiEUAT ZIEHIHHEIHE ¢ 5



TERF:FEENE EFXE 5

Cloud Service

Legend O UpdtCap « Cluster Embedding of time range  Data Publisher
i = (C(sgk)zt)m Utk = HZ(b(())T)/ HZ(b(ET) e < /fg\\
S Z O =
%é & AAAAA A =
“ A —
@ Encrypted capsule O MatAccess €@ 7z %
< — Z Q) © EnCap @ 4

N s=al.p= .
& n=%q-i z]escj nj s J n/

[ . Updated capsule

e . v = s .
Sa%| 8 - KeyT
U Transformed capsule FO. V.. @T‘ 5] O = » /\/ \//\?\/\ » @ KeyTrace
{, - T e | ¥ GG 6y ALL o SanityCheck
9 .
? Data capsule o N (o] [r?) o Embedding of time slot gidI gidI gidI
Decap | ol oa],
;? Key companents o Ao (/o < fT) § 52 = by 1111 Bo1211| .|| bl o] [? [? [?
1 -
M I 0 KeyGen ' ST £ X a
—_ Public channel y Z ‘é’
‘ o ;’?) Ltk : = /Q& )\ AA /gg(/\ A /?
g Secret channel Key Distribution o Encodmg, of tree structure ‘ ‘
Data User Cesiter

2 (MLEhRFE) ALEERIEHEHI AL,

Figure 2 (Color Online) Architecture of the traceable access control method.
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bution Center). z=Jk%%HHE (Cloud Service Cluster). ¥ & A7 (Data Publisher) H5##E{FH 7 (Data
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YERNTIE SR, BH D RO 5 RGVIE PR 1, InitParam), N X MUSEE 16 H 77 A 6 e P2 5H
Cak. WEUEH] Ctk M%im# ] Ltk (PR 2, KeyGen). Bdfs KA Jy I8 1€ SR n) S A i X 8]
PRIEITE PIR 3, EnCap) IEME = MSTHERE. = IRSTHERFE v vl (5 S2k BT g 546 U7 & ittt =
W, ST R A P T R AR AIORL U7 ) BRI B (PR 4, MatAccess). BAEAE T AERIX
A REES ) B Ltk FUEIGE VT MR IR I3 CPIR 5, DeCap). BLAN, B85 R OiB i % 40 & F
K5 (P 6, SanityCheck) ;FD%'fJJ\*T'L W% CPIR 7, KeyTrace), X HSLR% R PG EAT AL MR, I
SR B DU LU AR (PR 8, UpdtCap). %77 ML ACHELE WK 3 Fios.
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Formal Framework

(1) InitParam (T,U,1") — (mpk, msk, IIr, ICﬁ)“). This algorithm takes as input epoch parameter 7, attribute universe U, and
security parameter k, then outputs public parameter mpk, master secret key msk, encoding state IT+, and an empty key list IL. It is
invoked by Key Distribution Center.

(2) KeyGen (msk, gid, Q = {u; : v;}ien,11,0 € (0,T]) — (K, Cak, Ctk, Ltk, KL£). This algorithm takes as input msk, current time
slot d, global identity gid, and attribute set €2, then outputs tracing component K, attribute key Cak, time-slot key Ctk, client key
Ltk, and updated L. It is invoked by Key Distribution Center.

(3) EnCap (M,P = (M, p(-), {ups) : Vo) }ien,m))s [£,R],6 € (0,T]) = EC. This algorithm takes as input message M, access
policy P, time range [£, R], and current §, then outputs encrypted capsule EC. It is invoked by Data Publisher.

(4) MatAccess (EC, Cak, Ctk) — TC/ L. This algorithm takes as input EC, Cak, and Ctk. If  embedded in Cak satisfies P, it
outputs transformed capsule 7TC. Otherwise, it outputs L. It is invoked by Cloud Service Cluster.

(5) DeCap (TC,Ltk) — M/ L. This algorithm takes as input 7C and Ltk. If § embedded in Ltk belongs to [£, R], it outputs M;
otherwise, it outputs L. It is invoked by Data User.

(6) SanityCheck (msk, K, Cak, Ctk, Ltk) — 1/0. This algorithm takes as input msk, K, Cak, Ctk, and Ltk. It outputs 1 if all the
above keys pass domain-constraint and well-formedness checks, then outputs O otherwise. It is invoked by Key Distribution Center.

(7) KeyTrace (k1,KL) — gid/ L. This algorithm takes as input tracing component ki and KL. If ki exists, it outputs traitor
identity gid; otherwise, it outputs L. It is invoked by Key Distribution Center.

(8) UpdtCap (EC,{5,5'} € (0,T]) — EC’. This algorithm takes as input EC, original §, and current §’, then outputs updated
EC’. Tt is invoked by Cloud Service Cluster.

a) Remark. The public parameter mpk is taken as the default input of subsequent algorithms.

B 3 (MSRFE) MEEREHEH 7 R ESR.

Figure 3 (Color Online) Formal framework of the traceable access control scheme.
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(1) ¥IELBNER. C 1817 InitParam (T,U,1%) SERRGHIIEN. EIRE msk. 1l fl KL FHH mpk K
®EF

(2) BHAMBIMEL. ¢ EImHIIR KL, 3 F #AEE g YO (K, Cak, Ctk, Ltk) f9#1: 24 F 43
{gid;, i, 6: }icy W3R Cak, Ctk F1 Ltk B}, C EEW KL. & (gid;, Q, 6, K, Cak, Ctk, Ltk) CAF(E, C H%
R[E K Cak. Ctk Al Ltk. &, C Bt KeyGen (msk, {gid;, 0,8 }icq) WH (K, Cak, Ctk, Ltk), /5 [A]
Jtdl (K, Cak, Ctk, Ltk) JF5 A KL.

(3) ZAMIEMER. F W ihiE S 8ocd (K, Cak™, Ctk™, Ltk™). % KeyTrace (k1,KL) #1 H Key-
Trace (ki,KL) ¢ {gid., ..., gid,}, W F i3 rBBEMERK. F IRHE L Advy = Pr [KeyTrace(ki, KL) ¢
{gidy, ... gid,, L}].

EX 4 (MBEEM) HALLE PP.T. thitd F UAT BB RS Advy Bifs RTREE, WIFRTH ) H 52
8 P (1 P B Uy i) i) O vk L A T B

3.2.2 BEXZEMH

(E% 454 5 F, PPT. BT A SHH C 2 M S22 A B i F s 3
(1) MIEHBER. A 1 C FBWIHARIGET K] [£7,R*] C (0, 7] AHERVIHHEME P = (M, p7 (), {1,
Uy deltne))- FH, MY SR mt 7 n BRI EURIRE, p* () I MY RATHEMAINE U FIRIES w1
V. ) BRI, WS, C BT InitParam (T,U,1%) SERAIKEHL. S04 mpk REE A FFRE msk.
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I A KL.

(2) @EIMEE 1. C 492K KL, il Fid R m A 24t Cak. Ctk 5 Ltk: 4 A 04255
By gid+ BB & AUBMESES Q iR Cak. Ctk 1 Ltk B, ¢ Bedrify KL H, QP H 6 ¢ [£*RY]. &
(gid,Q, 6, K, Cak, Ctk, Ltk) CLfF7E, C E#ER | Cak. Ctk fl Ltk. 50, ¢ it KeyGen (msk, gid, Q,6) it
5 (K, Cak, Ctk, Ltk), /5 # uél (K, Cak, Ctk, Ltk) Kik % A.

(3) BEELFMER. A 7] C RIEFDMEKHEE M5 5 M;.

C BEHLEH o € {0,1}, FF0E PR DT 17 SEs S X R B3 M. Bi$ 6 e [£%,R*] M EnCap
(M3, P, [L7, R, 6), LA BEIRSE EC). f&)q, C K EC) Kikg A

(4) EIMEL 2. A ZEPATSIE 1 i, HEAIRS] Q P H § ¢ [£%,R*].

(5) M. A HitHxBEHLELAS o BRI o A SRBERIR S T SN Adva = |Prly = ¢'] — 1.

EX 5 (BXREM) HIEE PPT. it A ERNAE L2k % Adva 2277 20, W5
SR bl P RT3 B 7 1) 42 ) g 92 AT I B e 3 W SOG4

4 TH[EBRHIERERN BRI EESHE R19iE

K e A T [ R A B ) T A B 1 il 42 1) R A AR A3

e InitParam (T,U,1%) — (mpk, msk, [I7, KL). ZHEIEE % E L= p MRIETESHE G\ Gaos Gy,
PASAER IR EAE I e : Gy X Gy — Grp. B, IZFVEFEVER ¢1,95 € Giv g2 € G M o, a € Z, I5E
SRR PR AR Hy : {0,1 — Gy B Hy 2 {0,1}F — Z,. WRIBLILSE T, eVHEt— e =X
B T HAZ R TR APAT RIS : 1) X TR AT 0, RE LAY by, = bo[1]]|be[2]]| - - - [|belde], Forh, dy €
[1,log T] AT 0 [IREE; 2) XF TR AL 6, & LGN by, = @, ZEIEKERE log T $H5J1k £ —H 5
55,80, 80, 80 A0 ¢ GIUETH s B R L AT S mpk = (8, 60,80, 50
BIOgT,gl,gg,gg,,gg,e(gl,gg)",”;’-ll(-),’;’-lg(-),e}\ TR EFH msk = {a, a} MYRIDIRE 117, FF B AT
*KL.

e KeyGen (msk, gid, Q2 = {u; : v;}iena, 0 € (0, T]) = (K, Cak, Ctk, Ltk, KL). ZHIEE M Z, FHEHL
By, 7. B, BEIEREBREAMN K = (k1 =, ky = g3, ks = (g5)™) IHUWITBERIEH D] Cak =
({wi biepn, aky, {aki 2 }icp ). 3 Hr, aky = 91 = C g3, akip = Ha(ugl|vi)7e. SRR BT R 0 € (0, 7]
i bio) - = bs[1]]|bs[2]]| . . . [|bs[log T] HH5E Ha(bios 7). XF 9 € Path(s), B F R BREREH Ctk = k)
FIZ P39 Ltk = (Iky, kS5 ,):

Tid
dy ( ) (5)
9 Ha(b log’T) a-T; 9 7{2(b10g7')
tkfs,k) =g ( | | bé[k] ) y o Uk =gy, lkfsk)z = 91 <5 | | ﬁ(bé > .

Hrh, dy RN RO IR, &Ja, BHHs KOt (gid, K, Cak, Ctk, Ltk) idsx % KL H, Ffidd %
PASER (Ltk, K) B EdR A 7. ¥ (Cak, Ctk, K) &1 2 = IR &5 5HHE.

e EnCap (M, P = (M, p(-), {tp(i) : Voii) Vietml)s [£.R], 6 € (0,T]) = EC. LS ek M i S =
(51,00,...,00)" € Z2*" FIbRE sy € Z, FFRIETUE XATRAKIGE m 1T n FIRHHGER M. B, &
KM xS = (n,m2,...onm)T € Z0 AERBEIRE 7, FRILAERREED I ERE P = (M, p(), {uyy)
U,)(J)}Jelmp B, R X A S A (L, R) WSS Crn), BN 7 € Clop) Sl
bis) = bry [L11bry [211] - . [byy [log T] FIARTITER & 455 b - = bs[1][[bs[2]]] . . [Ibs[log T]. XF 5 € [1,m] A
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79 € Cle.ry, BORRATIE L M EENBEARIE BC = {u,(),Co,Cr,C, Ca, Ch Coiiy 3, CF 4}

Co = M-e(g1,92)"", C1 =95, Ci=1(95)"",  Co=g5, Cy = (95)%,

S1

(70) R
Coiys = 97 - Haluppllve)™,  Coph=|8-T]5 ™ :
k=1

Hrh, d, 7R Cier) TICR 0 BIRRE. B2, B RATTH EC 1202 = RS HERE.

e MatAccess (EC,Cak, Ctk,d € (0,T]) = TC/ L. Z5EE HIW Cak FHHRARIEEES Q = {u,; :
Vitiepy EHE BC VIR P AMHITE. & Q AR P, B Q NERBUES, WHiZEEmE L. &
W, & AT E A T A S E AR R d e 2L, FEWRE s = &) -7 = Sies € s e,
S={j|jeQ}cl,m]. ZEIEZERTRIFESR TC,:

1
TCy = e (aki,C;" - C]) - e (H(akm)cﬁczkl '(35) - (H(Cpma)q’bkl 'k?’) '

JES JES

0 {CST Yoecie ry TR Yoepania), 15 TCS) = e(th$y),€1) - (€S0 ko) ™. JJE, Z MRS SEREAG FEH IR
®TC= w,Tcl,Tcgj,z,;”,co,cl,cg;gll} 3% B M A

o DeCap (TC,Ltk) » M/ L. EHEHERESER TCTY £ e(lky,C) BB, HARL, N
Path(6) 0 Cier) = @, HHEEH L HN, BE {0, TCY),) MHME— 035 Smis b)), kR
Coa = C\y A Usp Lk, FFRE Lik g 7€

-1

M=o TC e (Coarha™ ks ) - e (1hs2, 01" - C1)

e SanityCheck (msk, K, Cak, Ctk,Ltk) — 1/0. ZEEIZR TR P RIGIE S H G 8 1) 5%k
%fﬁ%%ﬂéﬂﬁ: K: @ k‘l E Zp E k‘z,k‘3 S GQ; @ €(gl,k2) = 6(91,k3) 7é 1, 2) lz%fi&ﬁﬁr@%%ﬂ
Cak #%4Mf: @ aki,ak;os € Gy; ) e(aks,gd - 95') = e(g1,92)" - e(gi, ka)™t - e(gs, kb - k3) # 1; B 3
1 € [].,l], s.t. %%E‘r&ﬁ% {’U,Z : Ui}iEll] ‘}ﬁj/@ e(akig,gg) ( 1(U1||'U1) kg) 7& 1 3) Wﬁ/ﬁﬁﬂ?f/\ﬁ
ERE S Ctk: @ thl) € Gy @ 3 dy € [LlogT], st. FEEBAETIH 0 € Path(6) Wi/d e(tk’), g) -
e(gi,ks) ' =e < BT, 85 ™) waoéw,z@) £ 1; 4) SHIE AR PR Ltk S40E: @ Uk, k), € Gy
@ e(lk1,92) = elg,ks) # 1; B 3 d19 € [1,1og T], s.t. Fr€EY M 0 € Path(0) 2 e(lk(;kg,gz g5') -

e(gl,l@)l—e((ﬂn Dy ol -k3> #1.

#r {K, Cak, Ctk, Ltk} ¥Jrllid ASE A RS RAGPEEAE, W5t 1, &% 0.

e KeyTrace (k;,KL) — gid/ L. # SanityCheck (msk, K, Cak, Ctk, Ltk) fiith 0, WIAFZEHmE 1; &5
Mj, {K, Cak, Ctk, Ltk} N RAEH. Hit, BHS R OME KL PR k. 4 k) AR5, WEE RS 2R
G gid; BWHFH L X TEEHMHE gid, BHS KHPOE T —BB 6 € (0,7] AH&E Ctk A Ltk.

o UpdtCap (EC,{6,0'} € (0,T]) — EC'. ZHEMHT LRI B4 b0) = by [1]]1bs[2]]] ... |[bs[log T)
Ciman ! %z(bl(fg)T) EHEIELE 2, P EEH A Utk = ZQ(ZEE%T) W, RS ERTE A CM4 i

(blog
ey B0 ) = () T

1) B 3 6 € L, R], RIFFE Path(6) M Ciz,r) MIME—5Z4E 9, i Ltk MINBBEEE {8 Hk 1 .L(9b6 }ﬂePath(J) 5 Cie,r) M EC KX
dry o (brg kD)

E R {8 [T B Yroecie.my AR, H TCTEL) = elhy, Co) BOL K2, # 6 g [£,R], W DeCap ik, I )2 1 LI R4
f#E TC, T SETLAR A 1 SR
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5 ZREMIUERA

5.1 HIEERM

FH 1 (TBENE) %5 l-co-SDH BB, N ¢ < 1 B, A&7 R0 A MG A& ek, ok, (1
P.P.T. thii#s F 22 A& B HA &

IERR. [E¥AEAE P.P.T. thils F al7EHUT ¢ B SA I G, DARTT 208 PR3 = TRl AR 7 2 1 Tl ek,
W T g TR FEMIAE AN 38 B BEAR 1-co-SDH FRMERR . T30 AL T Btk 0 F

(1) #HEMER. B $KEL—41 I-co-SDH [fJ ] @54 D = (ga,ng,gﬁz,...,glw’,gQ,g2w,g212,...,gyl). 3
il = q+1. BiJE, B M Z, FRIHLER ¢ M EARRRES ¢1, 0o, .. e #fﬁ)‘(%lﬁfﬁ F) =TI (y+e) =
ZQLO ziy' He, 2T f(y) ) AR BHE SN {Zi}ie[o,q]- Lo = Hl 0(93 i)z Hg2 l_L 0(92 )Z =
@I, BES gt = [T (67) = g/ A gg = TIEN (G = ga”(“) B Gy BEALIL
8,87 B Bl B 2, IR o R IS elgr,0)° Mgy = 70 = (1) R, Lk
th mpk = {8,817, 8", ..., B, BU) .91, 92, 95, 95 €(g1..92)™, Ha (), Ha (), e} FHERIMHLE IR KL.

(2) BRMEMER. 24 F KA q < L E {gids, i, 0 bicjo.q ESAHINES, B ﬁ%ﬁi’a} KL. AR %
JLH CAFAE, B ¥R [H] K | Cak. Ctk F1 Ltk. 7501, Bﬁ%%miﬁ fiy )—f( )/(y—i—cz) =TT .y +e)- fily)

Al —B I N fl( ) = Zj ij [{LF Bil& B (gf mJ)CJ — g (a) _ =g fla)/(cj+a) _ 911/(Cj+“)- B
Wz, T 7ia R K = (k1 = ¢; = ke = (27 >>w = g5 ks = <a“f<“>>w = (g8)™). BT
Cak = (aky = (F;)*" 7 - g3, ak; o = Ha(ug||vy)7). B BEHT {0;}icpo,q HHY bfjg)T = bs,[1]]| ... ||bs, [log T] FHit

B Ho(00)). XF 05 € Path(s;), €I FHEE Ctk Al Ltk:

Ha (b fog%

; o bs. [K])
thyy, = (6" @) (B Hﬁ“”) ,

n (;57‘,) )
~a f(a)\7; 9;) (ba [&]) 2 log T
= (1) Ik, = ( 8- HB :

B &R #EH LY (K, Cak, Ctk, Ltk) HEHEE AN KL.

(3) ZHAhEMER. F it —MhisE % g cdl (K*, Cak®, Ctk™, Ltk™) ¥yalilid & B L, J Bl

ki ¢ {ci, .. e} &5 F BIMEEH, B f(y) BiLA f( ) = U(y)(y+ k1) +o(y), Hd W(y) @4

EBWA Y &y B 0, £ 0. B Ttilﬂ‘ 5 e e (¢, 2%): D W ¢ = ki (mod p); @ T Temp = (ak; -
lkgfm.lklu.tkgk) 1~lk1) =g = g, e — V@ .4 aoﬁjl Q) it 2 = (Temp H] 0(91 )51)0% :g]ﬁ,
HH, ged (0j,p) = 1, #AT5E X i N o; EAE p BRI, B0, B BENLIEE (¢*, 2*) € Z, x Gy 1N l-co-SDH
(Ifi#.

BT e(@, 62" - 6°) = eldi ™5, 3" - ") = eldi, da), WOTHL (c*,2%) F& l-co-SDH P 3 i i 1y 1] 474
o F U\T—I%H‘«%E’Jﬁﬁ% e Iy AT, W B ] FI L BE SRR 1-co-SDH A A . 2 F N F Kb
Phit WA, W B AP l-co-SDH MBI H LU R : Adv'-eo=5PH = Pr[F(c*, z*)|F, ged(o;, p) #
1] Pr[f, ged(oj,p) # 1] + Pr[F(e*,2)|F, ged(o;, p) = 1] - Pr[F, gcd(og’p) = 1] + Pr[F(¢", a*)|~F] - Pr[~F] =
Pr[F, ged(oj,p) =1] = Pr[F] - Prigcd(oj,p) = 1] = ¢.

5.2 EXREM
IR 2 (B %4a) % DLIN B por, WIAT; S8 G B &8 L att. Hdh, A28 PP.T. T
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A BZHE TR /2.

MERR. RAFELE P.P.T. BT A W LLA W RIS I3 & SOl A7 R 008 S e, W VR TR 7 64
GRS B Wi DLIN xR, e R W T

(1) #atehirbe. A FUPRIEE X (£, R] C (0, 7] Mk S Pr = (M, p*(-), {u). ;) :
vhe gy bieme))- BiJE, B 3REC—4 DLIN EHISEH] D = (91,01 677,075 072", 92,0575 957, 95 "5 957 2).
BB e(g1,92) = elgi's g2) - e(91,95%) = e(g1,92)" ™ BERE o = vy + 200 B WE g3 = g™
ISk dbR R 100,10, B0 B e Z2ls TR BERE B = (g7)L Y = (g7, 80 =
(gfl)tu,...,ﬁbgT = (gfl)w,gloﬂ - (m)tliéf. B %WURE o € 7, Hit5 g2, BJ5IEMA mpk =
{@5@; .. /310gTvﬁlog779179279379§v6(91792)Q7H1('>7 2(')76}-

(2) 1’eﬂ|51l1ﬁ£x 1. EBURE] A B4 gids 6 ¢ [£*,R] F1 Q J= P* 53R K. Cak. Ctk 1 Ltk M5, B
B EHTIR KL, HAAEAANZHMREZ A BN NWE: B AR gid 5 v, 7,74 € Z, R EIBERA
T K = (ky =, ko = g3 ™ ks = (93)77). BJS, B 4R Q W5 Cak:

xT x
2T T Tid 4 g Foryy

aky = (g7 g1 g1 T - (gr)TT =g sy = Ha sl [o:)
B RHT 0 ¢ [£7,R*] Gt b0 - = bs[1]|]... lbs[log T]. %, B #1Xf 0 € Path(8) & X Ctks

oy (e, 00D

'd
do Ho b0 ) a-‘F‘nd+
y H(bs[k]) 2 1ogT o000 )
a-T 1\t 1\t _ 2 T
tk:(Sk—gl ((91) ||(gl)k ) =0 o

k=1

HKAUH, B 5 Ltk FIGLEE hy = g0 7, I F RS 1K) -

_ T Tid _ < L (szﬂ t(bs[k])))
TR o dy ~ ) o2 ) T Tid a+’y+T
lk((;ﬁiz = glaTlv ((gfl)t ) H(Qfl)tgé[k])> tog 7). o REO |
k=1

R, B ACTE Ha(-) B Ho () BIBIE hyy R By o, JESITEAL (K, Cak, Ctk, Ltk) 0 RIEE Al

(3) HRakPER. EHULE] A KEHHADEFERIEE My 5 M7 )5, B BEHLIEH ¢ € {0,1}. B iF5EIHRGH
it X 18] (£, R BB HIES Cree o), BHBENUETE 55,7 € Z, IERENTARTGRET b0 . IRIEHLI T 1 o
P*, B A My W TN EC:

Cho= M -e(gi*, 95°) - e(g”,95%) = M, - eg1,92)*1, Ci=g5" =95, C =(93")" = (g5),
C; = g5, Cy =C5 = (95)™, Cojya = (gi¥)m - (b)) = 93 “Ha(up() v () ™2,

*

* [K])

PR S— d
. 6 ;76 .
(70) - drg (b IkD) Hz(bl(o;T) % drg (b, 1) H2<b1(o;7')
To)* 2\ 2\t A — (A, Hz(bo )
Copa = (91)'”(91)’“ =(9:") tos T B ||Bk .
k=1

SR, B A ECy, = {C)0,C1,C1.C5,C5", Cjy o, Gty } RIZE A.

(4) BIEEL 2. A SSPHATEHI B 1 A, EHLZRIIE Q = P H 6 ¢ [£7,R*].

(5) M. B UK E A XREALERE o BISEI ¢ € {0,1}.

Y =, W BRI vw' =0, BIAESEI T, A2 S0 B Fli e vw = 1, BIHE Pk
W Ty A T Bk, A BRE X ZEWRB T EW R AdoRMN = 1/2 - Prlvw’ = vwlow = 0] + 1/2 - Prlow’ =
vwlow=1]-1/2=1/2-(e+1/2)+1/2-1/2-1/2=¢/2.
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* 2 WES=EERERILILL.

Table 2 Theoretical comparison of time and space complexity.

Schemes Time complexity Space complexity
KeyGen EnCap DeCap SanityCheck Cak Ctk & Ltk EC
XLY+14 [10] OMxT) 02 xC) O xC) — OMx T) 02 xC)
MLD+17 [16] OM+T) oK1+ C) o +0C) — O (M) O(T) o1 +C)
MLL+23 [19] oQ+T) OM+C) 0o+ C) — oQxT) O(M + C)
HPL422 23] O(Q+1logT) OM+C) o) o) o) O(logT) OM + C)
YLZ+25 [27] O+ 7R) OM+TR) OK+TR) o) O+ 7R) N OM+R)
MC25 [32] O(Q+1ogT) O (M) O(1) O(1) o) O(logT) O (M)
Ours OQ+1logT) OM+C) o(1) O(Q+1ogT) O(Q) O(logT) OM + )

6 RV

TEZR 2 s BAR XS Lo, A% I8 TR M TAE S AT R KeyGen. EnCap. DeCap 1 San-
ityCheck I B AREELLEL, DLRJBIEEEH . I B PR 3 A8 200 JIR 1) 2 1A) B 2 JE B o b AR 4G
XLY+14 1, MLD+17 161, MLL+23 "], HPL+22 3, YLZ+25 27 fil MC25 32,

Heh M A Q 23 BRI R BHS RIEER; C M C 2 BRI X A1 5 A0 X 6] 77 26 4 4 U/ B /N 25
THERE; T FRORES BT AU log T 3R B /IUHA IR BE; R Ronius P 8. BRI S, A5 RA4E
KeyGen FHEBRALLE Ctk 1 Ltk BRI O(T) BIRZR L O(log T), /£ EnCap G IEET X [0] 5 4%
JEM O(C) BARZE X 07 HESHEE O(C), H1E DeCap TEFFHHIEIE OQ1). HAEZRIIZ, A5 RIE
SanityCheck 1] [ %f Caky Ctk fl Ltk $AT SRS, MOAHE: HPL+22 231, YLZ+25 BT F1 MC25 132

700

—_ ;0— &)urs-‘gl49 ‘ 57 | W Ours - gl49 l‘
g 6001 —=— Ours-d224 //’ % B Ours - d224
= —=— HPL+22- gl49 L /‘ o O1 mmm npL+22-g149
g 5001 —=— HpL422- d224 s 8 51 I HPL+22 - d224
o 2001 —+— YLZ+25 - gl49 // ) BN YLZA425 - g149
g YLZ425-d224 4" L | — %"4 | YLZ+25 - d224
= - e [ |
=300 /,/ ) S3
S 200 = — 52
> 3 — ﬁ/"’_" &)
2 100| —] 51
s 0
10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100
Number of attributes (tree depth is 10) Number of attributes (tree depth is 10)
(a) (b)
2 3507 L a0 P Q Ak g1
= 3001 —— Atk-d224 - = 51 m Atk-d224
5 —e— Ctk-gl49 g E Cik - g149
g 2501 o Ccu-doa S 4| W Cik-d224
g 200{ —= Litk-gl49 g B Lik- 149
5] —e— Lik-d224 S 3 W Lik-d224
2150 — S
g A ] g2
S 100 A S I
G
S 50f 51 i
@ b7
S 9 2
o S0
g 10 20 30 40 50 60 70 80 90 100 o 10 20 30 40 50 60 70 80 90 100
& Number of attributes (tree depth is 10) s Number of attributes (tree depth is 10)
9]
() @ (d

4 (MEMFE) ZHPERTEMBSEETE (FEMRER 10): (a) KeyGen E{FFEIFE (£#). (b) KeyGen
EERFHEAHE (TFT). (c) KeyGen HEATEFE (). (d) KeyGen HAEFHFHE (TFH).

Figure 4 (Color Online) Time and storage cost of the key generation process (tree depth is 10): (a) KeyGen time cost
(ms). (b) KeyGen storage cost (KB). (¢) Time cost of each component (ms). (d) Storage cost of each component (KB).
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1.8 —e— Ours - g149 o BN Ours - gl49
— 1.67 o Ours-d224 @ 201 mmm Ours - d224
= 144 —=— HPL+22-g149 //' = B HPL+22 - g149
& | pf —= HPL+22-d224 M 3 |5) W HPL+22 0224
o | T YLzZids-g1d9 /"/ b B YLZ+25 - g149
2 107 o yizeos- a4 oo B YLZ425 - d224
=0.8 5 10
806 P 2
B 04l —= = 5 s
02 T T || &

10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 90 100

Number of shares (tree depth is 10) Number of shares (tree depth is 10)

(@ (b)

g
jesl Q
A 08 g 5
o v
= S %
£ os 2
o o 5 .
(<] (<] < :
2 04 g 4 b
g g 3 Curve g149
=02 =,
< g
14 1 100 ~ 14 h, 100
10 60 eS 10 60 eS
Tree g, & 6 40 ke Treg g 8 ¢ 40 i
oty 4 20 W ““\‘oe bty 4 20 . \)«\‘oe
(©) ()

E 5 (MEFE) HEIFEMESFMEFE: (a) EnCap FEFHE (7). (b) EnCap FiEFiE (FF75). (c) EnCap Y
BIFF$H (SHEAE, #). (d) EnCap HiEFFH (ZHME, TF1).

Figure 5 (Color Online) Time and storage cost of the encapsulation process: (a) EnCap time cost (s). (b) EnCap storage
cost (KB). (¢) EnCap time cost (3D, s). (d) EnCap storage cost (3D, KB).

PR IR 5 24 O(Q +1og T).

SERCEALE— B E %Y 2.10 GHz ¥ Intel i7-12700 ZbFE#% . BT INAEN 16 GB K& ML Hig
17, T A SR JE T E R R A Z e i, A L% JPBC FE 26tk N 6 1) d224 #hZk SN N 10 1
g149 iZk, 7£ Java SE Development Kit 21 (JDK 21) M55 N @A SCHIERIERE. N RGxT E HPL+-22 23]

YLZ+25 P 5A 7 kR, B SR o, BIERCE Q AR M RTE R EN 10 £ 100, KA
IR log T N 5 & 15.

4 JEMTHb ZIE 72 AE O R KeyGen [ RYERE. Horb, & 4(a) FEl 4(b) XL T &7 R 1E A
PERE, B 4(c) A 4(d) WITELEHT T =R 344 Cak. Ctk A1 Ltk P80 4. HE 4(a) 5K 4(b) Af
KN, =07 RIS A7 A AR I Q BRI R MR, HPL+-22 B3 755G i R FH U b &6 44 v e 4%
THR A E U AN, YLZ425 P70 A A R B M, 162U SR P BCE . s
2, EH RS ASRER S T H, SRR PTEREHER S SR, AR w5 v PHE
A Cak. B Bgm i bl(ng N Ctk Al Ltk, BE&B SRR, (AIEFER 77 HAHE T HPL+22 B3 fI
YLZ+25 BT AW BT, BT S, 24 U =100 H logT = 10 I, AT RAE g149 Fl d224 Lk T BFER 2>
ML 194.273 205 373.102 24, HAFMETTHIN 73 ik %) 5.288 T4 (K. Cak. Ctk 1 Ltk 7374
0.143. 3.934. 0.557 1 0.594 T-57%) 5 7.355 T577 (K. Cak. Ctk Ml Ltk 4354 0.190. 5.688. 0.711 Al
0.766 T11), ¥IAbT AT He 52 u .

5(a) M 5(b) AR T EnCap 5ikUL M Jy AR M R 5476 KA, TEL log T A1 M {F %k
SEAR B = AERL I 2 B E I B(c) R 5(d) R, EATT R, AE ¢, RATRT (£, R] MR

6,k,4
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T _9F T o T — p
101 —=— Ours-gl49 1 > —e— Ours - Atk - g149 2 7001 —s— Ctk - gl49 —
@ . g;rLs-zdzzmMg ] g O[T Purs k- d224 4 \‘;600* . Elt-ilzft ol
o 817° 22-8 3 =— HPL+22-gl49 P 8 = [
§ —=— HPL+22-d224 g ST . HPL+22 - d224 / 35007+ Ltk - d224 //
o 61 T YLZ#25-gl49 E 4l vizaas g0 £ //
g — YLZ#25-d224 L — < & == =]
= » P /,,/‘ S 5L YLZ+25 - d224 — 400 =
@] /-/ S 7 3 5 300
D 5 _= = // l/!l’ 4 — //
QT QIR 2200 -
@ ~ = T +—
10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100 5 6 7 9 10 11 12 13 14 15
Number of attributes Number of attributes Tree depth
(a) (b) (©

B 6 (MEBRFE) BETE5BEETEFE: (a) DeCap AHEFH (#). (b) SanityCheck BF[EF$E (#). (c) Sanity-
Check FEFFH (Z#).

Figure 6 (Color Online) Cost of the decapsulation and tracing processes: (a) DeCap time cost (s). (b) SanityCheck time
cost (s). (c) SanityCheck time cost (ms).

% 3 EnCap F DeCap HEFESRIEE THRES SR B, ko).
Table 3 Time and storage consumption of EnCap and DeCap algorithms on real-world datasets (s, MB).

soc-orkut flickr sc-ldoor yahoo-msg sc-msdoor

Algorithms  Curves
Time  Storage Time Storage Time Storage Time Storage Time  Storage

g149 27.741 405.901 15.941 222.958 5.541 67.029 4.258 40.287 3.234 30.589
d159 14.893 256.372 7.930 140.829 3.498 42.348 2.710 25.458 2.373 19.333

EnCap
d201 15.893 333.284 8.780 183.077 4.401 55.052 3.560 33.095 3.259 25.132
lj\iz z()?)o d224 16.502 358.921 9.743 197.160 4.902 59.287 4.202 35.641 3.965 27.066
e 58.756 273.643 56.306 150.396 50.759 45.350 50.211 27.334 48.715 20.801
a 18.696 273.535 15.823 150.289 12.673 45.242 12.494 27.227 12.637 20.693
2149 34.933 405.869 15.754 222.925 4.907 66.997 3.292 40.255 2.394 30.556
d159 12.905 256.338 7.483 140.795 2.439 42.314 1.315 25.424 1.102 19.299
DeCap d201 13.486 333.240 7.503 183.033 2.289 55.008 1.619 33.051 1.344 25.088
d224 16.497 358.873 10.186 197.113 2.879 59.239 1.939 35.594 1.653 27.018
e 7.309 273.427 3.992 150.181 1.083 45.135 0.702 27.119 0.566 20.585
a 6.293 273.427 4.033 150.181 0.957 45.135 0.748 27.119 0.493 20.585

BN, JATRAXME (1,7 — 1] AR XE DERER TR 2 MESES T A MRTEE2 1 M
FUASTZA A () HPL+22 230 1 YLZ+25 7)) K77 AL E ARG R B — A C )5, SFLET 1H] 5 77 BRAS 2
FT HPL+-22 B3R YLZ+25 BT 55—J51Hl, A7 RIE log T IRRFIEAR BTN /S8 1 7 25717 AL
I IS J2 T O S B K . 7E log T = 10 H U = 100 HIZME T, A7 RAE g149 F1 d224 g4k N
BEIF[A) 73 73 2979 356.353 5 709.033 ZAP, HAFME LI 3 mlikF) 5.232 5 7.164 T5741. fEMFEZMT,
HPL+22 23 F1 YLZ4-25 27 76 Fif ik i B i 28 o 70 SFERT {719.047, 1594.412} A1 {785.289, 1751.839} =4, H.
BAA {15.400, 22.367} T A RAS. BRItk AT HPL+22 231 fl YLZ4-25 271 A7 Z2 it 34 R v Rk 4y
BIERTE T 2.017x ~ 2.203x F1 2.249% ~ 2.471x, % CAEAE5> HIFFAR T 2.943x A 3.122x.

£ 6(a) FIRIIEEZEERET, A7 RM DeCap FEPLH TR H BN 1B 242, 76 ¢149 F1 d224 ik
N RIFERT 4> BIEEHILE 150 A 100 ZFPLAA. T HPL4-22 23 fl YLZ+25 BT fE st ¥ T $AT IR RS Q
Vil SREE P (AR PEDT D, & 380 7 H0 8 7 i AR 4. Wil 6(b) FraR, 728 PR % BB BR K SRR i
[ 4R, HPL+-22 23 YLZ+25 BT IRy SRARFFAIT T B4, Bl 6(c) RN, AR5 ZEnt T i 2 4
Ctk 1 Ltk HIB BRI R A2 T4,

N B RS IE A 7 EAE A I Bt m R T AT, RATER 3 HhilE— 0Pk T EnCap 1 DeCap 1EHA
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ANTEEEAE BRSSO soc-orkut. flickr. sc-ldoor. yahoo-msg Fl sc-msdoor?°
TAAEfRER . R 3 Al BBCE M4 {2149, d159, d201, d224, e, a}.properties X EnCap 5 DeCap
e RESZ M B A 2 2 5. 50 EnCap WIS EIJFES, ARIEHZ M. log T KR SRS M BURMES 7. e
LRAEMA Ay SR IZ o MBI N BUR, g149 5 a MIZRIRZ, 1 d RV R 2, BEECR R, 16
DeCap ', # HZEFERT 2 B LR R R2 R I B B U siuta . Hd e 5 a fZRRCER T, HE T
BIART g149 Je d RANMZ. BAFERTAZE R, ASCRIE 135 56 5 i R S8 T AR AP e B, AE s Z 3 imilE
R RS S .
7T RE

DR IR B T R A R B 1 S RO B R ) SEBR R oK, AR ST e L ) S i AT R B
ERAREE R I I V07 el 42 o) D7 V. e 5 A O R 5 k] g A, R Il I DX TR RS Dy LR AR S, SR
XTI B U B B HER A e . Ak, 207 i@ A R H T A BRI, YRR B I B SN R i 2 EH 1)
M FR AT S YR, B AR T W U5 AR, AR SCHRAE R IE B e 4 ) 7 v (A 3 S 9 52 G X
GAVERAB ERVE L AR R . 542G % U7 MG 7 VA T, A7 R H0E Z 2508 B A BRI G &
5 THEWIRRE S, RRAE FOR 3 T A SO B ER VT im) 35 1) 7%, SRR B0 IR 38 % A T B A2 i i s ) 5
IRF 85 2 BH A B PR AR S, R 2R T P A 7 e 4% ) ) SR S T SR A R A 3 R HG T 1) B 2 [ SR A 1) S B
HBERE .
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Abstract As an important carrier for data element circulation, data capsule realizes temporal access control over the entire
lifecycle by encapsulating data subjects with their associated policies. After leaving the control boundary of its publisher,
the capsule is transferred to the cloud cluster and provides controlled access to users based on the predefined policies. When
the management of capsules is separated from ownership, traditional temporal access control methods not only explicitly
embed the time range of execution policies within the ciphertext, which leads to the leakage of range structures, but also
struggle to effectively prevent authorized entities from deliberately leaking decryption capabilities within specific time slots.
To tackle the above issues, this paper proposes a temporal access control scheme that features capsule self-destruction and
traitor tracing. It maps the execution policies into an encoded set of mutually exclusive nodes to accurately determine
whether the specific time slot falls within this range, thereby implementing the self-destructive mechanism. Furthermore,
this scheme supports accurate identification and privilege revocation of leakage responsibility through sanity check, global
key tracing, and capsule update processes. Based on the [-type co-Strong Diffie-Hellman (I-co-SDH) assumption and the
Decisional Linear (DLIN) assumption, our scheme achieves unforgeability under the traceability model and semantic security
under the chosen plaintext attack model, respectively. Evaluation results based on the Java Pairing-Based Cryptography
(JPBQC) library and real-world datasets show that the proposed scheme displays excellent scalability and practicality in data

capsule circulation.

Keywords data capsule, traitor tracing, self-destructive mechanism, temporal access control, data element circulation
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