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AREE L BIRBORALH R TE 2, 120 2 MR AA B 1 F A I 75 SEELOR ST w5 . R ih A BE L w1
PRSI IC S ANAG T PR 23 PR B 3k 7. 3K A L A TR Bt 5 R 5 5K, A Ik I R R 8 e 5 TR 5 O i Al
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DU VEPRCHEA Jo B 1 B, 3528 B ANAIG () (BLAE S AR W ER B v, TN S AL b ORS00, L s
FRIN A DL SE IS SR BE AT, SBORRE 5B 825 T &, HAUWE 3 E. dLasas ) (nscHr
PR PRI IRFES ) (B RPN 2% | RIS IZ I 4%) BERS B SR I R URMIE, 7221
A HHE AL B R Aor ) b B R A7 B AR e SR T T s o B A i A A s AR, AR AL R A
HIFESAEIL LT R B o SRR 2 B IREES ] (BRI ML . KEHNCIZNGS) e il
T B I R AL, 7R 53 R R AA T R 17 S5 b 3 ) SEAC AR IUDHS B2 A % I 4 65 A ) oy R S 25
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V27 F1 ShuffieNet V2 18 S@ IR AR « R T 73 B G B SE BOR KR B IRS B A 5 00 2, (4R
TP B RS I BE A B e A, B B G SR A 25 RS Rl 5 AR i 7R R i i A 2 ) s 28 o g
T A A . BE5eHE 1) 2B N 2Rl A 8 B Weas BT 3 RIS E S S 2 RRMEER,
PASR TS B2 % B RATHE S5 AT 9 AR B8 705 AELIBESRABE TR A 320 25 0] 4 0 247 v s B v ) 8 5T A0 b ) 1
FERk K ©.
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ZERBAEARE 1 A S R I, [FE T - 2 0O i fE] f h A8 0 &2 I B0, TR M S A
DA 50k 7 7 B RA i S A5 =X vz AL A DU g
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FEIGRE N AT RS A RS S, BRI SR80 (S5 2 ERREE) . SRS 5. Sk ah i
Je e Ia) I 2t A% 1161 FLt G 7T e 51 R B A HERKT . B S AR ey, B BRAAEOE L 5 i s RS 15
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R B A T RE S R A i S A bR R k.

VIR I A R LA 1)) 2 B S B IR P B AL « AR e S R BE R Ak, B35 N T Re AL
FEAS I R H AR JEE . [RIAs H K 0 Kt L AT Zh A PR ALE, RO B BB I 18] 55 FH P AT R RS 508, 265K
B AA S AL B AR R 2 ST I S, RE 6 0 M S B AT RS AL . A, WK Kt B R H
AT URFE, BUEAE 2 e . IR S M, IR 25 O A IO SR B2 9K T ¥ £ R RL ot it =
T, 32— 4RI 1 Wk P B A B RS 7 5 ) S Tt A

2.2 AR BEEIRAGE

A RRRA AR 1R A 38 AR T R DC FE AR Ja e e P T SCRRIIN B i AR I DU 3Rk 3R 1R
S BRAAEHE . X 287V SR B B, B A, N A T B RS R S R A 13 =, 9 At
SERE H B AR IRE E B 500, SRITTE BN A AP X B85 o R0 U] G e AR 15 SCR P A AT 7 T A7
TE [ A R 1], 0 2 78 TH 3T 28 A% B B WORD S A 5t B, LS I S = R GG, TRV 2508 M AS
WA R E P B R AE, AT 3 B T IR AR R AR R A B35 . A, R R B BE A A R S TR
T R A 5 B, A A5 LTI S5 R B AL . [FIRE, ARG gR 2 5] )5k, 1 K 4R (KNN)
ASZHFFRIEML (SVM) G553 Rk AR I 25 3 20 5 S B FA SR 5 AR R A B iR 5, 725 4
H A R ) A RIS BE SR 032 A e 0. SR I AR N TR TR HLAe 3R 2 S 2 v 52 4 AR 4R
PER RIREJIA L, M UL BEYIER X AT 2 458 S50 . AR B &S BRI

28 PR P 2 STRE T L B, AR B AR M 4% (CNN) | TR M4 (RNN) . KA HHCZ (LSTM)
WE& N THE IR T0 (GRU), Ar i A6 Hs A 3 AR TR I k0. IX s 7Y e T3z B T B
WAL HARE T AL BN A7 50 0 M AT 55, IF I AL AL GipL 8 2% 2 D7kt e, o8 B iR
IR 0 Faster R-CNN 7 F1 YOLO 181 85 HARA AR A e it v R ) B rp ) SO IX 3, 7EA0
b BEFA I 7 TS T B3 . [FIRE, Bi-LSTM-CRF 191, RoBERTa 200 F1 DistilBERT 121 25551/
EARTE S A ERE A Gl IR H B h s SO R, BRI TR T SRR EE 7). X
T 8] 7 F0EHE , Informer S5A5 AL TE K7 471 TN RN S5 4 RS0 7 THT R 20+ s e g (221, SRR JE 2 ) A
T TR L P8 K R 2R A RN i B/ i PN AT o SR I e BB 8 1 VYR 2 IR Ak i 2 8 4 L, o3
SEAE T B2 BB AN S Kb BT SR, R, 2R G HAR T LIRSk B R . SCRFIR 7 4%
SRS AR RIR BIE S, AT SCI R AT i AR, 40, VILBERT 231 R H P Ry = 712 HAT /B SC
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AKIRLGERAE, fl SRA0 AR (] 5C . AT, IXLE % 1 2 RS R B B B AR T RE B K, (HLIE W i
HERHITHE AN AT, [FIREJCIRAE B IR 1L S i 4 b BRI

2.3 HENAZIZFHBERHZM L

NT RO 2 A& W ER N AF R B, KEFFASU) TR B ERAPEM L. MobileNet V2
ShuffleNet V2 S5EA5 BRI i 0309 (UnVR BE v 2 B A0 SRk > S48 At B oA, i FHE T4
S B ER AL TR, S5, Tiny-LSTM 24 F1 Tiny-TCN 251 L 7F %5 5 52 PR IR 55 o FH -1 3 2% B0 i 1)
FIRLER, X AT A S RE A, 8 LU IR B AR R S I B A ) SR AR HE B ZE IR RO N A7 5 . 4R
T FE R 23 R 4 0T e SO RS B T R B T 3 veit, RE Y R i R AR AR S 2 o
R DLTE B I 5. SRR SRS LIS Ak (BB RIS A B AS BE, Bl inss iy INTS) . BT (F%
BRILARIEFSM A ) AARZETE (NG— MR <224 B DU —ANEOR R “80m ), R
B IX e ARG RN TR KN . AT R R 18] (B AT R T I S 40 L RD 1 BE R B 2 T8 1)
B 70 R FF B S PR B2 (1 (RIS B <TE0” R4, Rl e s T R 4 2S5, AR & — A E K8k
0. AL, 2 R A I R N SR SAT S BT, B A R e i 2 AR R R B B
It PR [ B

£ MobileNet V2 1 Tiny-LSTM 54X &% AL K1 B BIAUAF], PDNN-PDE KM 3172
BLASHER, REUE . SCAS . I P B 2 i i AR 0 32, SR M AT b 2. R B4
TS 2T R B P B s Ao M s ), e 25t BRI Y 5 ROI (region of interest) F&HL, fii th HAAS %
FH Ay SORSHERS I, HeRE 55585, [Fiy PDNN-PDE 5| Az — RSN E 2 SIH0H], 1EL R
BB B R A AR R TR e AR R 2 a8, Tk G R, X e il
PDNN-PDE 7R FEHIC BT IR T4 I A, A S sm g s vE . RS KA.

3 BT HATRE LR ML A HEX P04 45 M Fo A BRI R it

ARSCHRM T — BhEE T HRAT IR B A0 42 0 2% (K0 0K R T MBS ALK A TN R &, B AR MR R & i i
BRI IR B T AL R AR 22 A A 6 70 A 2 A ARG P2 5 R A DT ) = KBk, R4 E
BASHELT 3 ML (1) BRERZESEIREmIDE: AT 2 B M REdE, ORFRIE. i
FRARIREHE 5 HECAREHEATEIRIE Y. A LSS R &, R MBS o = B .
(2) PDNN BSAAS I 51 B8 e I 47 IR B4 28 X 2% S22 R 0k 2 18] ) 20 A 2R DN, 632 5 00 st 4% 6 1ol
FOREE SR, (3) = — ARSI REA IR ERHRE: BT - Al FEREL ], i
B RIS B5 min S HOR G, ShAIU A ISR R K AL ZE A iz AL e 0, I i il
RS, RGUBARIMAIE 1 Fs.

3.1 RERZIESHIRMIDE

BERZHABIE RIS 5 1L SC I R MBS EUE B R G — A SR AIBE 1 AT T THI
FROME P g G o A S S YR T PRI S OB PR AR, SR PSS 22 S AL SR, 3 T A [R) B A8 T Rl e 7
RS AR, D 5 S R A B A I 5| SR (AR, . ARy AL BORRAIE R . g b 2 0 25 B0l T VAR
e R — A BEHRN 28 SR TR At , BARBTH A 2 P,

(1) SCARBHE AL PR, B g 2 RSB S A A Ik I 1 o6 H 3l B ARG M A SO (T #2023-05-20
14:30:23 [INFO] upload private data to server: 192.168.1.10”), & K&EIJLAR(E B (WA THE HEZO), 2
TSR (1) SR AR A FE — R 1000~2000 4E. B0 SCAREE, 58 SRR N SCAREAE A T, 5 il 17 %
AT S R, SRR (0 [INFO] “007). 5 SRR S K = (k. o, bar} (O
M = 200 JoREE RS AL, PR BRAABIUROCHE TR (40 “upload” “private data” “server” “GPS” “token”),
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Figure 1 (Color online) Architecture of the privacy data detection framework for the edge IoT based on PDNN-PDE.
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Figure 2 (Color online) Illustration of the lightweight multimodal encoder.

i NNEIFRBRRFRTT S (1 <o), SRR R Flox, FHRVEE IV H SR 2 Hl 7
B (FAERBEAN 1, BN 0) FE MM, mE4ERE Dy M = 200, X REAES R A A EVERRIC,

. 1, %‘ k‘z S T,
Ftcxt[l] = (1)
0, HA.

(2) FGERACEE. PR BB (W3R8 kvt 32 x 32 IKIEHE (1024 4E)), & KEF S~
(UNBL AT BRI, FBAABURIX IR (4R NI & BN, BRI R B, AR Skt
B, e SORUEIRBEBIE T e R332 5 ME R AL (6, ), B 3 x 3 AR T R = fH:

N, g) =L@ i eli-1i+1],j € lj—Lj+1]}. (2)
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THEE AR o dan AR, 25 BRGSO OR B I R A

I(i, j) = median {I(¢', j') | (i',j') € N(i,5)} . (3)

SR i 3 T IO GG I 325 7 UG b i i B 2 X 3 (U 4R IX), HHEBE IR G(i, ) A5 )
6(i,7) A

Gli.d) = /G007 + G, (0d %, 606.1) = aretan (4201, ()

H G, Gy N Sobel FTAE o M1y J7 18] FURH FE 0 . SR J5 BEAT JEBR R AR H0 R X BB I Ab 2, A=
W AEIGIE B, j). $REGASE H T Il X IR B/ NMERTE Inot = 1(y1 © yo, a1 ¢ a2), KRN
(21,91, 22, 92), Fe 21 < o, 41 < yo FRMIRINIMEFETEAE R ROL, #BTR 24 x 24 BRI T B, K&
B FABUR X, # ROI RO AN 24 x 24, MTE SR IH 7R 2 HAR RS 4 24 x 24 1) ROL TEIEFA
576 4k [n) &, W TR AT (PCA) BE4ER 50 4E, TREE 95% MITT 2, R SIUR. HUEXFE4EE I
50 AEHFAE [P B AT ARAEAL, B OR S HEIEIME Dy 0, PRUEZEDN 1, IRTPINGRESENE, RIARR A

X = flatten(Iror),

N
1
Xcentered =X - My M= N Zka

k=1
1 T
Y= NXcenterechentereda
Emage = Acentered * Uk7 Uk = [uh U2, .-+, ’U,50],
F — H
norm __ _ llnage eat _ —8
Enlage - ’ e=10"". (5)
Ofeat T €

(3) B P Em b B W0k 0 A AR B A (iR B s R ) A TR AR, S A
W7 5 R S 1, JELRAE BN 100500 45 (CRREMIZE 10 Hux50 s), 61 H BRARIN FEHE, 52 3L
JRIE P8 X = {21, 22,...,an}, KEAN N B RHAZIETEIER, WHOKNA k= s o], Hh
o NIFFINHEZ, s = 2 AN BUREE SR80 RN R] A 4, BUE 1 [0 — kyi + k) NI EAE a5
Z; = median (T;—k, Ti—k41,y - - Litk) A SR AR IE e A (ill] i—k<1HW,&HON 1,2k +1)). SR
JETFEFFIHII A2 EE (interquartile range, IQR) JuFE IQR = Q5 — Q1, ' Q, = quantile(X,0.25),
Qs = quantile(X,0.75). EXFWILHEN [Q1 — 1.5IQR, Qs + 1.5IQR]. ## H i 754 A8 AL G 2%
E A B e

LowerBound, z; < @1 — 1.5-1IQR,
T =4, Q1 —1.5-IQR < #; < Q3 + 1.5-IQR, (6)
UpperBound, z; > Q3+ 1.5-1IQR.

KRB 5 AN B, R BT AT 28R H — 1k, 38 G 4 SR AR AELNT RS S AREAIE PRS2
FPRKEEA N, BB L= [N/5], 5 m BN X0 = {21041, Bmr} (m=1,2,3,4,5), W5
BUH— ] B AR R IR A

(m) _ mi (m)

m) _ x min(X™)

Frorm = (X (M) — min(X ™) + 10— @

HA min(X ™) B max(X ™) R m BIIRAE. LB S RF 5 RS 24 4EGiHRAE, BARIE

w(m | J7 2 o2 KA max(™ | B/ME min™) | 1§ kurtosis™ . % skewness™ FIAHAR B IMH
7 Aptm) | R AFHE R R RN AN

Fime = |p, 0™, max™ min™, kurtosis™™), skewness™, ..., Au®| . (8)
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Ye R TS S PERIE + PCA B&4E” A SRS R4 e il 25 (). & Je R o 22 R V2 AN
HAZ BIEEBR TR, Pl PCA (REE RIFTT ZTTHREE > 95% MIERLsr. FHRTA S & 5 7%
5%, MCU (microprogrammed control unit) 215 %% BL318 H = i T 251 PCA %EFE, Edge GPU # %
T BEHLE FAE 7% (single value decomposition, SVD) MIIEFFESE, B PRYE L L4605, SHEEE LA
G, g — 4R RHE I &, Gl <RIBS 5 <t ID 4hEr SIS EER R, At
A PDNN FaAA I 5] S BAS L F 43 3

3.2 PDNN [&FAN 5|2

PDNN [EAAS I 51 3 58 £8 T 2 BN HUR AT A2 . SR XU A ) 50 & IS, SEBILE BF
VRS2 IR Z 0% Bl SRR AR I, Rl 5| SRS 2N 3 R, (1) B M2 E:
BEXTIS PP SO BB 3 KA, weit Z AL I RF RS HUM 2%, 0 A 4ie A% T 5 PO I T4
H B SR SORER ARG R UL 50 . (2) RSG5 2 TS WAk 223 s (R B S RS0
5, AE SRS, ShA ISR ASEUE, SCEUE B IAN. (3) Bl a s M SREFAE 52X
PR P RS 3, i L BERA Y S M, I L 20 2 U AELHI 2 MUz 55 2. PDNN-PDE I FE R &R A%
BRASRFIE SR IS b A A I ) OB R, AR R s

PDNN-PDE(X) = Fusion (Branchy,(Xys), Branchyg: (Xiz), Branchimg(Ximg)) , (9)

H BN X = {Xos, Xiwr, Ximg} 7RIS TAL B JG (I GETHRFAL - SCAS B TA] [7] A0 B P 4y
{iE; Branchy,, Branchyg,, Branch,, BT HI70 32, 70 iR BUN FP o SCAS . GBI & JBHRFAE; Fusion()
N RS2, T T A SR 1 5 5 22 LR XU ) W R RL i B R P (risk) € [0, 1].

RS SCE O B R e vt 22 A 2 A ), SR IUBEZS T SRR AE. I P 2308l A% o b R il 4
BN 5 KM, H I SCETHE SON Branchy, (Xys) = GAP (BILSTM (ConvlD(Xyy))), S A%
RGN

o 1D HBHZ: Wi fHEBEAZE (kernel = 3) fiHE AR P, % HBRFE Heony, FoH o 24 RelLU
WG BRHL, « FoR GARERAE:

Hconv =0 (Wconv * th + bconv) ; Wconv S R3X24X32~ (10)

o Xt LSTM J2: i3 1F 1145 % A )5 B AL BRERHUK MM, 0 tH 591 Higen, S0 T AT TR,
Hisom (R0) 5 Huge (IE[7) i3 LSTM HIEHR AR5

H]stm = [ﬁlstm; ﬁlstm:| ) Elstm7 ﬁlstm € RTX16- (11)

o 2R T IMAL (GAP): K7 51 5 4 4 B € K FEHRFAE Fyy € R32:

1 T
Fio = > Higem (). (12)

t=1

SCAHUR A% O H b 584 R AL BIUR OB 1 SORER, Fo 7 SCE5 M58 XN Branchy, (Xiwe) =
Attention (GRU (Embedding(X;,:))), FAAM @D IRUT.
o HANJZ: BFREE —BEHI SR & (200 4E) FEH N HEE YK IR Honpea € RT*32:

Hembed = tht : Wembeda Wembed € RZOOXBQ- (13)

o GRU Jz=: HHaf [ TFMLHIH 32 SCA LR SOREK, finth IR P81 Hyro. GRU HITHPIREH A2 TT
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PN (14) Fros, e 2, (EH1T) F (R ET]) 206G BAL1E, he 9 AETRUIRES,

z=0 (W, hi—1+ U, 2y),

re=0 (W, -hi—1+ U, x4),

hy =tanh (W - (ry ® hy—1) + U - x¢)
hy = (1fzt)®ht_1+zt®i~1t.

(14)

o FERIR: ML S S BUE RAERUESCHER, it BRSO E ¢ e R3?, Hop W, € R332 J9E
BIBCEIERE, oy NER ¢ NREIITER S R,

exp (htTWast_l) )
= = hy. 15
7 Zf=1 exp (hgwastfl), & tz_:lat t ( )
B EE A% 0 75 SRR AEARE ) N OR B SRR AE. FLo) SCE ) 5 U Branchimg (Ximg) =
FC (MaxPool (DWConv(X;m,))), B E DRI T.
o RT3 BSEA (DWConv): WFREGIR /i B @ E A (depthwise) FLZE R (pointwise),
B ERSHE. WHRIE Hew TR

Hgy = ReLU (DepthwiseConv(Xjmg) * Wiy + bpw),  Wpy € RIXIX16x32) (16)

o FRIALIR: BT 2x2 B ORI R, IREIGERAE (B 1D $2T), it Hpoor:
o ISR KHALRFIERE TR BTN 32 4ERFAE Fipny:

Fimg = ReLU (W, - flatten(Hpoo1) + bte),  Wie € R72%32, (17)

FRAEIG 58 5 Fil G TR SR R4 N SRS 29 S R A, 38 I XU A28 1 R A B P A A DG IRG,, e 28 e
R R SR i XU A .

IR 3 i AR B B RS S 5 (intra-modal) SRS AIIE5E (inter-modal). S Py 3 55 K FH 5k 2
G RBA W %, IR RESAZ OB B RRHIE Fopa tHEWN (18) PR, Kt F € {Fy, Fiat, Fimg
Wi, Wy € R32X32 Jy i i | R

Fintra = F + ReLU (Wy - ReLU (W7 - F + by) + by) . (18)

RS I SR I TR A WL BD A D OB AL, | TEME o € R® FIESHAIHE Fie 540
A (19), H o 24 Sigmoid BREL, W, € R3*96 | T4 AU EHH R,
3
a =0 (Wo- [FY™ FRF S Fi +ba)  Fuwer = ) o - M (19)
1=1
Rl PSR 2 d it 22 b FE RIS B RSV 29 4 H B 3R P(visk). 1 JeidbAT 2 00 BEARFE SR Y, 18
I 1x1 B (3216 4E) FIAESRIE (16—8 4E) SEHURREE S5 400 FERHIE, 285 E47 IS 73 5 TR,
IS Sigmoid WU A, JFIET-ZNABIME 0 H5E 4
leakage, P(risk) > 6,

P(risk) = 0 (Wout - Hine + bout), prediction = (20)
non-leakage, P(risk) < 6.

WV
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3.3 = - LthEIsSIEEE IIRBEEH

B o A EER X 120 5 ¥ 26 A2 AL P T I ) Bh A8 B S0 i 45 B VR A2 BRI R, AR 1 B T 4
RETRIE . Zmum AR S SR BN = - AP FE S & SR LS, 7 ORISR e IR B
F VR[] B v 28500 MR B A X, A% O BRI R

(1) VI BL B 5 &5 5. KGRI, fEIBES Toa ETNZRPIIEEA Mo #0355 2
GUWHRES D={d1,dy,...,dn}, SEEVIGUFERZNX B, =0 (i = 1,2,...,m). WEIHILS F E
SONANAR B8 B BESm BIREAS: X TREAR 2y, AR BLTION EAS BE p, = softmax(Jt)max 711 Onigh = 0.95
(e M C A R) BT Giow = 0.1 (IREASTELEFT B, WK ILLL (24, 90) T2 (TCFRBEAEAME
BRI FMARAS ) B AT ARG ph X, N J5 Beiiik AR TEdER.

(2) AL EAFEARTT G SHE B FEHEARR S = {s )7, BISERH b irh MU % d; T
ATCARERAE: ESEIEIE AR Y M HERRAE TN g, G0 AR TR S TS BAE B pyy A AR T %
A (e > Onign B pr < Orow), WHFEARIEANGE X B, UM XA EILF| FALBIE K = 100 B, &
Nt AES-256 N HAE AL BAL 2 v, IHE TR X, RIS RO IR T IORREA, Al 2
W B REAS TR s A EEE & T, B BRAIR T IS — RIS TR

(3) =B AL B S RO, RO A & EARINEARSE B=U", B; 5, BARLIEKEE
£ HARZE 5 IR R T b R B REA, (R B — B U288, B S HIAE AR AT My + Mo, ¥R
SRR I LR B IR 55 IR B R E R, AT K88 Z AT I 2k, To ik B R FH IR & ik eRi 4
AR A (21) s, H, — 763 X BCE (binary cross entropy) i R fNABFIAEAARZE, KR ZE1H
1% KL i 29 o0 IHBL R (R AIE 0 A, i <o MEVEIBSY ) 78 B AN BT FE A B R fR4 17 IH
AR,

L =0.7-BCE(g,y) + 0.3 - KL(Mo(x)|| Mg(x)). (21)

(4) RENHSAESE 55BN, HiAERE, ZimEEd S EUEARH A LS50y INTS #%
N (Mauant), BIL AR Wines = round((Wepse — 2)/5) (Z NE 5w, S ALERE T ) FEAATR
g BRI RS A = Mauan — Mo, (UEMSEER, AR RH TR, L& %
e A J5, I M Mo+ A SFAMBRL, FRIGUE IHAES5AE L A3 2%, I fid A [RRRHL
B ORAS AL I 55 B RO AR e k.

4  SRIGIEE

4.1 SCIRE

AHIF T H S AR T VR AT X L, B AL G M T FC (26 T S B v A 1B D) 3R R DL i R
g 1260) | fLgulas 2= 2] Ui (KNN, SVM). SR % ] (CNN, RNN, LSTM, GRU) 27, Hix
AR (YOLO, Faster R-CNN) B4 (MobileNet V2, ShufleNet V2, Tiny-LSTM, Tiny-
TCN). HARIEZ AR (Bi-LSTM-CRF, RoBERTa, DistilBERT) I FEFlillAE A (Informer) 1221
BRlkA A (VILBERT, MMFFHS).

SIS A N2 S mimdg . o i SRR RS A% o & 4 B NVIDIA RTX 3090 GPU, CPU
N Intel Xeon E5-2698 v4 (20 #% 40 2852, FE40 2.3 GHz, B4 3.6 GHz), W17 128 GB DDR4 ECC RAM,
i~ 2TB NVMe SSD. iAZ MR &4 w55 Tk PC, #5% Intel Core i7-9700 (8 #% 8 £&f%, %
A 3.0 GHz, &40 4.7 GHz), 16GB DDR4 RAM, 256GB SATA SSD; Raspberry Pi 4, K] Broadcom
BCM2711 P9#% ARM Cortex-A72 AbFEZE (F40 1.5 GHz), 4GB LPDDR4 W7, 32GB Class 10 MicroSD
; Jetson Nano, £ NVIDIA Maxwell 4244 GPU (128 4~ CUDA #%0»), VU#% ARM Cortex-A57 (3
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4l 1.43 GHz), 4GB LPDDR4 N AE, 16GB eMMC f7fifi. Pl % #141217 Ubuntu 20.04 £%t, CUDA hix
A 11.6, PyTorch 1.12.

PR ETTTH, AR FUE R E R R, BICRET 73 FAR) B (EmE L. Tk
FEIRES . R 5E) &I T H E5 4 M 5, JLIRIL 85481 2 JRUAFEAR. R4 EHR K
FEEREE, REKICTN 32693 TR, BIEUN 73 T, B JE BRI AT UL (F0E, InFs A
B bRAELL, WG —gmit), IRIER AR (R AR N RILFIE WM 2 22 403k ) (R e N IRFEFREA A fE B4R
1) BATRTE, K50 hnid g <Rl B “JERaAAY 28015 brvEHriil of a2 H 8 JRH AlE g
5t (a) WA B HHAERURME BILER; (b) 39 DA R (c) BUBOCERE); (d) IR BREUR,; (e) A LS
RS IR, () ABUERL S 8; (g) WA, (h) HAhis il (BRFATIEEFEA 5 LRZ) 40%), TR0
mH A B&EFE . Ui HE B b ESIR% R SOR RS SE. FIR 5] EUE AR
BE4E PrivacyAlert M, A4 6800 FK7E 2011~2021 fE[B] KA I EG, RGRE T “BA7 B A
S 000, FH DL IR X B L B G . RIS ToT 2SS ME AR 48 MultiloT [ /7 #0440
gy, W 12 PR RESEAS . 8 MES, MEEA R 115 73, F T A4 B SE e X A5 R 134 4R 44 5
. TS EIR S A 2o IR AR DAORIE VTS 1 AP AT 5E.

T AIEC E J7 T, PDNN-PDE 145 =B 4 FH 40 3 (N7 24 — 32— 32; SUA: 200— 64— 32; &
B 1— 8— 32 IERMNL), MiAZ R 4 3k 32 E2 L BIEE 1, H2BE8N 32— 64— 1 HZEER
k2%, Dropout = 0.3, ifL 8N AdamW (2303 1 x 1074, BUETER 1 x 1074), ZEIR 80 5, =i
fbE KN 128, G E K/ 32, TR RECH IEFEARE 2.0 197058 XA

S VTAG R AR B FEAS I P BEHR AR AN R A TR TR bR A REVEAS SR AR B R AR (accuracy) R
HH (false positive rate). JEkF (false negative rate) 1 F1 43055, FH 17 5 A6 IIAR 7R (1) 28 {4 kG 0 5
2. R TP e AR L FE FRRE AR HEER 4R (single sample inference latency, SSIL)+ P47 5 H (memory
footprint, MF) FIEAI K/ (model size, MS) &, F T PPAL AL AEAN [F] % 2% RS VR AI SR 2 AR, FF
AT AL RPN B AR GLHE AT A BT SR (1) Ak S B TH RS YRR FH 2R A2 B 6 0 VAl P b B8 T A
ARTIZE | IHBI ORI A (JE fe o ME PR I8 )« S 2 WS S5Telt FEE F B J A e.

4.2 SHFIRFARIEIRA 5 EZN BE SIXTEE

AHIEFAE AT e 4 4 I SRR iR e 732 5 Fri: PDNN-PDE #6784 (1) FRA B8 #6:
RE71. B i3 R AR A P B AN I 258 /A AR R 23, IR A8 I8 UE DAORIIE PFAl 45 5 10 v] S 4.
XF G SR ST 5 T VAAE B — BRI AR T A MRS FE.

SER 4 RN 1 sk, PDNN-PDE &/ PP B () B A m Al h X R B B — e 5w+
IR MERE. 7ESCARIZA Y, PDNN-PDE 1 F1 734K 92.5%, B& & T W 2505 S840, 41 RoBERTa
(91.9%) 1 DistilBERT (90.8%), [FIIf Cr4F 1 BEARHI R IR FE (FPR 4.0%) MJF#k#% (FNR 5.0%). X —
#4538, PDNN-PDE B8R 428 F1 A7 4400 456 B BB H S8R SR, Revs R (L TR,
HEmE R AR 1. ST BB (PrivacyAlert) P (MultiloT) FIflG (P5154) 45, PDNN-PDE K]
PERE (F1 23505378 88.1%, 89.2% F 89.8%) FKIW H BT 1585+ 11, WEAR T B AEH H2r % 5 Ak BN
St 777% (Faster R-CNN, Informer, ViLBERT). 7E T A #i45H, PDNN-PDE f Il M fE I S R &
PRSP IHETE 3.6% (SUA 0.6% BEUE 2.5% I 7 4.7%), HEza & FBAEGE (ZH < 0.8%). [H
PDNN-PDE 7T BAS F R I A FPR A1 FNR {H, UF#] PDNN-PDE e 547 Hhif /> iR 4Rk
DA K E A A b Al 12 S o B R VM 5% 1) R

4.3  YEXRLAGMNIE & B HESH TSRS

N T EAL PDNN-PDE fEA R ZHEIA ST 808 A, AW Fe it 7RI PP 288, 58
ks 13 MR AT 6 THERR IR K Do PCy R AR I GPU MEF & Jetson
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% 1 PDNN-PDE 5&&75EERRIRS TR MEEESTEE.

Table 1 Comparison of detection performance of PDNN-PDE and various methods under different modalities.

Modality Method Accuracy (%) FPR (%) FNR (%) Fl-score (%)
KNN 71.8 21.2 26.5 69.1
SVM 75.3 19.5 23.8 74.2
CNN 83.7 11.5 13.2 82.9
Image YOLO 86.9 9.8 11.1 86.4
Faster R-CNN 89.1 8.9 10.1 88.7
MobileNet V2 86.2 10.4 12.0 85.6
ShuffieNet V2 85.5 10.9 12.6 84.8
PDNN-PDE 88.5 9.3 10.5 88.1
Rule match 63.5 7.9 37.1 58.7
KNN 77.2 16.3 21.9 75.5
SVM 81.1 13.8 16.5 80.4
Text Bi-LSTM-CRF 89.5 5.8 7.9 88.9
RoBERTa 92.4 4.5 5.5 91.9
DistilBERT 91.3 5.1 6.3 90.8
PDNN-PDE 92.9 4.0 5.0 92.5
SVM 73.9 19.8 24.5 71.9
RNN 83.2 11.3 15.2 82.3
LSTM 87.1 7.6 10.8 86.6
Time-series GRU 86.7 8.1 11.3 86.2
Tiny-LSTM 85.4 8.8 12.9 84.5
Tiny-TCN 85.9 8.5 12.4 85.0
Informer 90.5 5.4 7.6 90.0
PDNN-PDE 89.7 6.0 8.0 89.2
KNN 74.3 19.1 26.1 71.5
SVM 79.5 15.8 20.9 77.8
Fusion ViLBERT 91.0 5.0 6.5 90.5
MMFFHS 90.0 5.7 7.5 89.5
PDNN-PDE 90.3 5.5 7.0 89.8

Nano VAN BRI 32 R (1) Raspberry Pi 4. £ & b, AW FE G EUR SO I PP R & 4 P
BSMBFABHEA TS, 7370 & T PDNN-PDE 5 477 E R E R 5 ZEASBA (41 MobileNet
V2, ShuffleNet V2, DistilBERT, Tiny-LSTM, Tiny-TCN, ViLBERT Al MMFFHS) [ #E A HEH 1R
(SSIL). R fE (MS) FIAERIHEFE N 77 5 (MF).

SRR 45 RN 2 B, PDNN-PDE 7€ B84 77 T R LA . £ T A ARSI % F, PDNN-
PDE )28l T SR A FRRE AR HERR 4EIR (SSIL), AT Xt EuAR Y, PDNN-PDE R HE B3 5 H R, anve
Tk PC FACF G ZASE, PDNN-PDE [ SSIL 1V A 14.8 ms, T MobileNet V2 ] 18.5 ms
ShuffleNet V2 [¥] 16.2 ms. [F]if, PDNN-PDE FIBAAERE 77 5 F (MF) 58 2% T LA ) LhAsi Ay,
XKW PDNN-PDE fEHATHERR I X N AF B T KRB/, X0 T WA IRL & 20 H 2, B
PDNN-PDE HJBAAEff (MS) 75 FELeAH IL T A] REmg s T SR e bl B e 4 A A ) H L AE 4 2 A 3R A0 Y
125 BRI ARG UE B T H R A BT AN R A0S AT B AL

N TIRANIRIC PDNN-PDE [ FEAT LB SIS HoE: RE SR THE R, A FEdt— 5 FF 8 7 47 ML
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% 2 PDNN-PDE S58EHERARRSTEILGR & LSRRI HEIILL.

Table 2 Comparison of resource overhead between PDNN-PDE and lightweight models on edge devices with different
modalities.

Modality Method Industrial PC Jetson Nano Raspberry Pi 4
SSIL (ms) MS (MB) MF (MB) SSIL (ms) MS (MB) MF (MB) SSIL (ms) MS (MB) MF (MB)
MobileNet V2 18.5 13.1 15.2 22.5 13.1 18.0 115.3 13.1 25.5
Image  ShuffleNet V2 16.2 11.2 12.8 19.5 11.2 15.5 98.2 11.2 22.0
PDNN-PDE 14.8 12.5 11.5 16.5 12.5 13.5 85.1 12.5 20.0
Text DistilBERT 28.1 250.3 60.5 35.2 250.3 70.3 180.5 250.3 95.2
PDNN-PDE 22.5 80.2 35.1 28.1 80.2 40.1 140.3 80.2 50.1
Tiny-LSTM 12.1 8.1 10.5 18.1 8.1 12.0 75.1 8.1 18.0
Time-series Tiny-TCN 11.5 7.6 9.8 17.1 7.6 11.0 70.2 7.6 16.5
PDNN-PDE 9.0 7.8 8.0 13.1 7.8 9.5 55.1 7.8 14.0
ViLBERT 120.1 350.3 800.5 40.1 350.3 900.5 700.1 350.3 1200.5
Fusion MMFFHS 105.2 280.1 650.3 35.1 280.1 750.3 600.2 280.1 900.3
PDNN-PDE 45.1 100.2 150.1 20.1 100.2 180.1 250.1 100.2 250.1
Image Modality: CPU/GPU Utilization Text Modality: CPU/GPU Utilization

Method/Resource
EE MobileNetv2 (CPU)

Method/Resource

BN DIstilBERT (CPU)

80.0% DIstilBERT (GPU)
W PDNN-PDE (CPU)
A PDNN-PDE (GPU)

@3 MobileNetV2 (GPU) a0
B ShuffleNetV2 (CPU)
#77 ShuffleNetv2 (GPU)
NN PDNN-PDE (CPU)
@7 PDNN-PDE (GPU)

Resource Utilization (%)
Resource Utilization (%)

Industrial PC Raspberry Pi 4 Jetson Nano

Industrial PC Raspberry Pi 4 Jetson Nano
Edge Device Edge Device
Time-Series ity: CPU/GPU Utilizati Fusion Modality: CPU/GPU Utilization
160 90.0%
Method/Resource 85.0% 95.0%

Method/Resource
BN ViLBERT (CPU)
VILBERT (GPU)

B Tiny-LSTM (CPU) )
Tiny-LSTM (GPU)

B TinyTCN (CPU)

Tiny-TCN (GPU)

NN PDNN-PDE (CPU)
B PDNN-PDE (GPU)

BN MMFFHS (CPU)
MMFFHS (GPU)
EEN PDNN-PDE (CPU)
= PDNN-PDE (GPU)

Resource Utilization (%)
Resource Utilization (%)

Industrial PC Raspberry Pi 4 Jetson Nano Industrial PC Raspberry Pi 4 Jetson Nano

Edge Device Edge Device

B 3 (M#&KhEFE) PDNN-PDE ZiEFI Rt iT.

Figure 3 (Color online) Comparative evaluation of PDNN-PDE resource utilization.

WORXT LS. eS8 FIFEAE Tk PC, Jetson Nano il Raspberry Pi 4 k4T, H7E 5 Lid 4 s
REAS. AW S OE B ANE bR B E (throughput) f1 CPU/GPU FIH % (resource utilization). 7
I EL S A BRIV [R) A AL BRREAS ) BE ), A2 B IR AT AR B SR B AR T CPU/GPU
AR TR A B SE B A FI R . 850 73 1 PDNN-PDE 78 i 030 B 7 kB 32 30 2 Hoxt
%1% CPU 1 Jetson Nano GPU [IFIHE N, 5 PDNN-PDE T K H (AT IR B 2% ] BRI B 5%
Vs B AT R

PDNN-PDE FFAT ML RN} L Szat 45 B mlan B 3 F 4 fios. fE& L8771, PDNN-PDE 7EfT



BALmEE PERE EERRE 2025F ¥s55%F F11H 2882

Image Modality: Throughput Comparison Text Modality: Throughput Comparison

45.0 WEN PDNN-PDE

Throughput (samples/s)

Industrial PC Raspberry Pi 4 Jetson Nano Industrial PC Raspberry Pi 4 Jetson Nano

Edge Device Edge Device
Time-Series Modality: Throughput Comparison Fusion Modality: Throughput Comparison

Method
N ViLBERT
W MMFFHS
WEN PDNN-PDE

110.0

Throughput (samples/s)

Raspberry Pi 4 Industrial PC Raspberry Pi 4

Edge Device Edge Device

B 4 (MEIMFE) PDNN-PDE &t £%ttEiT(.
Figure 4 (Color online) Comparison and evaluation of PDNN-PDE throughput.

AR 3 ik ¢ ARSI T B At i, XUERH 1 IRAT AR RR A AR B b BE R
fldn, 7£ Tl PC AbBER 724 1), PDNN-PDE ()4t & 5iA 110.0 samples/s, ZE#8 Tiny-LSTM ]
80.0 samples/s fl Tiny-TCN [f] 85.0 samples/s.

TE A I #J510, PDNN-PDE 7£ L PC #1 Raspberry Pi 4 IR CPU %5 & 240F
M7EH % GPU [ Jetson Nano I, PDNN-PDE ¥ 2R FH GPU FIFFATTHEREST, SEEL T CPU
I GPU MW aE &R CAE. B, ERb&4ZSF, PDNN-PDE 7E Jetson Nano ) GPU FIf A% T
95.0%. X% PDNN-PDE [FFAT 8 HAMUR T 1 ACFEH L, 38 RE08 G UK HED 23 5 44 1 e AL B30
77, TARAE 55 (B WX IR 58 HR B BRI AT Ry R SIS A B S e A
4.4 = - BthEIFISEEFE IEREHEE TG

DR B R AR v AR 2 H IS B3 5%, AN AR SR I R R Aty B 5] NGB B BSAARE A (BEAUL R
TR, WLEEHE B O] I AER K B G 0L BARGE S, S ER MR EEE H1IIZ% PDNN-PDE #4!; 25
TEME BB A MBI B FAE s, FHAEH 2= — b [R] 36 5 2% STR R g AT B RO, A AR ER IR
S VPAb R AE R 6. SRIR e SR AN 5 BT, FIAGEE AL BT B AR A b iR U AE R e IR B (FH 2 85% [
2 45%), HEEE MR SRR HAT, #ERRIAE K S, 154 70 #eXGEINZRa, A AR 2 5 1] 7K,
IRFNZ) 89%. M HE ST HY J5 ARG LR EL i B B 2 248 5 SJ HLR| BB 250HS BB AR 5 )82 7Y B A 2 A
=, IE R RE.

5 HZRS5RE

AW T B TE SRR IR 30 5 M 152 % T 5 S2 PR 3 28 B R i i 5 Qo A 8 T A A2 DA B A I s
553003 e AP 0 = KBk, i, ARSCHR M 7 — P T AT I o 428 TN 5% (1 0 Bk X 25 0 B FA 0 40
Kl 24t (PDNN-PDE), RS0 5 R ERN 2 B HIRIwIL S . PDNN A 5 2/ = — iR 3)
AR S BT B R SZI6 45 5L R W], PDNN-PDE £ 3CA . USRI 7] 751 46 2 Fh s s 33
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Image Modality Accuracy Comparison Text Modality Accuracy Comparison

(Old Peak: 88.5%, New Peak: 88.6%) (Old Peak: 92.9%, New Peak: 92.8%)
100 100
90.1% . [ — e 92.3% gzj% 2%
90 90
:
— 80 . 804 .
Bl } g
g 9
© 70 4 © 70 1 1
=1 2 =1
o 5
o] o]
< 60 ’ < 604
50 4 50 4
—e— 0Id Accuracy —e— 0ld Accuracy
#- New Accuracy #- New Accuracy
40 -— T T T T T T T T 40 -— T T T T T T T T
0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60 70 80
Fine-tuning Iterations Fine-tuning Iterations
Time-Series Modality Accuracy Comparison Fusion Modality Accuracy Comparison
(Old Peak: 89.7%, New Peak: 89.8%) (Old Peak: 91.2%, New Peak: 90.4%)
100 100
. : %  89.5% 89.6% 89.7%  89.7% o 903% 912% 005% 90.4%  90.3% _ 90.3% _ 90.3% _ 90.3%

80

Accuracy (%)
3

Accuracy (%)
3

604 o

60 -
50 50 4 P
—e— 0ld Accuracy —e— 0ld Accuracy
w
#- New Accuracy #- New Accuracy
40 -— T ¥ T r T T T T 40 -— T T T T T T T T
0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60 70 80

Fine-tuning Iterations Fine-tuning Iterations

B 5 (MEMFE) PDNN-PDE Ei751i#88 3% SERE NS 51T,

Figure 5 (Color online) Update evaluation of detection accuracy of PDNN-PDE dynamic incremental learning model.

HEA TS IRRITERE, F1 738U TR GO VE M IR B2 2] 484, RN CRRR T BRI A
3. L4, PDNN-PDE 7RI # b BTIETT A 18 35 BFRAR, SBl T BUR A S A HE B SE R A 9 A7

Fﬁa

[E B 38 AT AL 2 R T T AR R A CPU/GPU R . X es4s 145 3 63E T PDNN-PDE

RE % 7£ B IR 32 PR AU I R B2 SE B 2 B R R AL B A I, JF Il = - b FIZh &g &>
B RERTE TR R AL B A A AR N BE ). ARR ARt — BRI 2] 5 2 R RL 4%
BOR, DL SRR RUAE 22 B8 U T BOBSAL DRI BE JIAMIZ AL PERE, T MLX BE A2 2% 25 A% (1A A BBk 1] s A
FrHbhk.
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Abstract Addressing the three major challenges in IoT privacy detection—limited resources on edge devices,
insufficient generalization capabilities for detecting new types of privacy leaks, and the difficulty in balancing
accuracy and efficiency—this paper proposes a parallel deep neural network-based IoT edge-side privacy data
detection system (PDNN-PDE). The system first uses a lightweight multimodal data encoder to efficiently process
heterogeneous data such as images, time-series sensor signals, and log texts. Then, it relies on a parallel deep neural
network privacy detection engine to achieve distributed real-time detection of multimodal privacy data on edge
devices. At the same time, based on a cloud-edge collaborative dynamic incremental learning algorithm, the model
is periodically updated to enhance its generalization detection capabilities for unknown privacy leakage patterns.
Experimental results show that PDNN-PDE achieves an average accuracy improvement of 3.6% compared to
single-modal lightweight models; when fusing modalities, the detection accuracy decreases by only 0.7%, while
memory usage is reduced by 76% and inference latency is reduced by 21.3% compared to existing specialized
models. In terms of adaptability to new leakage patterns, after 70 rounds of incremental learning, the model’s
accuracy recovered to 89%, representing an approximately 44% improvement over static models. These results
demonstrate that PDNN-PDE can achieve efficient, robust, and adaptive privacy data detection in resource-
constrained IoT edge environments.

Keywords IoT edge computing, privacy data detection, parallel deep learning, multimodal data, incremental
learning



