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Figure 1 Decompose of Toffoli gate.
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Figure 2 QAND gate.

2) Wei Z H, Sun S W, Hu L, et al. Scrutinizing the tower field implementation of the F,s inverter—With applications to AES, Camellia, and SM4. IACR
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Figure 3 QAND gate.
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Figure 4 Quantum circuit of linear transformation AM~!.
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Figure 5 Quantum circuit of linear transformation MA.
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Figure 6 Quantum circuit of implementation the multiplication in
GF(2%).
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B7 GFQHHitHc+a- b= T HE

Figure 7 Quantum circuit of calculate ¢ + a - b in GF(2%).
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Figure 8 Quantum circuit of calculate a® - 1 in GF(2%).

K1 GFQHYPRIEWHERE

Table 1 Lookup table of the multiplicative inversion in GF(2*)

RN/ LR
LIPS 1 23456 78 9 ABCDEF
Wittx' 1 C 8 6 F4E3DBAZ29 735

3) Chun M, Baksi A, Chattopadhyay A. DORCIS: Depth optimized quantum implementation of substitution boxes. Cryptology ePrint Archive, 2023.
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B9 GFQYHPRIZH R E T

Figure 9 Quantum circuit of implementation the inversion in GF(2*).
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|b) |b)
|c) |c)
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l9) l9)

B 10 CCCNOT/ {53 i
Figure 10 Decomposition of CCCNOT gate.
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Figure 11 (Color online) Quantum circuit of implementation the inver-
sion in GF((2*)?).
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Figure 12 Quantum circuit of K1.
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Figure 13 Quantum circuit of K2.

o
ly) S/ Ipg ly @ S()

0) 4 10)

Bl 14 SM4SLIES G R T HEK
Figure 14 Quantum circuit of SM4’s S-box.

4) https://github.com/hongmerly/Efficient-quantum-circuit-implementation-of-SM4-S-box.
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Table 2 Comparsion of our S-box circuit with other studies (based on
NCT gate)

S& #qubits  #Toffoli #CNOT #X  ToffoliiA i
[A3] 20 52 196 13 36
b Sr= YN 22 82 510 87 68
N e YN 21 55 176 10 46
LinZs A\ 115 21 59 203 13 24
Luo% A 116l 20 52 194 15 40

£ 3 SHEHMSH AN SCHR LB (LT Clifford+ T 14E)

Table 3 Comparsion of our S-box circuit with other studies (based on
Clifford+T gate)

S& #qubits ~ #T  #CNOT  #1qCliff T
[A3C] 20 334 548 129 108
Lin% A 191 21 413 616 131 72
ZouZE \ 1171 23 338 680 223 86
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S, AR R B BT IR CNOTI 15N CliffT ]
KO R B 2 1. DR An SR BT LR ORT B 1 1) R4
T3 TS BT, TR FEE s v 1A IR 3%, A ST ) 1 HL i
T LA b =38 o i i 1.

4 ZEip
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BT A — 2 B3
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Efficient quantum circuit implementation of the SM4 S-box
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In recent years, the quantum circuit implementation in symmetric cryptography has attracted widespread attention. The
SM4 block cipher algorithm is China’s first commercial cipher standard and was accepted as an ISO/IEC international
standard in 2021. S-box is the most complex component in the SM4 block cipher algorithm. This study investigates the
quantum circuit implementation of the SM4 S-box. Based on the algebraic structure, using tower filed decomposition
technology, the quantum circuit of the SM4 S-box is built. Based on the number of NCT gate sets, our quantum circuit
requires 20 qubits, 52 Toffoli gates, 196 CNOT gates, and 13 X gates. The Toffoli depth of our circuit is 36. Compared
with previous literature, the quantum circuit proposed herein requires fewer quantum resources.

SM4 algorithm, S-box, quantum circuit, tower filed decomposition
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