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Figure 1 The encryption process of Serpent algorithm [34].
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Figure 3 The quantum circuit for the S operation of the Serpent algo-
rithm.
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Figure 4 Decomposition of a 3-controlled CNOT gate into 3 Toffoli
gates.
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Figure 5 Decomposition and optimization process for the quantum circuit of the S3 operation. (a) The quantum circuit for the S3 operation; (b)
decomposition of quantum circuit for the S3 operation; (c) optimization after decomposition of quantum circuit for the S'3 operation.

4 Toffolil 1 AT LA R I, i 5 Bh & 1 Lb R 10E AT #4F 1
B, 3N Toffolil’] M 54N Toffolil ] 4 1F 1 4% # & 1
Eo 4 — 8, I H b & 7 EE AN . 9F B, 78 1E 5
EI5(b)rh 5 HE N 1 SN Toffolil 1 )5, 5 Bh & T L4 1
R 5 AN Toffolil | 77 ZxT H br & T L REE4T 5 51
IR 7S — B0 Rk, m] DUTE S 4l B & 1 Lo RS B AT [
1B 2 HAE 2 00, Kl B & T bR 0 R A o 4 o)
AE 17 57 5 2 554 Toffolil 11 H bR 2 7 o gs b, SR8
4N Toffolil 1 BT 75 $AAT W T g, B AT 43 2040 46 )5 19
OIS (). A & T F A LAk R
{14 L% (B L5 (b)) i8> 14N Toffolil 1, B4 M1 4241 HE 1T,
[ BF B AR T ToffolivR . v 142 i 3E 177 0 S 300 Ak f il
W /N T Toffolil 1, PR I8 3 388 o4 i) S 177 00 £ & DA
D Toffolil T 1A% & —Fi-a 28501 DAL SR .

ALk, XF 4> S B M FE T HEEEHHT IR SE, R14
tH Serpent 1S & S AT 75 1 & T HEUR.

TE32%C I I i #2 v, 5 NSE N FH4%e, B IF
17 3AT320K. Ak, 25 i 5 ] 5 Serpent i % i 2
S AR P R S I £ 1 FL B R D160, fudE324N
HBh R T LR, 75 B 5120 Toffoli 1], 6400 N HIAET]
15364 ETT, ToffoliiA % N 160.

(3) LRMEAT e () & T H i, LR MEAR R S
TEI A B A 4R e B PR AN A O T TR T I M IR
R LB, 1 Je i SO ERERLIRILLY , 4y ARR G 12
% AL (6 () AZ 48 /e % AL (El6(b)), 0 < j < 31. HH,
SERC— IXRLBAE R B 4 T LU I HES ), A

W RAT TR THRAE. SERR— IRLL B AE R 2 (32 - NME
R, R, 2ot AR R 1 7 i ] TR,

R 1 SerpentHiAS G LI K& T AR
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(a) (b)
B 6 itk Al f2 b XL RAE. () 163 2
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Figure 6 Two operations defined during the linear transformation op-
eration. (a) Rotate left by j qubits; (b) shift logical left j qubits.
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Figure 7 The quantum circuit for the linear transformation operation.
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Figure 8 Two operations defined in the key expansion process. (a)
XOR the current state with the constant ¢ = 0x9¢377959; (b) XOR the
current state with j which is the sequence of prekeys.

|abj)

B0 YR I R B 45 0 5 R T R 1 45 A A IR, TR T B
WA . T IO R OR 1 S H YT R L R A S PR
6 5 Ky, 5 AT T AS UOMH LU AR AE — 52 2 57, W KE PE il
BKE G, T MPATS 2, S3HEAE, W LA 2 ZE3 1561
T K3 3258 1) 7 % 8 Ko, To 5 HEATS L FI1S 51
TR, X P 22 S 2 N 7E M B Serpent BV & 1 FLES IR
WD THCE AN LIRS

7E EOFT /R I % B I 8 i F2 Hp, 3t RS
TE5 x 32 = 160iK, S> ' #E:1E3 x 32 = 96ik, HRSE
5iiS AR B E %4 x 32 = 1287k, I, Sy il
FE &7 FRL R 55 N288, 532N M Bh & 1 L ds, &
10304 Toffolil 1, 25536 4% il 4 11 166044 E 17,
ToffolilR & 322.

gi b, AN E SRS S Y B E T R, ]
% Serpent 5 35k [ B 1 FLEK. R K B N A2 128 LAY
B SCM, 23t LRI UE B e, 320K 56 IR E (I B
— e, LR AR R AR ANEAN R B N AR B
AR 1RUEHIUR B He, A2 128 LRI % 2 C. 10
7~Serpent 5% & T LK, Hob, IPFIF Py 3R m 4]
06 B 5 IG B W AR, LT3R R A Wi AR 1
REFE(ELT), WS E AR IR AR (1 & T H BR A  RES B AR
rE 7 S I

I Ah, K S A AR e (1 & 7 H % P IR A3 o
A6 1T B 4% B8 o B 23 ff 7 R 3T o R, BAR S
INToffolil THIHCE, (R A F 7 EH B R 7 HUEE.

!
w, : |K)—551 1 [K ) S — K.)
K& || K& KEs KEqp| |[KEs
w) g L siFg)dsitf e | K)
BT HAS
o5 1 B FHeHaH : : -
e g P FHeHar 1 o
455 o | -DEO{rHeHa-——— ol
9127 Ho_g i NP, N ﬁ_
128159 oy ': e I
160-191 Hew_ —w_g—
192223 Hw 4 o_o—
224255 Ho_j o —

9 EHY RN R TR

Figure 9 The quantum circuit for the key expansion process.
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Figure 10 The quantum circuit for Serpent algorithm.
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Figure 11 Decomposition of a 3-controlled CNOT gate into 4 Toffoli
gates.
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Table 2 Quantum resources required for Serpent algorithm implemen-
tation
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Figure 12 Quantum gates proposed in ref. [47]. (a) QAND gate; (b)
QANDY gate.
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Figure 13  Oracle of Grover’s search attack for Serpent algorithm using
3 plaintext-ciphertext pairs.
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Quantum circuit for implementing Serpent algorithm with low
costs

CHEN HuiNan'!, ZHU YanYing', CAI BinBin!?* & LIU XiaoFen'"

L College of Computer and Cyber Security, Fujian Normal University, Fuzhou 350117, China
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*Corresponding authors (CAI BinBin, email: cbb@fjnu.edu.cn; LIU XiaoFen, email: liuxiaofen23 @ fjnu.edu.cn)

Serpent, one of the AES candidate algorithms, is known for its high security and attack resistance. It is suitable for areas
with high information security requirements. Serpent’s distinctive nonlinear structure is the S-boxes. This paper studies
how to build the quantum circuit for Serpent algorithm with lower costs. By combining with the quantum circuits of S-
boxes with fewer qubits and quantum gates and the inverse quantum circuits of S-boxes, the key expansion quantum circuit
can be constructed. Moreover, by decomposing the 3-controlled CNOT gates appearing in the quantum circuits of the
S-boxes and optimizing the decomposed quantum circuits, the number of Toffoli gates is further reduced. In conjunction
with the proposed quantum circuits, two types of quantum circuits requiring 448 qubits and 92288 T gates and 384 qubits
and 118944 T gates are given to realize the Serpent algorithm. In comparison with the previous study, which required 800
qubits and 132608 T gates, the quantum circuit in this paper requires fewer resources. Furthermore, the S-boxes and key
expansion quantum circuits used in the study can reduce the quantum resources in implementing Serpent, reducing the
quantum circuit scale required to attack Serpent by the Grover algorithm.

Serpent, S-box, quantum circuit, Grover algorithm, resource estimation
PACS: 03.67.Lx, 03.67.Dd, 03.65.Ta
doi: 10.1360/SSPMA-2024-0550
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